
IN THE UNITED STATES DISTRICT COURT 
FOR THE WESTERN DISTRICT OF TEXAS 

WACO DIVISION 
 
 

 
KIOBA PROCESSING LLC, 
 
                                    Plaintiff,  
 
                          v.  
 
CITIBANK, N.A., 
                                           Defendant. 
 

          Case No. 6:23-CV-00787 
 
          Jury Trial Demanded 

   
 

COMPLAINT FOR PATENT INFRINGEMENT 

Plaintiff Kioba Processing LLC (“Kioba”) files this Complaint against 

Citibank, N.A. (hereinafter “Citibank”) for infringement of United States Patent Nos. 

6,332,134, 6,862,610, 6,917,902, 6,931,382, 7,107,078, 8,442,915, and 9,471,888 (the 

“Patents-in-Suit”), and alleges as follows:    

NATURE OF THE ACTION 

1. This is an action for patent infringement arising under the patent laws 

of the United States, 35 U.S.C. §§ 1 et seq. 

THE PARTIES 

2. Kioba Processing LLC is a Georgia limited liability company with its 

principal place of business at 44 Milton Ave., Suite 254, Alpharetta, GA, 30009, USA. 

3. On information and belief, defendant Citibank is organized as a 

national banking association under the National Banking Act and has a regular and 

established place of business at 100 Citibank Drive, San Antonio, Texas 78245. 

Case 6:23-cv-00787   Document 1   Filed 11/17/23   Page 1 of 92



 2 

4. On information and belief, defendant Citibank is an indirect wholly 

owned subsidiary of Citigroup Inc. (“Citigroup”) and serves as Citigroup’s primary 

U.S. banking subsidiary.  Citibank is the third largest bank in the United States in 

terms of assets, with some 700+ branches throughout the United States.   

5. On information and belief, Defendant Citibank may be served with 

process at its registered address of P.O. Box 3226, S&U Tax Department, Tampa, FL 

33601-3226 and via its registered agent The Corporation Trust Company, 

Corporation Trust Center, 1209 Orange Street, Wilmington, DE 19801. 

6. Citibank does business within the State of Texas and has regular and 

established places of business within this District.   

JURISDICTION AND VENUE 

7. This Court has original jurisdiction over the subject matter of this 

action pursuant to 28 U.S.C. §§ 1331 and 1338(a).  

8. Upon information and belief, Defendant is subject to personal 

jurisdiction of this Court based upon it having regularly conducted business, 

including the acts complained of herein, within the State of Texas and this judicial 

district and/or deriving substantial revenue from goods and services provided to 

individuals in Texas and in this District. 

9. Citibank has been authorized to do business in Texas under Texas 

Taxpayer Number 11352664707 since at least October 1, 2006.  

10. On information and belief, Citibank maintains an Operations Center 

located at 100 Citibank Drive, San Antonio, Texas 78245 employing “2,500 talented, 
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dedicated, and inspiring people at various stages of life.”  See 

https://jobs.citi.com/sanantonio. 

11. In addition to the 2500 employees already in San Antonio, Texas, 

Citibank currently advertises 42 open positions for employment there. 
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https://jobs.citi.com/sanantonio.   
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https://jobs.citi.com/search-jobs/San%20Antonio%2C%20TX/287/4/6252001-

4736286-4674023-4726206/29x42412/-98x49363/50/2. 

 

https://jobs.citi.com/job/irving/fraud-analytics-technology-and-implementation-

lead-c13/287/55957920272. 
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https://jobs.citi.com/job/fort-lauderdale/cgw-cao-risk-and-control-nam-citigold-

cpc-issue-management-avp/287/54067137104. 
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https://jobs.citi.com/job/jacksonville/fraud-operations-senior-analyst-avp-

hybrid/287/56353833808. 

12. On November 2023 search on www.linkedin.com revealed 1100 people 

as presently working for Citibank in the San Antonio, Texas area.  
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https://www.linkedin.com/search/results/people/?currentCompany=%5B%22114

48%22%5D&geoUrn=%5B%22102396835%22%5D&heroEntityKey=urn%3Ali%3Aor

ganization%3A11448&keywords=citi&origin=FACETED_SEARCH&position=3&sea

rchId=af5854ca-dd8f-46d3-884b-f99ad0ed8610&sid=F-W. 

13. On November 2023 search on www.indeed.com revealed 446 employee 

reviews for Citibank by employees describing employment in San Antonio, Texas, 

including current employees working in the San Antonio, Texas area.  

 

https://www.indeed.com/cmp/Citi/reviews?fcountry=US&floc=San+Antonio%2C

+TX. 

14. On information and belief, Citibank contracts with and issues debit 

and credit cards to its customers, including but not limited to those customers in this 

Judicial District, to provide card services. See, https://www.citi.com. On 

information and belief, Citibank also provides mobile and online banking services 
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associated with its banking products, such as debit card, checking, and savings 

accounts. 

15. The Patents-in-Suit cover Citibank’s products, services, and methods 

related to the offering, issuing, providing, registering, facilitating, maintaining, 

transacting, authenticating, and processing commercial transactions via banking 

products, including trading, checking, savings, and debit card accounts, which are 

designed, developed, manufactured, distributed, sold, offered for sale, and used by 

Citibank and/or its customers, consumers, and clients, including but not limited to 

those customers, consumers, and clients residing in the State of Texas and this 

Judicial District. 

16. On information and belief, Citibank, on its own and/or via its 

divisions, subsidiaries, partners, and affiliates maintain a corporate and commercial 

presence in the United States, including in the State of Texas and this judicial district, 

via at least 1) Citibank’s physical branch locations, mortgage centers, and ATM 

locations established throughout Texas, including this District; 2) Citibank’s online 

presence (e.g., https://www.Citi) that provides to consumers access to Defendants’ 

banking products and services, including those identified as infringing herein; and 

3) consumers and clients of Defendants who utilize Citibank debit card account 

services, at the point of sale in numerous merchant physical and online sites, i.e., 

retail stores, restaurants, and other service providers accepting Citibank debit and 

credit cards. Citibank, on its own and/or via alter egos, agents, divisions, 

subsidiaries, partners, and affiliates maintain branch locations and ATMs 
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throughout this District. Thus, Citibank does business, including committing 

infringing acts, in the U.S., the State of Texas, and in this Judicial District. 

 

17. On information and belief, Citibank maintains a regular and 

established place of business in this judicial district at 100 Citibank Drive, San 

Antonio, Texas 78245: 

 

https://www.google.com/maps/place/100+Citibank+Dr,+San+Antonio,+TX+7824

5/@29.4147889,-

98.7779361,17z/data=!4m15!1m8!3m7!1s0x865c413119eab843:0x711b468ba969087b!2s

100+Citibank+Dr,+San+Antonio,+TX+78245!3b1!8m2!3d29.4145969!4d-

98.7770264!16s%2Fg%2F11csm98cqr!3m5!1s0x865c413119eab843:0x711b468ba969087

b!8m2!3d29.4145969!4d-98.7770264!16s%2Fg%2F11csm98cqr?entry=ttu. 
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18. On information and belief, Citibank has made, used, offered to sell 

and/or sold products and services, including the following specifically accused 

products and services: (1) Citibank ATM/Debit Cards and Credit Cards; (2) 

products and services associated with Citibank ATM/Debit Cards and Credit Cards; 

(3) Products and Services implementing Debit and Credit Card “Quick Lock” 

service; (4) Citibank Face ID/Touch ID Service; (5) Citibank two-step verification 

services; (6) Citibank multi-factor Authentication services; (8) website services 

accessible through https://www.Citi.com/; (9) Citibank automated phone services; 

(10) website products and services hosted on the Citi.com domain; (11) current or 

legacy products or services, which use, or have used, one or more of the foregoing 

products and services as a component product or component service; (12) 

combinations of products and/or services comprising, in whole or in part, two or 

more of the foregoing products and services; and (13) all other current or legacy 

products and services imported, made, used, sold, or offered for sale by Citibank 

that operate, or have operated in a substantially similar manner as the above-listed 

products and services. (As used herein, one or more of the forgoing products and 

services are individually and collectively referred to as the accused “Citibank 

Products and Services”). On information and belief, the Citibank Products and 

Services infringe at least one claim of each of the patents-in-suit. 

19. On information and belief, Citibank, as well as the hardware and 

software components comprising the Citibank Products and Services and/or that 

enable the Citibank Products and Services to operate, including but not limited to 

servers, server hardware, server software, website software, webservers, client-side 
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software, mobile software, mobile app software, and browser executable software 

(individually and collectively referred to herein as the accused “Citibank System”), 

directly infringe and/or induces others to infringe, either literally and/or under the 

doctrine of equivalents,sed at least one claim of each of the patents-in-suit. 

20. This Court has personal jurisdiction over Citibank, at least, because it 

committed and continues to commit acts of infringement in this judicial district in 

violation of 35 U.S.C. §§ 271(a) and (b). In particular, on information and belief, 

Citibank (i) has made, used, offered to sell access to, and/or sold access to the 

accused Citibank Products and Services in the Western District of Texas; (ii) has 

made, used, offered to sell access to, and/or sold access to the Citibank System in the 

Western District of Texas; and (iii) has induced its customers, including those located 

in the Western District of System, to use the Citibank Products and Services and the 

Citibank System and continues to do so.  

21. On information and belief, Citibank is subject to the Court’s 

jurisdiction because it regularly conducts and solicits business, or otherwise engages 

in other persistent courses of conduct in this judicial district, and/or derives 

substantial revenue from the use, sale, and distribution of goods and services, 

including but not limited to the accused Citibank Products and Services provided to 

individuals and businesses in the Western District of Texas. 

22. On information and belief, Citibank directly infringes the patents-in-

suit in Texas, including specifically the Western District of Texas, at least, by making, 

using, offering to sell access to, and/or selling access to the accused Citibank 

Products and Services in the Western District of Texas, and its making, use, offering 
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to sell access to, and/or selling access to the Citibank System in the Western District 

of Texas. 

23. On information and belief, one or more of the accused Citibank 

Products and Services and/or the Citibank System are made, used, sold and offered 

for sale by Citibank, its subsidiaries and/or agents, in the Western District of Texas.  

24. On information and belief, Citibank’s customers located in the Western 

District of Texas have obtained access to and used the accused Citibank Products 

and Services and/or the Citibank System while located in the Western District of 

Texas.  

25. The Court has personal jurisdiction over Citibank, at least, because it 

has continuous business contacts in the State of Texas and in the Western District of 

Texas and Citibank has engaged in business activities including transacting business 

in the Western District of Texas and purposefully directing its business activities, 

including the sale or offer for sale of the Citibank Products and Services to the 

Western District of Texas to induce, aid, abet, and/or contribute to the infringement 

of third parties in the Western District of Texas, including without limitation the 

direct infringement of Citibank’s customers located in the Western District of Texas 

through the use of Citibank Products and Services and the Citibank System, while 

they are located within the Western District of Texas. 

26. This Court has personal jurisdiction over Citibank because, inter alia, 

Citibank, on information and belief: (1) has committed acts of patent infringement in 

this Western District of Texas; (2) maintains a regular and established place of 

business in the Western District of Texas; (3) has substantial, continuous, and 
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systematic contacts with this State and the Western District of Texas; (4) owns, 

manages, and operates facilities in this State and the Western District of Texas; (5) 

enjoys substantial income from its operations and sales in this State and the Western 

District of Texas; (6) employs Texas residents in this State and the Western District of 

Texas, and (7) solicits business using the Citibank Products and Services and the 

Citibank System in this State and the Western District of Texas. 

27. On information and belief, Citibank supports and markets the Citibank 

Products and Services and the Citibank System in the State of Texas and this Judicial 

District, to customers and potential customers, who reside in the State of Texas and 

in this judicial district through various means, including through the efforts of its 

agents and/or employees who reside in the Western District of Texas.  

28. Venue is proper pursuant to 28 U.S.C. §§ 1391(b), (c), (d) and/or 

1400(b), at least because Citibank has committed acts of infringement in this judicial 

district and has regular and established places of business in this judicial district. 

29. On information and belief, Citibank has litigated/is litigating cases 

before this Court in which it either admitted that personal jurisdiction and venue 

were proper, did not contest personal jurisdiction and venue, and filed 

counterclaims, thereby submitting to the jurisdiction of the Court.   

Citibank’s Prior Knowledge of the Patents-in-Suit   

30. On or about May 15, 2020, outside counsel for Kioba sent a letter (the 

“May 2020 Notice Letter”) via Certified Mail to Rohan Weerasinghe in his role as 

General Counsel of Citigroup. See Exhibit A. The May 2020 Notice Letter was sent to 

Citibank for the express purpose of acquainting Citibank with Kioba’s patent 
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portfolio, including but not limited to the ’902 and ’382 patents, “illustrating the 

relevance of Kioba’s patent portfolio to Citibank and its customers.”  Id. The May 

2020 Notice letter provided claim charts and detailed evidence of the relevance of 

Kioba’s patents to Citibank and invited Citibank to participate in discussions 

regarding a non-exclusive license to allow its continued use of Kioba’s patented 

technologies. 

31. On or about August 14, 2020, outside licensing counsel sent a follow-

up letter (the “August 2020 Notice Letter”), via Federal Express, to Mr. Weerasinghe. 

See Exhibit B. The August 2020 Notice 2020 Letter provided claim charts and detailed 

evidence of the relevance of four Kioba patents to Citibank was sent to Citibank for 

the express purpose of acquainting Citibank with Kioba’s patent portfolio, including 

but not limited to the ’902, ’382, ’078, and ’134 patents, “illustrating the relevance of 

Kioba’s patent portfolio to Citibank and its customers” and “supplement[ing] the 

charts sent in [the] May” 2020 Notice Letter.  Id. The August 2020 Notice letter once 

again invited Citibank to participate in discussions regarding a non-exclusive license 

to allow its continued use of Kioba’s patented technologies. 

32. On or about October 6, 2020, IPinvestments Group (“IPI”), in its role as 

the exclusive license agent for Kioba, sent an email to Mr. Weerasinghe following up 

on and attaching the May and August 2020 Notice Letters and claim charts.  IPI also 

invited Citibank to engage in licensing discussions related to an additional portfolio 

of some 6,500 additional patents owned by Hanger Solutions. 

33. On or about January 22, 2021, IPI again reached out to Mr. 

Weerasinghe by email following up on its previous email and the two unanswered 
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Notice Letters.  IPI pointed out that Kioba had, at that time, granted non-exclusive 

license rights to numerous financial services companies as has also filed several 

patent infringement suits.  

34. On or about September 1, 2022, IPI wrote to Brent McIntosh in his 

newly-appointed role as Chief Legal Officer & Corporate Secretary of Citigroup.  In 

its September 2022 email, IPI referred Mr. McIntosh to the two unanswered Notice 

Letters and its previous email to Mr. Weerasinghe and advised him that Kioba had 

by that time granted additional non-exclusive licenses and litigated additional 

lawsuits.     

35. As of the date of the filing of this Complaint, neither Citibank, Mr. 

Weerasinghe, Mr. McIntosh, nor anyone else has responded to any of Kioba’s 

multiple attempts to enter into license discussions with Citibank.   

36. On information and belief, at least as early as May 15, 2020, Citibank’s 

infringement of the Patents-in-Suit has been willful, knowing, and intentional.   

United States Patent No. 6,332,134 

37. On December 18, 2001, the USPTO duly and legally issued United 

States Patent No. 6,332,134 (“the ’134 patent”) entitled “Financial transaction system” 

to inventor Chuck Foster.  

38. The ’134 patent is presumed valid under 35 U.S.C. § 282. 

39. Kioba owns all rights, title, and interest in the ’134 patent. 

40. Kioba has not granted Citibank an approval, an authorization, or a 

license to the rights under the ’134 patent. 
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41. The ’134 patent relates to, among other things, new and novel methods 

of protecting user information during a purchase from a merchant, and more 

particularly, the inventions relate to using novel approaches to merchant 

transactions that ensure the security of sensitive information associated with a 

cardholder. 

42. The specification of the ’134 patent discloses shortcomings in the prior 

art and then explains, in detail, the technical way the inventions claimed by the ’134 

patent resolve or overcome those shortcomings. The ʼ134 patent explains “Financial 

transactions conducted via computers and computer networks are susceptible to 

fraud or theft of confidential financial information. Computer software engineers 

continuously strive to improve the security of computer systems in an effort to 

prevent theft and thereby calm users’ fears. Various encryption schemes have been 

used to provide a layer of security for confidential information, however, for every 

effort toward increased security, new techniques are developed by hackers to break 

into encrypted information. Specifically, hackers want to steal credit card numbers 

and associated personal information.” ’134 patent, 1:19-29.  

43. The ’134 patent details how providing information to a merchant 

“places the information at risk of being stolen.”  ’134 patent, 1:54:55. Because credit 

card transactions provide the merchant with sensitive information there is an 

inherent risk that “the cardholder’s credit card number and other personal 

information may be compromised.” ’134 patent, 1:55:67. The ʼ134 patent recognized 

this shortcoming and provided a solution “that solves the problem of security for 

consumer credit card information transmitted over the Internet.”  ’134 patent, 2:28-
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29. One such solution allows the cardholder to make “purchases from the merchant 

using credit established at a financial institution.”  ’134 patent, 3:14-15. This solution 

“eliminates multiple transmissions of personal credit card information across the 

network and the use of other vulnerable card number repositories having associated 

fees and staff.” ʼ134 patent, 2:53-56. The techniques for secure commercial 

transactions disclosed and claimed by the ’134 patent were not routine or 

conventional at the time of their invention. 

United States Patent No. 6,862,610 

44. On March 01, 2005, the USPTO duly and legally issued United States 

Patent No. 6,862,610 (“the ’610 patent”) entitled “Method and apparatus for 

verifying the identity of individuals” to inventor Gary Stephen Shuster.  

45. The ’610 patent is presumed valid under 35 U.S.C. § 282. 

46. Kioba owns all rights, title, and interest in the ’610 patent. 

47. Kioba has not granted Citibank an approval, an authorization, or a 

license to the rights under the ’610 patent. 

48. The ’610 patent relates to, among other things, verifying the identity of 

users connected to computer systems. 

49. The claimed invention(s) of the ’610 patent sought to solve problems 

with, and improve upon, unauthorized access (and in general, to prevent other 

forms of fraud and theft), it is desirable to confirm the identity and/or age of the 

user requesting access to restricted material by checking an identifying code 

supplied by an unknown user against publicly available identity databases. 
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50. The ’610 patent further explains that individuals may be particularly 

reluctant to share identifying information when the reputation of the requesting 

entity is not known to the user, and its trustworthiness is therefore in question. 

Currently, no system exists that enables users to verify certain facts about 

themselves, such as their age, without forfeiting their privacy and supplying 

confidential identity numbers to a potentially untrustworthy requestor. The ’610 

patent recognized this drawback and solved the problem by implementing an 

electronic business method and system which enables businesses to verify the 

identity of such clients at a minimal risk to the clients' privacy and without needing 

to posses confidential identity numbers belonging to the clients. The techniques for 

verifying the identity of users connected to a computer network disclosed and 

claimed by the ’610 patent were not routine or conventional at the time of their 

invention. 

United States Patent No. 6,917,902 

51. On July 12, 2005, the USPTO duly and legally issued United States 

Patent No. 6,917,902 (“the ’902 patent”) entitled “System and Method for Processing 

Monitoring Data Using Data Profiles” to inventor Bruce Alexander.  

52. The ’902 patent is presumed valid under 35 U.S.C. § 282. 

53. Kioba owns all rights, title, and interest in the ’902 patent. 

54. Kioba has not granted Citibank an approval, an authorization, or a 

license to the rights under the ’902 patent. 

55. The ’902 patent relates to, among other things, biometric data 

processing systems. 
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56. The claimed invention(s) of the ’902 patent sought to solve problems 

with, and improve upon, biometric data processing systems. For example, the ’902 

patent explains “[s]ome monitoring systems, such as security monitoring devices, 

have begun to incorporate biometric data monitoring devices, such as fingerprint 

scanners, retinal scanners, or facial recognition devices as part of a monitoring 

process. Although biometric monitoring devices can potentially facilitate the 

identification of individuals, objects and/or events, many traditional monitoring 

systems have not incorporated various biometric monitoring devices as part of an 

integrated monitoring process.” ’902 patent, 1:42-50.  

57. The ’902 patent further explains that “some incoming biometric data is 

incompatible with the typical reference sources and/or processing rules. Thus, the 

use of biometric identification devices as part of an overall monitoring process is still 

limited. In addition to the lack of ability to integrate biometric data processing as 

part of a monitoring process, many traditional monitoring systems do not provide or 

support robust data sources required by the traditional biometric identification 

devices. One skilled in the relevant art will appreciate that biometric identification 

tools require the use of data templates and data rules that are used to process 

biometric sample data coming in from the monitoring devices.” Id. at 1:54-66.  

58. At the time of the invention, “many closed monitoring systems [could 

not] efficiently support various biometric identification devices” or could not “utilize 

an external data template source if the data is maintained in an incompatible 

format.” Id. at 2:3-9. The ’902 patent recognized this drawback and solved the “need 

for a system and method for centrally processing and distributing biometric data 
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templates and data rules to one or more processing systems,” as well as the “need 

for a system and method for processing specific instances and types of biometric 

data.” Id. at 2:13-17. The techniques for monitoring and processing device data 

disclosed and claimed by the ’902 patent were not routine or conventional at the 

time of their invention. 

United States Patent No. 6,931,382   

59. On August 16, 2005, the United States Patent and Trademark Office 

(“USPTO”) duly and legally issued United States Patent No. 6,931,382 (“the ’382 

patent”) entitled “Payment Instrument Authorization Technique” to inventors, 

Dominic P. Laage and Maria T. Laage.  

60. The ’382 patent is presumed valid under 35 U.S.C. § 282. 

61. Kioba owns all rights, title, and interest in the ’382 patent. 

62. Kioba has not granted Citibank an approval, an authorization, or a 

license to the rights under the ’382 patent. 

63. The ’382 patent relates to, among other things, a new and novel 

approach to protect against fraudulent credit and debit card activity. 

64. The claimed invention(s) of the ’382 patent sought to solve problems 

with, and improve upon, credit and debit card systems. For example, the ’382 patent 

explains that online commerce creates numerous security risks associated with the 

storage of “sensitive financial data.” ’382 patent, 2:7-17. Online commerce presents 

numerous risks for both consumers and merchants. Id. Among other things, 

merchants face risks associated with fraudulent and unauthorized use. See, e.g., id. at 

2:24-58. Similarly, consumers face risks associated with unauthorized access to their 
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financial data. See, e.g., id. at 2:59-63. The ’382 patent recognized these problems and 

the need for “a system and method for providing assurance to the merchant that the 

person attempting to make a purchase with a payment instrument is in fact the 

authorized user of the instrument. There also exists a need for a system and method 

that allows a merchant to prove that the authorized cardholder actually made the 

transaction. There also exists a need for a system and method for reducing the 

likelihood of a cardholder’s issuing bank authorizing a fraudulent online 

transaction.” Id. at 2:64-3:5.  

65. After identifying shortcomings in the prior art, the ’382 patent provides 

technical solutions for preventing fraud and unauthorized transactions. More 

specifically, the patent discloses “technique[s] for strongly authenticating the owner 

of [a] payment instrument[]” and “a process by which owners of payment 

instruments [] have control over the usage of their payment instruments by giving 

them the ability selectively to block and unblock their payment instruments.” See, 

e.g., id. at 3:8-21. The techniques for selectively blocking and unblocking payment 

instruments disclosed by the ’382 patent were not routine or conventional at the time 

of their invention. 

United States Patent No. 7,107,078 

66. On September 12, 2006, the USPTO duly and legally issued United 

States Patent No. 7,107,078 (“the ’078 patent”) entitled “Method and System for the 

Effecting Payments by Means of a Mobile Station” to inventor Mariette Lehto.  

67. The ’078 patent is presumed valid under 35 U.S.C. § 282. 

68. Kioba owns all rights, title, and interest in the ’078 patent. 
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69. Kioba has not granted Citibank an approval, an authorization, or a 

license to the rights under the ’078 patent. 

70. The ’078 patent relates to, among other things, authentication systems 

for transactions. 

71. The invention(s) claimed in the ’078 patent solves various technological 

problems inherent in prior-art transaction authentication systems. For example, the 

specification of the ’078 patent discloses shortcomings in the prior art and then 

explains, in detail, the technical way the inventions claimed by the ’078 patent 

resolve or overcome those shortcomings. The ’078 patent recognized that the 

burgeoning mobile payment systems did not allow for a convenient “way to select 

the method of payment for a particular situation that has arisen based on current 

circumstances or the user’s wishes.” See, e.g., ’078 patent, 1:36-47. The ’078 patent 

“makes it possible to offer the user a variety of user-selectable alternatives, suitable 

for the particular purchase, for making a payment.” Id. at 3:12-15. The ’078 patent 

overcame this shortcoming by providing a secure interface for a user to select a 

preferred payment method. Additionally, the ’078 patent recognized the benefits of 

using a network application to store user- specific information relating to payments, 

such as credit card numbers and encryption data. Id. at 3:21-25. Among other things, 

this solution provides the user with the ability to select a secure payment method, 

while avoiding the risks associated with storing payment information on a mobile 

terminal. The techniques for securely storing and presenting payment information 

disclosed by the ’078 patent were not routine or conventional at the time of their 

invention. 
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United States Patent No. 8,442,915 

72. On May 14, 2013, the USPTO duly and legally issued United States 

Patent No. 8,442,915 (“the ’915 patent”) entitled “Modifiable Authentication Levels 

in Authentication Systems for Transactions” to inventors Sunao Takatori and 

Hisanori Kiyomatsu.  

73. The ’915 patent is presumed valid under 35 U.S.C. § 282. 

74. Kioba owns all rights, title, and interest in the ’915 patent. 

75. Kioba has not granted Citibank an approval, an authorization, or a 

license to the rights under the ’915 patent. 

76. The ’915 patent relates to, among other things, authentication systems 

for transactions. 

77. The invention(s) claimed in the ’915 patent solves various technological 

problems inherent in prior-art transaction authentication systems. See, e.g., ’915 

patent, 1:25-55. For example, the patent recognized that commercial transactions 

over the Internet resulted in an increased amount of fraud. Id. As such, there was a 

need to verify users without causing inconvenience. Id. The inventors of the ’915 

patent recognized that a more secure, but convenient approach to authentication 

could be achieved by way of the user’s mobile communication device. See, e.g., id. at 

2:57-3:53. The techniques for user authentication disclosed by the ’915 patent were 

not routine or conventional at the time of their invention. 
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United States Patent No. 9,471,888 

78. On October 18, 2016, the USPTO duly and legally issued United States 

Patent No. 9,471,888 (“the ’888 patent”) entitled “Transmission of authorization 

information” to inventors Toni Komu, Petri Pohjanen, and Antti Kilpela. 

79. The ‘888 patent is presumed valid under 35 U.S.C. § 282. 

80. Kioba owns all rights, title, and interest in the ’888 patent. 

81. Kioba has not granted Citibank an approval, an authorization, or a 

license to the rights under the ’888 patent. 

82. The ’888 patent relates to, among other things, utilizing a mobile 

station for the transmission of authorization information in a telecommunication 

network. 

83. The claimed invention(s) of the ’888 patent sought to solve problems 

with, and improve upon, the solution is to transmit the information into a mobile 

station by utilizing the short message function. Instead of visual verification, the 

verification can also be accomplished by utilizing e.g., the infrared link of the mobile 

station.  

84. The claimed invention(s) of the ’888 patent sought to solve problems 

with, and improve upon, a verification procedure implemented using the short 

message function is that the user is required to perform certain actions to present the 

information to be verified in connection with the verification procedure and if only 

visual verification of the information is desired, it is not possible to add to a normal 

text message any property or check element of a visual nature. 
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85. The claimed invention(s) of the ’888 patent sought to solve problems 

with and improve upon the method that the user has to transfer the ticket 

information by some means from the mobile station to an external device. The ’888 

patent recognized this drawback and solved the problem by implementing a method 

that will make it possible to use a mobile station for the transmission of 

authorization information requiring verification in a telecommunication network. 

CLAIMS FOR RELIEF 

Count I – Infringement of United States Patent No. 6,332,134 

89. Kioba repeats, realleges, and incorporates by reference, as if fully set 

forth here, the allegations of the preceding paragraphs above.  

90. On information and belief, Citibank is in violation 35 U.S.C. § 271(a) 

and (b) with respect to one or more claims of the ’134 patent. 

91. On information and belief, Citibank (or those acting on its behalf) (i) 

made, used, sold, imported and/or offered to sell the Citibank Products and 

Services; (ii) made, used, sold, sold access to, imported, offered to sell and/or offered 

to sell access to the Citibank System; and (iii) induced it customers to use the 

Citibank Products and Services and the Citibank System, in the United States that 

infringe (literally and/or under the doctrine of equivalents) at least claim 30 of the 

‘134 patent. 

92. On information and belief, one or more components of the Citibank 

System employed and provided a computer software product for use by a 

purchasing processor operated by a cardholder, the computer software product for 

conducting a financial transaction between the cardholder and a merchant, wherein 
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the cardholder makes a purchase from the merchant using credit established at a 

financial institution, the computer software product includes a medium readable by 

the purchasing processor.  For example, Citigroup provides the Thank You Rewards 

Portal (“Rewards Portal”) that allows cardholders to make purchases via a browser. 

 

See, e.g., https://www.thankyou.com/gcLanding.htm?=TYUSENG&src=TYUSENG. 
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See, e.g., 

https://www.thankyou.com/cms/thankyou/mwr.page?pageName=mwr&src=TY

USENG. 
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See, e.g., 

https://www.thankyou.com/cms/thankyou/tc.page?hash=GiftCardTC&pageNam

e=tc&src=TYUSENG. 

 

See, e.g., 

https://www.citicards.com/cards/credit/application/flow.action?app=UNSOL&c

mp=knc|acquire|2006|CARDS|Google|BR&gclid=CjwKCAjw1K75BRAEEiwAd41

h1Gym9KHqUfR1jFXE7R0pKnFB3ewfJwvL7zUP6Io1Kj-

bpdWzdhqtQhoCp4EQAvD_BwE&gclsrc=aw.ds&ProspectID=2062EFEB0E4A49C89

0E691EF9033839F&ID=3131&HKOP=dbdad6d490636b35377f92532c6bff9ba2c0833d0

83bda1aeedd88a9b86dbb79. 
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See, e.g., 

https://www.thankyou.com/gcProductDetail.htm?productId=5YRGDAZ7YFRH4N

TNC9R0W2SY0W&src=TYUSENG&cmp=nav&lid=clp|gift_card|body|brand|link

_int|text|darden_restaurants. 

93. On information and belief, one or more components of the Citibank 

System employed and provided a readable medium that includes a first sequence of 

instructions which, when executed by said purchasing processor, causes said 

purchasing processor to receive information about the purchase and a merchant 

identifier. For example, the Rewards Portal includes links which, when executed by 
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the purchasing processor, cause the purchasing processor to receive information 

about the purchase and a merchant identifier. 

 

See, e.g., https://www.thankyou.com/gcLanding.htm?=TYUSENG&src=TYUSENG. 
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See, e.g., 

https://www.thankyou.com/gcProductDetail.htm?productId=5YRGDAZ7YFRH4N

TNC9R0W2SY0W&src=TYUSENG&cmp=nav&lid=clp|gift_card|body|brand|link

_int|text|darden_restaurants. 

94. On information and belief, one or more components of the Citibank 

System employed and provided a readable medium that includes a second sequence 

of instructions which, when executed by said purchasing processor, causes said 

purchasing processor to transmit a request to pay to the financial institution, the 

request to pay includes the information about the purchase, the merchant identifier 
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and a cardholder identifier and instructs the financial institution to purchase a 

selected item for the cardholder. For example, the Rewards Portal includes a Check 

Out feature. When executed, the Check Out feature causes the browser to transmit to 

Citigroup a request to pay. The request includes information about the desired item, 

the merchant identifier (e.g., Item ID and merchant name), and the cardholder’s 

account. The request also instructs Citigroup to purchase the selected item for the 

cardholder. 

95. On information and belief, Citibank directly infringed at least claim 30 

of the ‘134 patent in violation of 35 U.S.C. § 271(a) by making, using, selling, 

importing, and/or offering to sell the Citibank Products and Services; and making, 

using, selling, selling access to, importing, offering for sale, and/or offering to sell 

access to the Citibank System. 

96. On information and belief, Citibank has been on notice of the ’134 

patent since at least as early as the May 2020 Notice Letter and/or the August 2020 

Notice Letter concerning its infringement of the Patents-in-Suit. 

97. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter, Citibank knowingly encouraged its customers 

to directly infringe one or more claims of the ’134 patent, including by Citibank’s 

actions that include, without limitation, instructing and encouraging its customers to 

use the Citibank Products and Services and the Citibank System, including but not 

limited to the examples cited above.  

98. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter regarding the Patents-in-Suit, Citibank knew 
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the acts it induced its customers to take constituted patent infringement and 

Citibank’s encouraging acts resulted in direct infringement of one or more claims of 

the ’134 patent by its customers.  

99. On information and belief, Citibank instructed and continues to 

instruct customers to use the Citibank Products and Services and the Citibank 

System, including, without limitation, through Citibank’s website, which provides 

access to, and support for therefore.  

100. On information and belief, Citibank’s customers directly infringed at 

least claim 30 of the ’134 patent through their use of the Citibank Products and 

Services and the Citibank System.  

101. On information and belief, Citibank is in violation of 35 U.S.C. § 271(b) 

and has, at least since its May and/or August 2020 knowledge of the ’134 patent, 

indirectly infringed at least claim 30 of the ’134 patent by knowingly and specifically 

intending to induce infringement by others (including, without limitation, Citibank’s 

customers) and possessing specific intent to encourage infringement by Citibank’s 

users of the Citibank Products and Services and the Citibank System.  The 

components of the Citibank Products and Services and the Citibank System are 

specifically configured to function in accordance with the ’134 patent claims and are 

material parts of the invention.  

102.  Citibank’s direct and indirect infringement has damaged Kioba and 

caused it to suffer damages. 

Count II – Infringement of United States Patent No. 6,862,610 
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103. Kioba repeats, realleges, and incorporates by reference, as if fully set 

forth here, the allegations of the preceding paragraphs above.  

104. On information and belief, Citibank is in violation 35 U.S.C. § 271(a) 

and (b) with respect to one or more claims of the ’610 patent. 

105. On information and belief, Citibank (or those acting on its behalf) (i) 

made, used, sold, imported and/or offered to sell the Citibank Products and 

Services; (ii) made, used, sold, sold access to, imported, offered to sell and/or offered 

to sell access to the Citibank System; and (iii) induced it customers to use the 

Citibank Products and Services and the Citibank System, in the United States that 

infringe (literally and/or under the doctrine of equivalents) at least claim 1 of the 

‘610 patent. 

106. On information and belief, one or more components of the Citibank 

System employed and provided a method for verifying the identity of users 

connected to a computer network. The method (e.g., validating user information at 

the ‘forgot password’ terminal) includes identifying users (e.g., account holders) 

connected to a computer network that supports Citibank’s online and mobile 

banking services. 
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See e.g., https://www.citi.com.  
 

 

See e.g., https://www.citi.com.  
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See e.g., https://online.citi.com/US/ag/forgot-userid-pwd/account-

type?fuipFlowInd=pwd. 

107. On information and belief, one or more components of the Citibank 

System employed and provided a method for providing fractional information 

queries (e.g., Debit/Credit card number, DoB, SSN, Security word, etc.) to said users 

(e.g., account holder), wherein responses to individual ones of said fractional 

information queries are not sufficient to identify a said user. 
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See e.g., https://online.citi.com/US/ag/forgot-userid-pwd/account-

type?fuipFlowInd=pwd. 

 

See e.g., https://online.citi.com/US/ag/forgot-userid-pwd/credit-card-account-

details. 

108. On information and belief, one or more components of the Citibank 

System employed and provided a method for receiving responses (e.g., receiving 

Debit/Credit card number, DoB, SSN, Security word, etc.) from users and 

comparing responses to data (e.g., data provided during registration) available from 

within network. 

Case 6:23-cv-00787   Document 1   Filed 11/17/23   Page 38 of 92



 39

 

See e.g., https://online.citi.com/US/ag/forgot-userid-pwd/account-

type?fuipFlowInd=pwd. 

 

See e.g., https://online.citi.com/US/ag/forgot-userid-pwd/credit-card-account-

details. 

109. On information and belief, one or more components of the Citibank 

System employed and provided a method for generating at least one set of potential 

matches to user from responses to fractional information queries (e.g., Debit/Credit 
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card number, DoB, SSN, Security word, etc.) and verifying identity of said user if 

said set of potential matches is deemed sufficient. 

 

See e.g., https://online.citi.com/US/ag/forgot-userid-pwd/account-

type?fuipFlowInd=pwd. 

 

See e.g., https://online.citi.com/US/ag/forgot-userid-pwd/credit-card-account-

details. 
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110. On information and belief, Citibank directly infringed at least claim 1 

of the ‘610 patent in violation of 35 U.S.C. § 271(a) by making, using, selling, 

importing, and/or offering to sell the Citibank Products and Services; and making, 

using, selling, selling access to, importing, offering for sale, and/or offering to sell 

access to the Citibank System. 

111. On information and belief, Citibank has been on notice of the ’610 

patent since at least as early as the May 2020 Notice Letter and/or the August 2020 

Notice Letter concerning its infringement of the Patents-in-Suit. 

112. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter, Citibank knowingly encouraged its customers 

to directly infringe one or more claims of the ’610 patent, including by Citibank’s 

actions that include, without limitation, instructing and encouraging its customers to 

use the Citibank Products and Services and the Citibank System, including but not 

limited to the examples cited above.  

113. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter regarding the Patents-in-Suit, Citibank knew 

the acts it induced its customers to take constituted patent infringement and 

Citibank’s encouraging acts resulted in direct infringement of one or more claims of 

the ’610 patent by its customers.  

114. On information and belief, Citibank instructed and continues to 

instruct customers to use the Citibank Products and Services and the Citibank 

System, including, without limitation, through Citibank’s website, which provides 

access to, and support for therefore.  
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115. On information and belief, Citibank’s customers directly infringed at 

least claim 1 of the ’610 patent through their use of the Citibank Products and 

Services and the Citibank System.  

116. On information and belief, Citibank is in violation of 35 U.S.C. § 271(b) 

and has, at least since its May and/or August 2020 knowledge of the ’610 patent, 

indirectly infringed at least claim 1 of the ’610 patent by knowingly and specifically 

intending to induce infringement by others (including, without limitation, Citibank’s 

customers) and possessing specific intent to encourage infringement by Citibank’s 

users of the Citibank Products and Services and the Citibank System.  The 

components of the Citibank Products and Services and the Citibank System are 

specifically configured to function in accordance with the ’610 patent claims and are 

material parts of the invention.  

117.  Citibank’s direct and indirect infringement has damaged Kioba and 

caused it to suffer damages. 

Count III – Infringement of United States Patent No. 6,917,902 

118. Kioba repeats, realleges, and incorporates by reference, as if fully set 

forth here, the allegations of the preceding paragraphs above.  

119. On information and belief, Citibank is in violation 35 U.S.C. § 271(a) 

and (b) with respect to one or more claims of the ’902 patent. 

120. On information and belief, Citibank (or those acting on its behalf) (i) 

made, used, sold, imported and/or offered to sell the Citibank Products and 

Services; (ii) made, used, sold, sold access to, imported, offered to sell and/or offered 

to sell access to the Citibank System; and (iii) induced it customers to use the 
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Citibank Products and Services and the Citibank System, in the United States that 

infringe (literally and/or under the doctrine of equivalents) at least claim 1 of the 

‘902 patent. 

121. On information and belief, one or more components of the Citibank 

System employed and provided a method for processing monitoring device data 

received from at least one of the plurality of monitoring devices (e.g., a smartphone) 

comprising obtaining monitoring device data characteristic of an individual (e.g., 

fingerprint authentication or Touch ID or Face ID) from at least one of the plurality 

of monitoring devices. 

 

See e.g., https://www.citi.com/tts/solutions/digital-channels-

data/citidirect/index.html.   
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See e.g., https://www.citi.com/tts/email/2018/tts/104980-digital-channels-

toolkit/Biometrics_Glance.pdf.  
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See e.g., https://www.citibank.com/tts/email/2019/channel-services/105675-cdbe-

mobile/Mobile-App-Interactive-User-Guide-June-2019.pdf.  

122. On information and belief, one or more components of the Citibank 

System employed and provided a method for processing monitoring device data 

received from at least one of the plurality of monitoring devices (e.g., a smartphone) 

comprising associating at least one data profile corresponding to a data type of the 

obtained monitoring device data, wherein the data profile includes an identification 

of a data processing template, at least one processing rule and at least one action 

assessment corresponding to the processing of the data processing template and at 

least one processing rule. 
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See e.g., https://www.citi.com/tts/email/2018/tts/104980-digital-channels-

toolkit/Biometrics_Glance.pdf.  
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See e.g., https://www.citibank.com/tts/email/2019/channel-services/105675-cdbe-

mobile/Mobile-App-Interactive-User-Guide-June-2019.pdf. 

123. On information and belief, one or more components of the Citibank 

System employed and provided a method for processing monitoring device data 

received from at least one of the plurality of monitoring devices (e.g., a smartphone) 

comprising processing the monitoring device data according to the at least one data 

profile. 

 

See e.g., https://www.citi.com/tts/email/2018/tts/104980-digital-channels-

toolkit/Biometrics_Glance.pdf.  
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See e.g., https://www.citibank.com/tts/email/2019/channel-services/105675-cdbe-

mobile/Mobile-App-Interactive-User-Guide-June-2019.pdf. 

124. On information and belief, one or more components of the Citibank 

System employed and provided a method for processing monitoring device data 

received from at least one of the plurality of monitoring devices (e.g., a smartphone) 

comprising generating an action assessment corresponding to the processing of the 

monitoring device data to the at least one data profile.  
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See e.g., https://www.citi.com/tts/email/2018/tts/104980-digital-channels-

toolkit/Biometrics_Glance.pdf.  
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See e.g., https://www.citibank.com/tts/email/2019/channel-services/105675-cdbe-

mobile/Mobile-App-Interactive-User-Guide-June-2019.pdf. 

125. On information and belief, Citibank directly infringed at least claim 1 

of the ‘902 patent in violation of 35 U.S.C. § 271(a) by making, using, selling, 

importing, and/or offering to sell the Citibank Products and Services; and making, 

using, selling, selling access to, importing, offering for sale, and/or offering to sell 

access to the Citibank System. 

126. On information and belief, Citibank has been on notice of the ’902 

patent since at least as early as the May 2020 Notice Letter and/or the August 2020 

Notice Letter concerning its infringement of the Patents-in-Suit. 

127. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter, Citibank knowingly encouraged its customers 

to directly infringe one or more claims of the ’902 patent, including by Citibank’s 

actions that include, without limitation, instructing and encouraging its customers to 
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use the Citibank Products and Services and the Citibank System, including but not 

limited to the examples cited above.  

128. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter regarding the Patents-in-Suit, Citibank knew 

the acts it induced its customers to take constituted patent infringement and 

Citibank’s encouraging acts resulted in direct infringement of one or more claims of 

the ’902 patent by its customers.  

129. On information and belief, Citibank instructed and continues to 

instruct customers to use the Citibank Products and Services and the Citibank 

System, including, without limitation, through Citibank’s website, which provides 

access to, and support for therefore.  

130. On information and belief, Citibank’s customers directly infringed at 

least claim 1 of the ’902 patent through their use of the Citibank Products and 

Services and the Citibank System.  

131. On information and belief, Citibank is in violation of 35 U.S.C. § 271(b) 

and has, at least since its May and/or August 2020 knowledge of the ’902 patent, 

indirectly infringed at least claim 1 of the ’902 patent by knowingly and specifically 

intending to induce infringement by others (including, without limitation, Citibank’s 

customers) and possessing specific intent to encourage infringement by Citibank’s 

users of the Citibank Products and Services and the Citibank System.  The 

components of the Citibank Products and Services and the Citibank System are 

specifically configured to function in accordance with the ’902 patent claims and are 

material parts of the invention.  
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132.  Citibank’s direct and indirect infringement has damaged Kioba and 

caused it to suffer damages. 

Count IV – Infringement of United States Patent No. 6,931,382 

133. Kioba repeats, realleges, and incorporates by reference, as if fully set 

forth here, the allegations of the preceding paragraphs above. 

134. On information and belief, Citibank has violated 35 U.S. C. § 271(b) 

with respect to one or more claims of the ’382 patent. 

135. On information and belief, Citibank (or those acting on its behalf) (i) 

made, used, sold, imported and/or offered to sell the Citibank Products and 

Services; (ii) made, used, sold, sold access to, imported, offered to sell and/or offered 

to sell access to the Citibank System; and (iii) induced it customers to use the 

Citibank Products and Services and the Citibank System, in the United States that 

infringe (literally and/or under the doctrine of equivalents) at least claims 6 and 8 of 

the ’382 patent. 

136. On information and belief, when Citibank’s customers used one or 

more components of the Citibank Products and Services and Citibank System, they 

practiced a method of protecting a payment instrument (e.g., a debit card or credit 

card) used in transactions, the payment instrument being issued by an issuing entity 

(e.g., Citibank and associated with an authorized instrument holder, the authorized 

instrument holder (e.g., Citibank’s customer) being subject to authentication by an 

authentication function. 
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See, e.g., https://www.citigroup.com/citi/news/2017/171020a.htm. 

 

See, e.g., https://www.youtube.com/watch?v=xqqUmfDq62Q.  
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See id.  

137. On information and belief, when Citibank’s customers used one or 

more components of the Citibank Products and Services and Citibank System, they 

practiced a method of protecting a payment instrument used in transactions, 

comprising the step of blocking (i.e., “Quick Locking” a debit or credit card) the 

authorization for a payment instrument, on a default basis, by the issuing entity. 
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See, e.g., https://www.youtube.com/watch?v=xqqUmfDq62Q.  

138. On information and belief, when Citibank’s customers used one or 

more components of the Citibank Products and Services and Citibank System, they 

practiced a method of protecting a payment instrument used in transactions, 

comprising the step of communicating by the authorized instrument holder, prior to 

a transaction or multiple transactions, with an authentication function to subject the 

authorized instrument holder to authentication and to request that the payment 

instrument be unblocked (i.e., unlocking the previous “Quick Locked” debit or credit 

card) for future payment authorizations. 
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See, e.g., https://www.youtube.com/watch?v=xqqUmfDq62Q.  

139. On information and belief, when Citibank’s customers used one or 

more components of the Citibank Products and Services and Citibank System, they 

practiced a method of protecting a payment instrument used in transactions, 

comprising the step of authenticating the authorized instrument holder, and if the 
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authentication result is positive, causing the issuing entity to store the request to 

unblock the payment instrument for the authorization of payments for the 

transaction or transactions. 

 

See, e.g., https://www.youtube.com/watch?v=xqqUmfDq62Q.  

140. On information and belief, Citibank instructed customers to use the 

Citibank Products and Services and Citibank System, without limitation, through 

Citibank’s website, which provides support for using the Citibank Products and 

Services and Citibank System.  

141. On information and belief, Citibank directly infringed at least claims 6 

and 8 of the ’382 patent in violation of 35 U.S.C. § 271(a) by making, using, selling, 

importing, and/or offering to sell the Citibank Products and Services; and making, 

using, selling, selling access to, importing, offering for sale, and/or offering to sell 

access to the Citibank System. 

142. On information and belief, Citibank has been on notice of the ’382 

patent since at least as early as the May 2020 Notice Letter and/or the August 2020 

Notice Letter concerning its infringement of the Patents-in-Suit. 
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143. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter, Citibank knowingly encouraged its customers 

to directly infringe one or more claims of the ’382 patent, including by Citibank’s 

actions that include, without limitation, instructing and encouraging its customers to 

use the Citibank Products and Services and the Citibank System, including but not 

limited to the examples cited above.  

144. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter regarding the Patents-in-Suit, Citibank knew 

the acts it induced its customers to take constituted patent infringement and 

Citibank’s encouraging acts resulted in direct infringement of one or more claims of 

the ’382 patent by its customers.  

145. On information and belief, Citibank instructed and continues to 

instruct customers to use the Citibank Products and Services and the Citibank 

System, including, without limitation, through Citibank’s website, which provides 

access to, and support for therefore.  

146. On information and belief, Citibank’s customers directly infringed at 

least claims 6 and 8 of the ’382 patent through their use of the Citibank Products and 

Services and the Citibank System.  

147. On information and belief, Citibank is in violation of 35 U.S.C. § 271(b) 

and has, at least since its May and/or August 2020 knowledge of the ’382 patent, 

indirectly infringed at least claims 6 and 8 of the ’382 patent by knowingly and 

specifically intending to induce infringement by others (including, without 

limitation, Citibank’s customers) and possessing specific intent to encourage 
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infringement by Citibank’s users of the Citibank Products and Services and the 

Citibank System.  The components of the Citibank Products and Services and the 

Citibank System are specifically configured to function in accordance with the ’382 

patent claims and are material parts of the invention.  

148.  Citibank’s direct and indirect infringement has damaged Kioba and 

caused it to suffer damages. 

Count V – Infringement of United States Patent No. 7,107,078 

149. Kioba repeats, realleges, and incorporates by reference, as if fully set 

forth here, the allegations of the preceding paragraphs above. 

150. On information and belief, Citibank has violated 35 U.S.C. § 271(a) and 

(b) with respect to one or more claims of the ’078 patent. 

151. On information and belief, Citibank (or those acting on its behalf) (i) 

made, used, sold, imported and/or offered to sell the Citibank Products and 

Services; (ii) made, used, sold, sold access to, imported, offered to sell and/or offered 

to sell access to the Citibank System; and (iii) induced it customers to use the 

Citibank Products and Services and the Citibank System, in the United States that 

infringe (literally and/or under the doctrine of equivalents) at least claim 1 of the 

’078 patent.  

152. On information and belief, one or more components of the Citibank 

Products and Services and Citibank System employed and provided a method for 

effecting user payment for a purchase by means of a mobile station of the user, (e.g., 

a laptop, tablet, smartphone, or a PC, etc. ) in a telecommunication system that 

includes a telephone network to which the mobile station is connected via a wireless 
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communication link, a network application connected to the telephone network and 

a mobile station application. 

 

See e.g., 

https://online.citi.com/JRS/popups/remotebanking/CBOL_Online_Bill_Pay_QSG.

pdf. 

153. On information and belief, one or more components of the Citibank 

Products and Services and Citibank System employed and provided a method 

comprising the steps of generating and storing in the network application a user 

profile comprising user-specific information about alternative means of payment 

employable by the user. 
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See e.g., 

https://online.citi.com/JRS/popups/remotebanking/CBOL_Online_Bill_Pay_QSG.

pdf. 
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See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

154. On information and belief, one or more components of the Citibank 

Products and Services and Citibank System employed and provided a method 

comprising the step of generating by means of the network application, when the 

mobile station user is to make a purchase payment, a mode of payment message 
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based on the user profile for transmission to the mobile station, the mode of 

payment message comprising a list of the alternative means of payment employable 

by the user. 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
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See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

155. On information and belief, one or more components of the Citibank 

Products and Services and Citibank System employed and provided a method 

comprising the step of presenting, on the mobile station, the list of the alternative 

means of payment for selection by the user. 
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See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0. 

156. On information and belief, one or more components of the Citibank 

Products and Services and Citibank System employed and provided a method 

comprising the step of generating a response message based on user input in 
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response to the presented list of alternative means of payment and sending the 

response message to the network application, the response message indicating a 

means of payment selected by the user from the presented list of alternative means 

of payment. 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
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See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0. 

157. On information and belief, Citibank directly infringed at least claim 1 

of the ‘078 patent in violation of 35 U.S.C. § 271(a) by making, using, selling, 

importing, and/or offering to sell the Citibank Products and Services; and making, 

using, selling, selling access to, importing, offering for sale, and/or offering to sell 

access to the Citibank System. 

158. On information and belief, Citibank has been on notice of the ’078 

patent since at least as early as the May 2020 Notice Letter and/or the August 2020 

Notice Letter concerning its infringement of the Patents-in-Suit. 
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159. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter, Citibank knowingly encouraged its customers 

to directly infringe one or more claims of the ’078 patent, including by Citibank’s 

actions that include, without limitation, instructing and encouraging its customers to 

use the Citibank Products and Services and the Citibank System, including but not 

limited to the examples cited above.  

160. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter regarding the Patents-in-Suit, Citibank knew 

the acts it induced its customers to take constituted patent infringement and 

Citibank’s encouraging acts resulted in direct infringement of one or more claims of 

the ’078 patent by its customers.  

161. On information and belief, Citibank instructed and continues to 

instruct customers to use the Citibank Products and Services and the Citibank 

System, including, without limitation, through Citibank’s website, which provides 

access to, and support for therefore.  

162. On information and belief, Citibank’s customers directly infringed at 

least claim 1 of the ’078 patent through their use of the Citibank Products and 

Services and the Citibank System.  

163. On information and belief, Citibank is in violation of 35 U.S.C. § 271(b) 

and has, at least since its May and/or August 2020 knowledge of the ’078 patent, 

indirectly infringed at least claim 1 of the ’078 patent by knowingly and specifically 

intending to induce infringement by others (including, without limitation, Citibank’s 

customers) and possessing specific intent to encourage infringement by Citibank’s 
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users of the Citibank Products and Services and the Citibank System.  The 

components of the Citibank Products and Services and the Citibank System are 

specifically configured to function in accordance with the ’078 patent claims and are 

material parts of the invention.  

164.  Citibank’s direct and indirect infringement has damaged Kioba and 

caused it to suffer damages. 

Count VI – Infringement of United States Patent No. 8,442,915 

165. Kioba repeats, realleges, and incorporates by reference, as if fully set 

forth here, the allegations of the preceding paragraphs above. 

166. On information and belief, Citibank has violated 35 U.S.C. § 271(a) and 

(b) with respect to one or more claims of the ’915 patent. 

167. On information and belief, Citibank (or those acting on its behalf) (i) 

made, used, sold, imported and/or offered to sell the Citibank Products and 

Services; (ii) made, used, sold, sold access to, imported, offered to sell and/or offered 

to sell access to the Citibank System; and (iii) induced it customers to use the 

Citibank Products and Services and the Citibank System, in the United States that 

infringe (literally and/or under the doctrine of equivalents) at least claim 7 of the 

’915 patent. 

168. On information and belief, one or more components of the Citibank 

System employed and provided a method comprising the step of receiving, at a host 

computer, (e.g., a server) a first request for a transaction from a communications 

terminal, the first request comprising information of a customer to be authenticated 

and information identifying a parameter of the transaction. 
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See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 
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See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 
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See e.g., https://icg.citi.com/icghome/what-we-do/citi-business-online.  
 

 

See e.g., https://businessaccess.citibank.citigroup.com/cbusol/ang/#/login. 

169. On information and belief, one or more components of the Citibank 

System employ and provide a method comprising the step of setting an 

authentication level based on the parameter of the transaction. 
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See e.g., https://icg.citi.com/icghome/what-we-do/citi-business-online.  
 

 

Case 6:23-cv-00787   Document 1   Filed 11/17/23   Page 73 of 92



 74

See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 

170. On information and belief, one or more components of the Citibank 

System employed and provided a method comprising the step of transmitting, from 

the host computer, a second request for identification information of the customer to 

a mobile communications device of the customer. 

 

See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 
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See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 

171. On information and belief, one or more components of the Citibank 

System employed and provided a method comprising the step of receiving, at the 

host computer, the identification information from the mobile communications 

device in response to the second request. 
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See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 
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See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 

172. On information and belief, one or more components of the Citibank 

System employed and provided a method comprising the step of generating 

authentication information at the host computer. 

 

See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 
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See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 

173. On information and belief, one or more components of the Citibank 

System employed and provided a method comprising the step of transmitting, from 

the host computer, the authentication information to the communications terminal in 

response to the first request. 
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See e.g., https://businessaccess.citibank.citigroup.com/cbusol/ang/#/login. 

 

See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 
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See e.g., 

https://businessaccess.citibank.citigroup.com/basprod/citiiwt/images/tokenug.pd

f. 

174. On information and belief, Citibank directly infringed at least claim 7 

of the ‘915 patent in violation of 35 U.S.C. § 271(a) by making, using, selling, 

importing, and/or offering to sell the Citibank Products and Services; and making, 

using, selling, selling access to, importing, offering for sale, and/or offering to sell 

access to the Citibank System. 

175. On information and belief, Citibank has been on notice of the ’915 

patent since at least as early as the May 2020 Notice Letter and/or the August 2020 

Notice Letter concerning its infringement of the Patents-in-Suit. 

176. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter, Citibank knowingly encouraged its customers 
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to directly infringe one or more claims of the ’915 patent, including by Citibank’s 

actions that include, without limitation, instructing and encouraging its customers to 

use the Citibank Products and Services and the Citibank System, including but not 

limited to the examples cited above.  

177. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter regarding the Patents-in-Suit, Citibank knew 

the acts it induced its customers to take constituted patent infringement and 

Citibank’s encouraging acts resulted in direct infringement of one or more claims of 

the ’915 patent by its customers.  

178. On information and belief, Citibank instructed and continues to 

instruct customers to use the Citibank Products and Services and the Citibank 

System, including, without limitation, through Citibank’s website, which provides 

access to, and support for therefore.  

179. On information and belief, Citibank’s customers directly infringed at 

least claim 7 of the ’915 patent through their use of the Citibank Products and 

Services and the Citibank System.  

180. On information and belief, Citibank is in violation of 35 U.S.C. § 271(b) 

and has, at least since its May and/or August 2020 knowledge of the ’915 patent, 

indirectly infringed at least claim 7 of the ’915 patent by knowingly and specifically 

intending to induce infringement by others (including, without limitation, Citibank’s 

customers) and possessing specific intent to encourage infringement by Citibank’s 

users of the Citibank Products and Services and the Citibank System.  The 

components of the Citibank Products and Services and the Citibank System are 
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specifically configured to function in accordance with the ’915 patent claims and are 

material parts of the invention.  

181.  Citibank’s direct and indirect infringement has damaged Kioba and 

caused it to suffer damages.. 

Count VII – Infringement of United States Patent No. 9,471,888 

182. Kioba repeats, realleges, and incorporates by reference, as if fully set 

forth here, the allegations of the preceding paragraphs above. 

183. On information and belief, Citibank has violated 35 U.S.C. § 271(a) and 

(b) with respect to one or more claims of the ’888 patent. 

184. On information and belief, Citibank (or those acting on its behalf) (i) 

made, used, sold, imported and/or offered to sell the Citibank Products and 

Services; (ii) made, used, sold, sold access to, imported, offered to sell and/or offered 

to sell access to the Citibank System; and (iii) induced it customers to use the 

Citibank Products and Services and the Citibank System, in the United States that 

infringe (literally and/or under the doctrine of equivalents) at least claim 6 of the 

‘888 patent. 

185. On information and belief, one or more components of the Citibank 

System employed and provided a method for utilizing a mobile station for the 

transmission of authorization information (e.g., payment request for transfer funds, 

bill payments, etc.) in a telecommunication network. The Citibank System supports 

online banking for managing various banking needs via mobile station (e.g., user’s 

device). 

Case 6:23-cv-00787   Document 1   Filed 11/17/23   Page 82 of 92



 83

 

See e.g., 

https://online.citi.com/JRS/popups/remotebanking/CBOL_Online_Bill_Pay_QSG.

pdf. 

 
186. On information and belief, one or more components of the Citibank 

System employed and provided a method for receiving transaction information (e.g., 

payment request for transfer funds, bill payments, etc.)  from a mobile station, (e.g., a 

smartphone using a Citibank mobile application or Citibank’s website running on a 

PC) wherein the transaction information corresponds to a transaction to be verified 

(e.g., the transaction referenced in the screenshot below). 
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See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

  
See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

187. On information and belief, one or more components of the Citibank 

System employed and provided a method for communicating a request to verify the 

transaction to an authorization server (e.g., one or more of Citibank’s servers that 

support the mobile application or the website) based on the transaction information 
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received from the mobile station, wherein verification indicates a verification status 

of the transaction. 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

Case 6:23-cv-00787   Document 1   Filed 11/17/23   Page 85 of 92



 86 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0. 

188. On information and belief, one or more components of the Citibank 

System employed and provided a method for receiving a verification result (e.g., 

status of the transaction) from the authorization server (e.g., Citibank’s server), 

wherein the authorization server communicates the verification result to the mobile 

station (e.g., user device). 
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See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
 

 

See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0.  
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See e.g., https://www.youtube.com/watch?v=o7XOKFTZgt0. 

189. On information and belief, Citibank directly infringed at least claim 6 

of the ‘888 patent in violation of 35 U.S.C. § 271(a) by making, using, selling, 

importing, and/or offering to sell the Citibank Products and Services; and making, 

using, selling, selling access to, importing, offering for sale, and/or offering to sell 

access to the Citibank System. 

190. On information and belief, Citibank has been on notice of the ’888 

patent since at least as early as the May 2020 Notice Letter and/or the August 2020 

Notice Letter concerning its infringement of the Patents-in-Suit. 
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191. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter, Citibank knowingly encouraged its customers 

to directly infringe one or more claims of the ’888 patent, including by Citibank’s 

actions that include, without limitation, instructing and encouraging its customers to 

use the Citibank Products and Services and the Citibank System, including but not 

limited to the examples cited above.  

192. On information and belief, at least since the May 2020 Notice Letter 

and/or the August 2020 Notice Letter regarding the Patents-in-Suit, Citibank knew 

the acts it induced its customers to take constituted patent infringement and 

Citibank’s encouraging acts resulted in direct infringement of one or more claims of 

the ’888 patent by its customers.  

193. On information and belief, Citibank instructed and continues to 

instruct customers to use the Citibank Products and Services and the Citibank 

System, including, without limitation, through Citibank’s website, which provides 

access to, and support for therefore.  

194. On information and belief, Citibank’s customers directly infringed at 

least claim 6 of the ’888 patent through their use of the Citibank Products and 

Services and the Citibank System.  

195. On information and belief, Citibank is in violation of 35 U.S.C. § 271(b) 

and has, at least since its May and/or August 2020 knowledge of the ’888 patent, 

indirectly infringed at least claim 6 of the ’888 patent by knowingly and specifically 

intending to induce infringement by others (including, without limitation, Citibank’s 

customers) and possessing specific intent to encourage infringement by Citibank’s 
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users of the Citibank Products and Services and the Citibank System.  The 

components of the Citibank Products and Services and the Citibank System are 

specifically configured to function in accordance with the ’888 patent claims and are 

material parts of the invention.  

196.  Citibank’s direct and indirect infringement has damaged Kioba and 

caused it to suffer damages. 

JURY DEMANDED 

197. Pursuant to Federal Rule of Civil Procedure 38(b), Kioba hereby 

requests a trial by jury on all issues so triable. 

PRAYER FOR RELIEF 

Kioba respectfully requests this Court to enter judgment in Advanced 

Transaction’s favor and against Citibank as follows: 

a. finding that Citibank has infringed one or more claims of the ’134 patent 

under 35 U.S.C. § 271(a) and/or (b); 

b. finding that Citibank has infringed one or more claims of the ’610 patent 

under 35 U.S.C. § 271 (a) and/or (b); 

c. finding that Citibank has infringed one or more claims of the ‘902 patent 

under 35 U.S.C. § 271(a) and/or (b); 

d. finding that Citibank has infringed one or more claims of the ’382 patent 

under 35 U.S.C. § 271(a) and/or (b); 

e. finding that Citibank has infringed one or more claims of the ‘078 patent 

under 35 U.S.C. § 271(a) and/or (b); 
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f. finding that Citibank has infringed one or more claims of the ’915 patent 

under 35 U.S.C. § 271(a) and/or (b); 

g. finding that Citibank has infringed one or more claims of the ’888 patent 

under 35 U.S.C. § 271(a) and/or (b); 

h. awarding Kioba damages under 35 U.S.C. § 284, or otherwise permitted by 

law; 

i. awarding Kioba pre-judgment and post-judgment interest on the damages 

award and costs;  

j. declaring that Citibank has willfully infringed one or more claims of the 

Patents-in-Suit; 

k. awarding treble damages pursuant to U.S.C. § 284 as a result of Citibank’s 

willful conduct in relation to one or more claims of the Patent-in-Suit; 

l. awarding cost of this action (including all disbursements) and attorney fees 

pursuant to 35 U.S.C. § 285, or as otherwise permitted by the law; and  

m. awarding such other costs and further relief that the Court determines to be 

just and equitable. 
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Dated: November 17, 2023           Respectfully submitted, 
 
/s/ Zachary H. Ellis   
Zachary H. Ellis* 
Texas State Bar No. 24122606 
zellis@daignaultiyer.com 
Tel. 512-829-7992 
Tedd W. Van Buskirk (pro hac vice to be filed)* 
zellis@daignaultiyer.com 
tvanbuskirk@daignaultiyer.com  
DAIGNAULT IYER LLP 
8618 Westwood Center Drive - Suite 150 
Vienna, VA 22182 
 
Attorneys for Plaintiff Kioba Technologies LLC. 
 
*Not admitted to practice in Virginia 

Case 6:23-cv-00787   Document 1   Filed 11/17/23   Page 92 of 92


