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COMPLAINT FOR PATENT INFRINGEMENT 

Plaintiff Taasera Licensing LLC (“Taasera” or “Plaintiff”) files this Complaint for Patent 

Infringement and Demand for Jury Trial against SonicWall, Inc. (“SonicWall” or “Defendant”) and 

alleges: 

THE PARTIES 

1. Taasera is a limited liability company organized and existing under the laws of the 

State of Texas, with its principal place of business located in Plano, Texas. 

2. Upon information and belief, SonicWall is a Delaware corporation with its 

headquarters and principal place of business at 1033 McCarthy Blvd., Milpitas, CA 95035. 

JURISDICTION AND VENUE 

3. This is an action for patent infringement arising under the patent laws of the United 

States, 35 U.S.C. §§ 1, et seq. This Court has original jurisdiction over this controversy pursuant to 

28 U.S.C. §§ 1331 and 1338(a).  

4. Venue is proper in this Judicial District pursuant to 28 U.S.C. § 1391(b) and (c) and 

28 U.S.C. § 1400(b). 

5. This Court has personal jurisdiction over Defendant. Upon information and belief, 

Defendant is headquartered and has its principal place of business in this District. Defendant also 

regularly and continuously does business in this District and has infringed or induced infringement, 

and continues to do so, in this District. In addition, the Court has personal jurisdiction over 

Defendant because minimum contacts have been established with the forum and the exercise of 

jurisdiction would not offend traditional notions of fair play and substantial justice.  

INTRADISTRICT ASSIGNMENT 

6. Pursuant to Local Rule 3-2(c), Intellectual Property Actions are assigned on a 

district-wide basis. 
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PATENTS-IN-SUIT 

7. On March 2, 2010, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 7,673,137 (the “’137 Patent”) entitled “System and Method for the Managed 

Security Control of Processes on a Computer System.” The ’137 Patent generally relates to 

technology that acts based on known security vulnerabilities to ensure endpoint compliance. The 

technology described in the ’137 Patent was developed by Thomas James Satterlee and William 

Frank Hackenberger of IBM. A true and correct copy of the ’137 Patent is attached hereto as Exhibit 

1. 

8. On February 28, 2012, the United States Patent and Trademark Office duly and 

legally issued U.S. Patent No. 8,127,356 (the “’356 Patent”) entitled “System, Method and Program 

Product for Detecting Unknown Computer Attacks.” The ’356 Patent generally relates to technology 

that determines whether a packet is a new, exploit candidate. The technology described in the ’356 

Patent was developed by Frederic G. Thiele and Michael A. Walter of IBM. A true and correct copy 

of the ’356 Patent is attached hereto as Exhibit 2. 

9. On December 4, 2012, the United States Patent and Trademark Office duly and 

legally issued U.S. Patent No. 8,327,441 (the “’441 Patent”) entitled “System and Method for 

Application Attestation.” The ’441 Patent generally relates to technology for application attestation. 

The technology described in the ’441 Patent was developed by Srinivas Kumar and Gurudatt 

Shashikumar of TaaSera, Inc. A true and correct copy of the ’441 Patent is attached hereto as Exhibit 

3. 

10. On September 30, 2014, the United States Patent and Trademark Office duly and 

legally issued U.S. Patent No. 8,850,517 (the “’517 Patent”) entitled “Runtime Risk Detection Based 

on User, Application, and System Action Sequence Correlation.” The ’517 Patent generally relates 

to runtime risk detection based on user, application, and/or system actions. The technology 
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described in the ’517 Patent was developed by Srinivas Kumar of TaaSera, Inc. A true and correct 

copy of the ’517 Patent is attached hereto as Exhibit 4. 

11. On March 24, 2015, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 8,990,948 (the “’948 Patent”) entitled “Systems and Methods for 

Orchestrating Runtime Operational Integrity.”  The ’948 Patent generally relates to technology that 

provides runtime operational integrity profiles identifying a threat level of subjects or applications. 

The technology described in the ’948 Patent was developed by Srinivas Kumar and Dennis Pollutro 

of TaaSera, Inc. A true and correct copy of the ’948 Patent is attached hereto as Exhibit 5. 

12. On July 28, 2015, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 9,092,616 (the “’616 Patent”) entitled “Systems and Methods for Threat 

Identification and Remediation.”  The ’616 Patent generally relates to technology that provides 

integrity profiles identifying a threat level of a system. The technology described in the ’616 Patent 

was developed by Srinivas Kumar and Dennis Pollutro of TaaSera, Inc. A true and correct copy of 

the ’616 Patent is attached hereto as Exhibit 6. 

13. On February 10, 2015, the United States Patent and Trademark Office duly and 

legally issued U.S. Patent No. 8,955,038 (the “’038 Patent”) entitled “Methods and Systems for 

Controlling Access to Computing Resources Based on Known Security Vulnerabilities.” The ’038 

Patent generally relates to technology that acts based on known security vulnerabilities to ensure 

endpoint compliance. The technology described in the ’038 Patent was developed by Blair 

Nicodemus and Billy Edison Stephens of IBM. A true and correct copy of the ’038 Patent is attached 

hereto as Exhibit 7. 

14. On March 20, 2018, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 9,923,918 (the “’918 Patent”) entitled “Methods and Systems for Controlling 

Access to Computing Resources Based on Known Security Vulnerabilities.” The ’918 Patent 

Case 5:24-cv-00749   Document 1   Filed 02/07/24   Page 4 of 191



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 

 

   
COMPLAINT FOR PATENT INFRINGEMENT                                    CASE NO. 5:24-cv-00749 

 

4 

 

R
U

SS
 A

U
G

U
ST

 &
 K

A
B

A
T  

generally relates to technology that controls access to computing resources based on known security 

vulnerabilities. The technology described in the ’918 Patent was developed by Blair Nicodemus and 

Billy Edison Stephens of IBM. A true and correct copy of the ’918 Patent is attached hereto as 

Exhibit 8. 

15. On March 28, 2017, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 9,608,997 (the “’997 Patent”) entitled “Methods and Systems for Controlling 

Access to Computing Resources Based on Known Security Vulnerabilities.” The ’997 Patent 

generally relates to technology that controls access to computing resources based on known security 

vulnerabilities. The technology described in the ’997 Patent was developed by Blair Nicodemus and 

Billy Edison Stephens of IBM. A true and correct copy of the ’997 Patent is attached hereto as 

Exhibit 9. 

16. Four of the Patents-in-Suit were developed by TaaSera, Inc. TaaSera, Inc. was a 

leader in preemptive breach detection systems, and comprised of security architects and subject 

matter experts with decades of experience in firewalls, intrusion detection, security event 

management, malware analysis, and endpoint security. The TaaSera, Inc. patents identify patterns 

of malicious coordinated network and endpoint behaviors. TaaSera, Inc. manufactured commercial 

and academic versions of its NetTrust Security Appliance. NetTrust combined breach detection with 

security analytics to identify hidden threatening network behaviors. The analytics engine analyzed 

behavioral profiles, threat patterns, and contextual evidence to rank systems by their risk of breach. 

17. Five of the Patents-in-Suit were invented by International Business Machines 

(“IBM”). IBM pioneered the field of network security. Every year, IBM spends billions of dollars 

on research and development to invent, market, and sell new technology, and IBM obtains patents 

on many of the novel inventions that come out of that work, including the Patents-in-Suit. The five 
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patents invented by IBM are the result of the work from 6 different researchers, spanning over a 

decade.  

18. Taasera is the sole and exclusive owner of all right, title, and interest in the ’137 

Patent, the ’356 Patent, the ’441 Patent, the ’517 Patent, the ’948 Patent, the ’616 Patent, the ’038 

Patent, the ’918 Patent, and the ’997 Patent (collectively, the “Patents-in-Suit”), and holds the 

exclusive right to take all actions necessary to enforce its rights to the Patents-in-Suit, including the 

filing of this patent infringement lawsuit. Taasera also has the right to recover all damages for past, 

present, and future infringement of the Patents-in-Suit and to seek injunctive relief as appropriate 

under the law.  

THE ACCUSED PRODUCTS 

19. Defendant has infringed and continues to infringe the Patents-in-Suit by making, 

using, selling, offering to sell, and/or importing, and by actively inducing others to make, use, sell, 

offer to sell, and/or import the Accused Products that implement the inventions claimed in the 

Patents-in Suit. The Accused Products are described below. 

SonicWall Network Security Products and Network Security Services 

20. SonicWall makes, uses, sells, offers to sell, and/or imports, and actively induces 

others to make, use, sell, offer to sell, and/or import its various firewall products, including SOHO 

/ TZ Series Firewalls (including at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, 

TZ370/TZ370W, TZ270/TZ270W, TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, 

TZ350/TZ350W, TZ300/TZ300P/TZ300W, and SOHO 250/SOHO 250W)1, NSa Series Firewalls 

(including at least NSa 6700, NSa 5700, NSa 4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, 

 
1 https://www.sonicwall.com/products/firewalls/entry-level/; 
https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-tz-series-gen-7.pdf; 
https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-tz-series-gen-6.pdf.  
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NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 3650, and NSa 2650)2, NSsp Series Firewalls 

(including at least NSsp 15700, NSsp 13700, NSsp 11700, NSsp 10700, NSsp 12800, and NSsp 

12400)3, NSv Series Firewalls (including at least NSv 870, NSv 470, and NSv 270)4. 

21. SonicWall “integrates a wide range of network security services into convenient, 

affordable packages: Threat Protection Service Suite, Essential Protection Service Suite, and 

Advanced Protection Service Suite.”5  

6 

 
2 https://www.sonicwall.com/products/firewalls/mid-range/; 
https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-gen-7-nsa-series.pdf; 
https://www.sonicwall.com/medialibrary/en/datasheet/datasheet-sonicwall-network-security-
appliance-nsa-series.pdf.  
3 https://www.sonicwall.com/products/firewalls/high-end/; 
https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-gen-7-nssp-series.pdf; 
https://www.sonicwall.com/medialibrary/en/datasheet/datasheet-sonicwall-network-security-
services-platform-nssp-12000-series.pdf; 
https://www.sonicwall.com/medialibrary/en/datasheet/datasheet-sonicwall-supermassive-
series.pdf.  
4 https://www.sonicwall.com/products/firewalls/nsv-series/; 
https://www.sonicwall.com/medialibrary/en/datasheet/datasheet-nsv-270-470-870.pdf.  
5 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-protection-service-suites.pdf, at 
1. 
6 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-protection-service-suites.pdf, at 
3. 
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22. SonicWall Network Security Manager (NSM) allows an administrator, “[f]rom a 

single console, [to] orchestrate all firewall operations, see hidden risks, discover misconfigured 

policies, and make compliance easier with a full audit trail.”7  

8 

23. Intrusion Prevention Service (IPS) “integrates a high-performance Deep Packet 

Inspection architecture and dynamically updated signature database to deliver complete network 

protection from application exploits, worms and malicious traffic.”9 

24. “SonicOS and SonicOSX (SonicOS/X) 7 runs on SonicWall network security 

appliances (firewalls) and provides the web management interface for configuring the features, 

policies, and security services, updating the firmware, managing connected devices such as switches 

 
7 https://www.sonicwall.com/products/management-and-reporting/network-security-manager/  
8 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf 
9 https://www.sonicwall.com/support/knowledge-base/intrusion-prevention-service-frequently-
asked-questions-faqs/170505669856588/  
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and access points, monitoring traffic/users/threats, investigating events, and much more. SonicOS/X 

runs on top of SonicCore, SonicWall's secure underlying operating system.”10 “SonicOSX 7 is 

supported on SonicWall NSv and NSsp series firewalls. SonicOS 7 is supported on SonicWall TZ 

series, NSa series, NSsp 13700 and NSv series firewalls.”11  

25. “Capture ATP helps SonicWall firewall identify whether a file is a virus or not by 

transmitting the file to the Cloud where the SonicWall Capture ATP cloud service analyzes the 

file to determine if it is a virus and it then sends the results to the SonicWall firewall. This process 

is done in real time while the file is being processed by the SonicWall firewall.”12  “SonicWall 

Capture ATP scans a broad range of file types to prevent zero-day attacks, targeted malware, 

advanced ransomware and more. Capture ATP analyzes behavior in a multi-engine sandbox 

platform that includes full system emulation, hypervisor-level analysis, virtualized sandboxing and 

RTDMI™, which uses real-time, memory-based inspection techniques to force malware to reveal 

its weaponry into memory. By giving admins the ability to block until verdict, create customized 

policies and scan select files in the cloud, SonicWall Capture ATP combines the efficiency of 

automation with greater flexibility and control.”13 

26. “Capture Threat Assessment (also known as CTA) is a SonicWall service that 

provides network traffic and threat report generation. The service is provided directly from the 

SonicOS firewall interface. You can navigate to the Capture Threat Assessment page to generate 

the report. The output is generated in PDF format, and previous reports are saved in the cloud and 

displayed in a table so you can access them later.”14 “The Capture Threat Assessment service 

 
10 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 4. 
11 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 5. 
12 https://www.sonicwall.com/support/knowledge-base/capture-advanced-threat-protection-
feature-overview/170504863294345/  
13 https://www.sonicwall.com/products/capture-advanced-threat-protection/  
14 https://www.sonicwall.com/techdocs/pdf/cta-user_guide.pdf, at 3. 
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accurately identifies real-time vulnerabilities, exploits, intrusions and other network-based threats. 

With it, you can see security gaps in the organization and better understand the risks.”15  

SonicWall Capture Client and Integrations 

27. SonicWall makes, uses, sells, offers to sell, and/or imports, and actively induces 

others to make, use, sell, offer to sell, and/or import SonicWall Capture Client, which “is a unified 

client platform that delivers multiple Endpoint Detection & Response (EDR) capabilities, including 

behavior-based malware protection, advanced threat hunting and visibility into application 

vulnerabilities.”16 Capture Client is capable of the following features and benefits: 

17 

 

 
15 Id. 
16 https://www.sonicwall.com/products/firewalls/security-services/capture-client/. 
17 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 2. 
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28. Upon information and belief, SonicWall offers two packages of Capture Client 

features: Advanced and Premier:  

18 

29. SonicWall Capture Client “integrat[es] with the Capture Security Center [to] create[] 

a single pane of glass across network and endpoint security operations for centralized control of 

attack visualization, rollback and remediation, network control and remote shell troubleshooting 

abilities.”19  

30. Capture Client also “integrates with SonicWall Capture Advanced Threat Protection 

(ATP) to take advantage of its ability to manipulate and test files in ways that endpoints can’t. 

Discovering, quarantining, and removing undercover threats before they execute saves time for end 

users and administrators.”20 Capture Client also features an optional integration with SonicWall 

firewalls that “direct[s] unprotected users to a Capture Client download page before accessing the 

Internet when behind a firewall.”21 

COUNT I 
 

18 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 3. 
19 https://www.sonicwall.com/products/firewalls/security-services/capture-client/ 
20 https://www.sonicwall.com/products/firewalls/security-services/capture-client/; 
https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 2. 
21 Id. 
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(Infringement of the ‘137 Patent) 

31. Paragraphs 1 through 30 are incorporated by reference as if fully set forth herein. 

32. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’137 Patent. 

33. Defendant has and continues to directly infringe the ’137 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each and 

every limitation of one or more claims of the ’137 Patent. Such products include at least SonicWall’s 

SOHO / TZ Series Firewalls (including at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, 

TZ370/TZ370W, TZ270/TZ270W, TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, 

TZ350/TZ350W, TZ300/TZ300P/TZ300W, and SOHO 250/SOHO 250W), NSa Series Firewalls 

(including at least NSa 6700, NSa 5700, NSa 4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, 

NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 3650, and NSa 2650), NSsp Series Firewalls 

(including at least NSsp 15700, NSsp 13700, NSsp 11700, NSsp 10700, NSsp 12800, and NSsp 

12400), NSv Series Firewalls (including at least NSv 870, NSv 470, and NSv 270) integrated with 

Capture ATP, or SonicWall Capture Client integrated with Capture ATP (the “’137 Accused 

Products”), which practice a system for managing security of a computing device comprising: a pre-

execution module operable for receiving notice from the computing device's operating system that 

a new program is being loaded onto the computing device; a validation module coupled to the pre-

execution module [sic] operable for determining whether the program is valid; a detection module 

coupled to the pre-execution module [sic] operable for intercepting a trigger from the computing 

device's operating system; and an execution module coupled to the detection module and operable 

for monitoring, at the operating system kernel of the computing device, the program in response to 

the trigger intercepted by the detection module. 
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34. Every ’137 Accused Product comprises a pre-execution module operable for 

receiving notice from the computing device's operating system that a new program is being loaded 

onto the computing device. For example, when a new program is being loaded, Capture ATP 

performs an analysis to find dormant threats before execution such as malware with built-in timing 

delays and determine if the file contains a virus or other malicious elements.  

22 

23 

24 

35. Every ’137 Accused Product comprises a validation module coupled to the pre-

execution module [sic] operable for determining whether the program is valid. For example, during 

a pre-processing stage, Capture ATP determines whether program files are malicious or benign (i.e., 

 
22 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-0-0-capture_atp.pdf, at 3. 
23 https://www.sonicwall.com/products/firewalls/security-services/capture-client/, at 2.  
24 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 2. 
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not valid or valid). For further example, Capture Client also performs pre-execution, static AI, 

techniques including blacklists, whitelists and cloud intelligence, along with complex analysis of 

pre-execution attributes to determine whether a program is valid.  

25 

26 

36. Every ’137 Accused Product comprises a detection module coupled to the pre-

execution module [sic] operable for intercepting a trigger from the computing device's operating 

system. For example, Capture ATP comprises a detection module because opening, executing, or 

writing to each of the various identified file types are various triggers from the computing device’s 

operating system, and these triggers are necessary for determining whether a file is blocked until a 

verdict by Capture ATP is reached. For further example, other such triggers intercepted by Capture 

Client include the creation/modification of files, execution of processes and scripts on disk and 

memory, and inter-process communication.  

 
25 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-0-0-capture_atp.pdf, at 4. 
26 https://media.zones.com/images/pdf/sonicwall-capture-client-faqs.pdf, at 2. 
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27 

28 

 
27 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-0-0-capture_atp.pdf, at 9-10.  
28 https://media.zones.com/images/pdf/sonicwall-capture-client-faqs.pdf, at 2.  
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29 

37. Every ’137 Accused Product comprises an execution module coupled to the detection 

module and operable for monitoring, at the operating system kernel of the computing device, the 

program in response to the trigger intercepted by the detection module. For example, Capture ATP 

comprises an execution module for analyzing (i.e., monitoring) programs and files in response to 

determining whether those files are blocked in response to the file type triggers intercepted.  

30 

 

 
29 https://media.zones.com/images/pdf/sonicwall-capture-client-faqs.pdf, at 1.  
30 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-0-0-capture_atp.pdf, at 4. 
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31 

 
31 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-0-0-capture_atp.pdf, at 14-15. 
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32 

33 

38. Defendant has and continues to directly infringe one or more claims of the ’137 

Patent, including claim 1, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing the infringing Accused Products into the United States 

without authority and in violation of 35 U.S.C. § 271.  

39. Defendant has and continues to indirectly infringe one or more claims of the ’137 

Patent by knowingly and intentionally inducing others, including SonicWall customers, and end-

users, to directly infringe, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing into the United States products that include infringing 

technology, such as the ’137 Accused Products. 

 
32 https://media.zones.com/images/pdf/sonicwall-capture-client-faqs.pdf, at 2.  
33 https://media.zones.com/images/pdf/sonicwall-capture-client-faqs.pdf, at 1.  
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40. Defendant has and continues to indirectly infringe one or more claims of the ’137 

Patent including, by knowingly and intentionally inducing others to directly infringe, either literally 

or under the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing 

into the United States the infringing Accused Products. For example, Defendant, with the knowledge 

that these products, or the use thereof, infringe the ’137 Patent at least as of the date of this 

Complaint against SonicWall, knowingly and intentionally induced, and continues to knowingly 

and intentionally induce, direct infringement of the ’137 Patent by providing these products to 

customers and end-users for use in an infringing manner.  

41. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’137 Patent, but while remaining willfully blind to the 

infringement. Defendant provides detailed information, product manuals, documentation, and 

support which instruct customers and end-users how to use the Accused Products in an infringing 

manner, including at least though its SonicWall Technical Documentation,34 Video Tutorials,35 

SonicWall University,36 and Customer Service37 websites. 

42. Defendant has and continues to indirectly infringe one or more claims of the ’137 

Patent by contributing to the direct infringement, either literally or under the doctrine of equivalents, 

by others, including end-users, by making, using, offering to sell, selling, and/or importing into the 

United States the Accused Products, with the knowledge that, at least as of the date of this 

Complaint, the Accused Products contain components that constitute a material part of the 

inventions claimed in the ’137 Patent. Such components include, for example, SonicWall’s network 

 
34 https://www.sonicwall.com/support/technical-documentation/?language=English  
35https://www.sonicwall.com/support/video-
tutorials/#t=All&sort=relevancy&numberOfResults=12  
36 https://www.sonicwall.com/partners/sonicwall-university/  
37 https://www.sonicwall.com/support/contact-support/customer-service/  
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security appliances such as firewalls or Capture Client, that integrate with Sonicwall Capture ATP. 

Defendant knows that these components are especially made or especially adapted for use in an 

infringement of the ’137 Patent and that these components are not a staple article or commodity of 

commerce suitable for substantial non-infringing use. Alternatively, Defendant believed there was 

a high probability that others would infringe the ’137 Patent but remained willfully blind to the 

infringing nature of others’ actions.  

43. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’137 Patent in an amount to be proved at trial. 

44. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’137 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

45. On information and belief, Defendant acted egregiously and with willful misconduct 

in that its actions constituted direct or indirect infringement of a valid patent, and this was either 

known or so obvious that Defendant should have known about it. Defendant continues to infringe 

the ’137 patent by making, using, selling, offering for sale and/or importing in the United States the 

Accused Products and by inducing the direct infringing use, sale, offer for sale, and importation of 

the Accused Products by others, in reckless disregard of Taasera’s patent rights. Defendant has 

committed and continues to commit acts of infringement that Defendant actually knew or should 

have known constituted an unjustifiably high risk of infringement of at least one valid and 

enforceable claim of the ’137 Patent. Upon information and belief, Defendant had actual knowledge 

of the ’137 Patent from related prior litigations accusing products with similar network and endpoint 

security functionalities involving direct competitors of Defendant. Defendant’s infringement of the 

’137 Patent has been and continues to be willful, entitling Taasera to an award of treble damages, 

reasonable attorney fees, and costs in bringing this action under 35 U.S.C. §§ 284 and 285.  
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COUNT II 
(Infringement of the ’356 Patent) 

 
46. Paragraphs 1 through 30 are incorporated by reference as if fully set forth herein. 

47. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’356 Patent. 

48. Defendant has and continues to directly infringe the ’356 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each and 

every limitation of one or more claims of the ’356 Patent. Such products include at least SonicWall’s 

SOHO / TZ Series Firewalls (including at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, 

TZ370/TZ370W, TZ270/TZ270W, TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, 

TZ350/TZ350W, TZ300/TZ300P/TZ300W, and SOHO 250/SOHO 250W), NSa Series Firewalls 

(including at least NSa 6700, NSa 5700, NSa 4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, 

NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 3650, and NSa 2650), NSsp Series Firewalls 

(including at least NSsp 15700, NSsp 13700, NSsp 11700, NSsp 10700, NSsp 12800, and NSsp 

12400), NSv Series Firewalls (including at least NSv 870, NSv 470, and NSv 270) integrated with 

SonicWall IPS (the “’356 Accused Products”)which are computer program products for 

automatically determining if a packet is a new, exploit candidate comprising: a computer-readable 

tangible storage device; first program instructions to determine if the packet is a known exploit; 

second program instructions to determine if the packet is addressed to a broadcast IP address of a 

network; third program instructions to determine if the packet is network administration traffic; 

fourth program instructions, responsive to the packet being a known exploit OR the packet being 

addressed to a broadcast IP address of a network OR the packet being network administration traffic, 

to determine that the packet is not a new, exploit candidate; and fifth program instructions, 

responsive to the packet not being a known exploit AND the packet not being addressed to a 
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broadcast IP address of a network AND the packet not being network administration traffic AND 

the packet not being another type of traffic known to be benign, to determine and report that the 

packet is a new, exploit candidate; and wherein the first, second, third, fourth, and fifth program 

instructions are stored on the computer-readable tangible storage device. 

49. Every ’356 Accused Product comprises a computer-readable tangible storage device 

that stores the first, second, third, fourth, and fifth program instructions described below. For 

example, IPS includes stored instructions for “the extended protection of key network services such 

as Web, e-mail, file transfer, Windows services and DNS” and “protect[ion] against application 

vulnerabilities as well as worms, Trojans, and peer-to-peer, spyware and backdoor exploits” by 

comparing packets to stored signatures and updating signatures for new hacker attacks.   
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38 

50. Every ’356 Accused Product comprises first program instructions to determine if the 

packet is a known exploit. For example, IPS determines that a packet is not a new exploit because 

it checks stored signature groups. For further example, using “Detect All,” attack threat 

management, “the SonicWall security appliance logs and alerts any traffic that matches any 

signature in the group [i.e., is a known exploit], but does not take any action against the traffic.” 

 

39 

51. Every ’356 Accused Product comprises second program instructions to determine if 

the packet is addressed to a broadcast IP address of a network. For example, IPS includes Deep 

 
38 https://www.sonicwall.com/support/knowledge-base/how-ips-intrusion-prevention-services-
works/170504979028241/  
39 https://www.sonicwall.com/support/knowledge-base/how-ips-intrusion-prevention-services-
works/170504979028241/ 
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Packet Inspection “that allows a SonicWall Security Appliance to classify passing traffic based on 

rules” and “rules include information about layer 3 and layer 4 content of the packet.” Layer 3 

content includes IP addresses, and particularly a broadcast IP address of a network. 

40 

52. Every ’356 Accused Product comprises third program instructions to determine if 

the packet is network administration traffic. For example, IPS “classif[ies] passing traffic based on 

rules” and “finds anomalies in the traffic and alerts the administrator,” implying that administrator 

traffic is permissible. 

 

41 

53. Every ’356 Accused Product comprises fourth program instructions, responsive to 

the packet being a known exploit OR the packet being addressed to a broadcast IP address of a 

network OR the packet being network administration traffic, to determine that the packet is not a 

new, exploit candidate. For example, IPS determines that a packet is not a new exploit because it 

 
40 https://www.sonicwall.com/support/knowledge-base/how-ips-intrusion-prevention-services-
works/170504979028241/ 
41 https://www.sonicwall.com/support/knowledge-base/how-ips-intrusion-prevention-services-
works/170504979028241/ 
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checks stored signature groups. For further example, using “Detect All,” attack threat management, 

“the SonicWall security appliance logs and alerts any traffic that matches any signature in the group 

[i.e., is a known exploit], but does not take any action against the traffic.” 

 

42 

54. Every ’356 Accused Product comprises fifth program instructions, responsive to the 

packet not being a known exploit AND the packet not being addressed to a broadcast IP address of 

a network AND the packet not being network administration traffic AND the packet not being 

another type of traffic known to be benign, to determine and report that the packet is a new, exploit 

candidate. For example, IPS “provides proactive defense against newly discovered application and 

protocol vulnerabilities” and performs “updating signatures for new hacker attacks”). 

 
42 https://www.sonicwall.com/support/knowledge-base/how-ips-intrusion-prevention-services-
works/170504979028241/ 
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43 

55. Defendant has and continues to directly infringe one or more claims of the ’356 

Patent, including claim 1, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing the infringing Accused Products into the United States 

without authority and in violation of 35 U.S.C. § 271.  

56. Defendant has and continues to indirectly infringe one or more claims of the ’356 

Patent by knowingly and intentionally inducing others, including SonicWall customers, and end-

users, to directly infringe, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing into the United States products that include infringing 

technology, such as the ’356 Accused Products. 

57. Defendant has and continues to indirectly infringe one or more claims of the ’356 

Patent including, by knowingly and intentionally inducing others to directly infringe, either literally 

or under the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing 

into the United States the infringing Accused Products. For example, Defendant, with the knowledge 

that these products, or the use thereof, infringe the ’356 Patent at least as of the date of this 

Complaint against SonicWall, knowingly and intentionally induced, and continues to knowingly 

and intentionally induce, direct infringement of the ’356 Patent by providing these products to 

customers and end-users for use in an infringing manner.  

 
43https://www.sonicwall.com/support/knowledge-base/how-ips-intrusion-prevention-services-
works/170504979028241/ 
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58. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’356 Patent, but while remaining willfully blind to the 

infringement. Defendant provides detailed information, product manuals, documentation, and 

support which instruct customers and end-users how to use the Accused Products in an infringing 

manner, including at least though its SonicWall Technical Documentation,44 Video Tutorials,45 

SonicWall University,46 and Customer Service47 websites. 

59. Defendant has and continues to indirectly infringe one or more claims of the ’356 

Patent by contributing to the direct infringement, either literally or under the doctrine of equivalents, 

by others, including end-users, by making, using, offering to sell, selling, and/or importing into the 

United States the Accused Products, with the knowledge that, at least as of the date of this 

Complaint, the Accused Products contain components that constitute a material part of the 

inventions claimed in the ’356 Patent. Such components include, for example, SonicWall’s network 

security appliances such as firewalls that integrates with Sonicwall IPS. Defendant knows that these 

components are especially made or especially adapted for use in an infringement of the ’356 Patent 

and that these components are not a staple article or commodity of commerce suitable for substantial 

non-infringing use. Alternatively, Defendant believed there was a high probability that others would 

infringe the ’356 Patent but remained willfully blind to the infringing nature of others’ actions.  

60. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’356 Patent in an amount to be proved at trial. 

 
44 https://www.sonicwall.com/support/technical-documentation/?language=English  
45https://www.sonicwall.com/support/video-
tutorials/#t=All&sort=relevancy&numberOfResults=12  
46 https://www.sonicwall.com/partners/sonicwall-university/  
47 https://www.sonicwall.com/support/contact-support/customer-service/  
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61. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’356 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

62. On information and belief, Defendant acted egregiously and with willful misconduct 

in that its actions constituted direct or indirect infringement of a valid patent, and this was either 

known or so obvious that Defendant should have known about it. Defendant continues to infringe 

the ’356 patent by making, using, selling, offering for sale and/or importing in the United States the 

Accused Products and by inducing the direct infringing use, sale, offer for sale, and importation of 

the Accused Products by others, in reckless disregard of Taasera’s patent rights. Defendant has 

committed and continues to commit acts of infringement that Defendant actually knew or should 

have known constituted an unjustifiably high risk of infringement of at least one valid and 

enforceable claim of the ’356 Patent. Upon information and belief, Defendant had actual knowledge 

of the ’356 Patent from related prior litigations accusing products with similar network and endpoint 

security functionalities involving direct competitors of Defendant. Defendant’s infringement of the 

’356 Patent has been and continues to be willful, entitling Taasera to an award of treble damages, 

reasonable attorney fees, and costs in bringing this action under 35 U.S.C. §§ 284 and 285.  

COUNT III 
(Infringement of the ’441 Patent) 

63. Paragraphs 1 through 30 are incorporated by reference as if fully set forth herein. 

64. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’441 Patent. 

65. Defendant has and continues to directly infringe the ’441 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each and 

every limitation of one or more claims of the ’441 Patent. Such products include at least SonicWall’s 
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SOHO / TZ Series Firewalls (including at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, 

TZ370/TZ370W, TZ270/TZ270W, TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, 

TZ350/TZ350W, TZ300/TZ300P/TZ300W, and SOHO 250/SOHO 250W), NSa Series Firewalls 

(including at least NSa 6700, NSa 5700, NSa 4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, 

NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 3650, and NSa 2650), NSsp Series Firewalls 

(including at least NSsp 15700, NSsp 13700, NSsp 11700, NSsp 10700, NSsp 12800, and NSsp 

12400), NSv Series Firewalls (including at least NSv 870, NSv 470, and NSv 270) integrated with 

Network Security Manager and/or Capture ATP, or SonicWall Capture Client integrated with 

Capture ATP (the “’441 Accused Products”) which practice a method of providing an attestation 

service for an application at runtime executing on a computing platform using an attestation server, 

comprising: receiving, by the attestation server remote from the computing platform: a runtime 

execution context indicating attributes of the application at runtime, wherein the attributes comprise 

one or more executable file binaries of the application and loaded components of the application; 

and a security context providing security information about the application, wherein the security 

information comprises an execution analysis of the one or more executable file binaries and the 

loaded components; generating, by the attestation server, a report indicating security risks associated 

with the application based on the received runtime execution context and the received security 

context, as an attestation result; and sending, by the attestation server, the attestation result 

associated with the application. 

66. Every ’441 Accused Product practices receiving, by the attestation server remote 

from the computing platform. For example, Network Security Manager includes an NSM Console 

and NSM SD-WAN Orchestrator that is remote from both SonicWall firewalls as well as any 

endpoint or computing device. 
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48 

 

49 

 
48 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 2. 
49 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 1. 
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67. For further example, Capture Client performs a method where the Central 

Management (i.e., attestation server) is remote from the endpoint or computing device. 

50 

51 

 
50 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112 
51 https://www.sonicwall.com/support/knowledge-base/capture-client-system-
requirements/210512075820480/  
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52 
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68. Every ’441 Accused Product practices receiving …a runtime execution context 

indicating attributes of the application at runtime, wherein the attributes comprise one or more 

executable file binaries of the application and loaded components of the application. For example, 

NSM receives a runtime execution context indicating attributes of the application (“comprehensive 

details of applications”) and includes “options to filter the Applications, APP Categories and App 

Risk.” Application files can be executable files.  

 
52 https://www.sonicwall.com/support/knowledge-base/integrating-sonicwall-capture-client-with-
sonicwall-firewalls/210511023450473/  
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53 

 
53 https://www.sonicwall.com/techdocs/pdf/nsm-about_guide.pdf, at 18-19. 
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54 

 

 
54 https://www.sonicwall.com/support/technical-documentation/docs/nsm-
reporting_and_analytics/Content/allcontent/about-analytics.htm/ ; 
https://www.sonicwall.com/techdocs/pdf/nsm-reporting_and_analytics.pdf, at 6. 
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55 

 
55 https://www.sonicwall.com/support/technical-documentation/docs/nsm-
reporting_and_analytics/Content/allcontent/about-analytics.htm/ ; 
https://www.sonicwall.com/techdocs/pdf/nsm-reporting_and_analytics.pdf, at 6-7. 
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56 

69. For example, Capture ATP receives a runtime execution context indicating attributes 

of the application to “support[s] analysis of a broad range of file sizes and types, including 

executable programs.” 

 
56 https://www.sonicwall.com/techdocs/pdf/nsm-reporting_and_analytics.pdf, at 29. 
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57 

70. For further example, Capture Client receives a runtime execution context indicating 

attributes of the application, such as through Dynamic Behavior Tracking Executables, which 

detects malicious activities in real-time, when processes execute. Capture Client may also use its 

integration with Capture to receive a runtime execution context, as noted above.   

58 

 
57 https://www.sonicwall.com/medialibrary/en/datasheet/datasheet-sonicwall-capture-advanced-
threat-protection-service.pdf  
58 https://www.sonicwall.com/techdocs/pdf/capture_client-protecting_assets.pdf, at 14.  
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59 

71. Every ’441 Accused Product practices receiving …a security context providing 

security information about the application, wherein the security information comprises an execution 

analysis of the one or more executable file binaries and the loaded components. For example, NSM 

receives a security context about the applications it conducts an execution analysis on including 

each application’s risks.  

  

 
59 https://www.sonicwall.com/techdocs/pdf/capture_client-protecting_assets.pdf, at 12.  
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60 

 

 
60 https://www.sonicwall.com/techdocs/pdf/nsm-reporting_and_analytics.pdf, at 29. 
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61 

 

62 

 
61 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 4.  
62 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 3-4.  
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63 

64 

72. For example, Capture Client receives a security context based on scanning 

executables for analysis through Capture ATP. 

 

 
63 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 5.  
64 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 6. 
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65 

Every ’441 Accused Product practices generating, by the attestation server, a report 

indicating security risks associated with the application based on the received runtime execution 

context and the received security context, as an attestation result and sending, by the attestation 

server, the attestation result associated with the application. For example, NSM generates a report 

including “application-based analytics” including security risks associated with the application.  

66 

 
65 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-0-0-capture_atp.pdf, at 13-15. 
66 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf  
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67 

68 

 
67 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf  
68 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 5. 
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69 

73. For further example, Capture Client can use Capture ATP to generate a report 

indicating security risks associated with the application, including whether the received executable 

is “benign” or “malicious” (i.e., attestation result). 

 

 
69 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 6. 
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70 

74. Defendant has and continues to directly infringe one or more claims of the ’441 

Patent, including claim 1, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing the infringing Accused Products into the United States 

without authority and in violation of 35 U.S.C. § 271.  

75. Defendant has and continues to indirectly infringe one or more claims of the ’441 

Patent by knowingly and intentionally inducing others, including SonicWall customers, and end-

users, to directly infringe, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing into the United States products that include infringing 

technology, such as the ’441 Accused Products. 

76. Defendant has and continues to indirectly infringe one or more claims of the ’441 

Patent including, by knowingly and intentionally inducing others to directly infringe, either literally 

or under the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing 

into the United States the infringing Accused Products. For example, Defendant, with the knowledge 

that these products, or the use thereof, infringe the ’441 Patent at least as of the date of this 

Complaint against SonicWall, knowingly and intentionally induced, and continues to knowingly 

 
70 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-0-0-capture_atp.pdf, at 14-15. 
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and intentionally induce, direct infringement of the ’441 Patent by providing these products to 

customers and end-users for use in an infringing manner.  

77. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’441 Patent, but while remaining willfully blind to the 

infringement. Defendant provides detailed information, product manuals, documentation, and 

support which instruct customers and end-users how to use the Accused Products in an infringing 

manner, including at least though its SonicWall Technical Documentation,71 Video Tutorials,72 

SonicWall University,73 and Customer Service74 websites. 

78. Defendant has and continues to indirectly infringe one or more claims of the ’441 

Patent by contributing to the direct infringement, either literally or under the doctrine of equivalents, 

by others, including end-users, by making, using, offering to sell, selling, and/or importing into the 

United States the Accused Products, with the knowledge that, at least as of the date of this 

Complaint, the Accused Products contain components that constitute a material part of the 

inventions claimed in the ’441 Patent. Such components include, for example, SonicWall’s network 

security appliances such as firewalls that integrate with Network Security Manager and/or 

SonicWall Capture ATP, or Capture Client, that integrates with Sonicwall Capture ATP. Defendant 

knows that these components are especially made or especially adapted for use in an infringement 

of the ’441 Patent and that these components are not a staple article or commodity of commerce 

suitable for substantial non-infringing use. Alternatively, Defendant believed there was a high 

 
71 https://www.sonicwall.com/support/technical-documentation/?language=English  
72https://www.sonicwall.com/support/video-
tutorials/#t=All&sort=relevancy&numberOfResults=12  
73 https://www.sonicwall.com/partners/sonicwall-university/  
74 https://www.sonicwall.com/support/contact-support/customer-service/  
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probability that others would infringe the ’441 Patent but remained willfully blind to the infringing 

nature of others’ actions.  

79. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’441 Patent in an amount to be proved at trial. 

80. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’441 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

81. On information and belief, Defendant acted egregiously and with willful misconduct 

in that its actions constituted direct or indirect infringement of a valid patent, and this was either 

known or so obvious that Defendant should have known about it. Defendant continues to infringe 

the ’441 patent by making, using, selling, offering for sale and/or importing in the United States the 

Accused Products and by inducing the direct infringing use, sale, offer for sale, and importation of 

the Accused Products by others, in reckless disregard of Taasera’s patent rights. Defendant has 

committed and continues to commit acts of infringement that Defendant actually knew or should 

have known constituted an unjustifiably high risk of infringement of at least one valid and 

enforceable claim of the ’441 Patent. Upon information and belief, Defendant had actual knowledge 

of the ’441 Patent from related prior litigations accusing products with similar network and endpoint 

security functionalities involving direct competitors of Defendant. Defendant’s infringement of the 

’441 Patent has been and continues to be willful, entitling Taasera to an award of treble damages, 

reasonable attorney fees, and costs in bringing this action under 35 U.S.C. §§ 284 and 285.  

COUNT IV 
(Infringement of the ’517 Patent) 

82. Paragraphs 1 through 30 are incorporated by reference as if fully set forth herein. 

83. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’517 Patent. 
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84. Defendant has and continues to directly infringe the ’517 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each and 

every limitation of one or more claims of the ’517 Patent. Such products include at least SonicWall’s 

SOHO / TZ Series Firewalls (including at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, 

TZ370/TZ370W, TZ270/TZ270W, TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, 

TZ350/TZ350W, TZ300/TZ300P/TZ300W, and SOHO 250/SOHO 250W), NSa Series Firewalls 

(including at least NSa 6700, NSa 5700, NSa 4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, 

NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 3650, and NSa 2650), NSsp Series Firewalls 

(including at least NSsp 15700, NSsp 13700, NSsp 11700, NSsp 10700, NSsp 12800, and NSsp 

12400), NSv Series Firewalls (including at least NSv 870, NSv 470, and NSv 270) integrated with 

Network Security Manager and/or Capture ATP, or SonicWall Capture Client integrated with 

Capture ATP (the “’517 Accused Products”) which practice a method for assessing runtime risk for 

an application program that executes on a device, comprising: storing, in a rules database, a plurality 

of rules, wherein each rule identifies an action sequence; storing, in a policy database, a plurality of 

assessment policies, wherein each assessment policy includes at least one rule of the plurality of 

rules; identifying, using at least one assessment policy, a runtime risk for an application program 

that executes on a device, wherein the identified runtime risk indicates a risk or threat of the 

identified action sequence of the application; and identifying, by a runtime monitor including a 

processing device, a behavior score for the application program that executes on the device based 

on the identified runtime risk, wherein the action sequence is a sequence of at least two performed 

actions, and each performed action is at least one of: a user action, an application action, and a 

system action. 
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85. Every ’517 Accused Product practices storing, in a rules database, a plurality of rules, 

wherein each rule identifies an action sequence. For example, Capture ATP is used to add rules in 

its database that apply to traffic and “[e]ach rule defines the specific criteria to match, and defines 

an associated action.” “[E]ach rule is defined by match criteria and has an action and/or action 

profile.” 
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75 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 48-49. 
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76 

86. Every ’517 Accused Product practices storing, in a policy database, a plurality of 

assessment policies, wherein each assessment policy includes at least one rule of the plurality of 

 
76 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 50-51. 
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rules. For example, Capture ATP includes a policy database where “a policy is a set of rules and 

each rule is defined by match criteria and has an action and/or action profile.” 

77 

78 

 

 
77 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 47. 
78 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 48. 
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79 

87. Every ’517 Accused Product practices identifying, using at least one assessment 

policy, a runtime risk for an application program that executes on a device, wherein the identified 

runtime risk indicates a risk or threat of the identified action sequence of the application. For 

example, as shown below, Capture Client can use Capture ATP to assign risk levels to the names of 

applications executing on a device. Capture ATP provides those same risk level analytics to network 

security appliances.  

80 

 
79 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 51. 
80 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=61935442
96001  
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81 

 

 
81 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 24. 
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82 

88. Every ’517 Accused Product practices identifying, by a runtime monitor including a 

processing device, a behavior score for the application program that executes on the device based 

on the identified runtime risk. For example, Capture ATP identifies a behavior score (e.g., severity 

levels) for each runtime risk (e.g., vulnerability). 

83 

 
82 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 39. 
83 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 41. 

Case 5:24-cv-00749   Document 1   Filed 02/07/24   Page 58 of 191

https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf
https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 

 

   
COMPLAINT FOR PATENT INFRINGEMENT                                    CASE NO. 5:24-cv-00749 

 

58 

 

R
U

SS
 A

U
G

U
ST

 &
 K

A
B

A
T  

84 

85 

 
84 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 2. 
85 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=61935442
96001  
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86 

87 

 
86 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=61935442
96001  
 
87 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=61935442
96001  
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89. Every ’517 Accused Product practices identifying…wherein the action sequence is 

a sequence of at least two performed actions, and each performed action is at least one of: a user 

action, an application action, and a system action. For example, Capture ATP includes rules that 

meet certain match criteria, which can be any combination of a user action, an application action, 

and/or a system action. 

 

https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 2. 

88 

90. Defendant has and continues to directly infringe one or more claims of the ’517 

Patent, including claim 1, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing the infringing Accused Products into the United States 

without authority and in violation of 35 U.S.C. § 271.  

91. Defendant has and continues to indirectly infringe one or more claims of the ’517 

Patent by knowingly and intentionally inducing others, including SonicWall customers, and end-

users, to directly infringe, either literally or under the doctrine of equivalents, by making, using, 

 
88 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 51. 

Case 5:24-cv-00749   Document 1   Filed 02/07/24   Page 61 of 191

https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf
https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 

 

   
COMPLAINT FOR PATENT INFRINGEMENT                                    CASE NO. 5:24-cv-00749 

 

61 

 

R
U

SS
 A

U
G

U
ST

 &
 K

A
B

A
T  

offering to sell, selling, and/or importing into the United States products that include infringing 

technology, such as the ’517 Accused Products. 

92. Defendant has and continues to indirectly infringe one or more claims of the ’517 

Patent including, by knowingly and intentionally inducing others to directly infringe, either literally 

or under the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing 

into the United States the infringing Accused Products. For example, Defendant, with the knowledge 

that these products, or the use thereof, infringe the ’517 Patent at least as of the date of this 

Complaint against SonicWall, knowingly and intentionally induced, and continues to knowingly 

and intentionally induce, direct infringement of the ’517 Patent by providing these products to 

customers and end-users for use in an infringing manner.  

93. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’517 Patent, but while remaining willfully blind to the 

infringement. Defendant provides detailed information, product manuals, documentation, and 

support which instruct customers and end-users how to use the Accused Products in an infringing 

manner, including at least though its SonicWall Technical Documentation,89 Video Tutorials,90 

SonicWall University,91 and Customer Service92 websites. 

94. Defendant has and continues to indirectly infringe one or more claims of the ’517 

Patent by contributing to the direct infringement, either literally or under the doctrine of equivalents, 

by others, including end-users, by making, using, offering to sell, selling, and/or importing into the 

United States the Accused Products, with the knowledge that, at least as of the date of this 

 
89 https://www.sonicwall.com/support/technical-documentation/?language=English  
90https://www.sonicwall.com/support/video-
tutorials/#t=All&sort=relevancy&numberOfResults=12  
91 https://www.sonicwall.com/partners/sonicwall-university/  
92 https://www.sonicwall.com/support/contact-support/customer-service/  
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Complaint, the Accused Products contain components that constitute a material part of the 

inventions claimed in the ’517 Patent. Such components include, for example, SonicWall’s network 

security appliances such as firewalls or Capture Client, that integrate with Sonicwall Capture ATP. 

Defendant knows that these components are especially made or especially adapted for use in an 

infringement of the ’517 Patent and that these components are not a staple article or commodity of 

commerce suitable for substantial non-infringing use. Alternatively, Defendant believed there was 

a high probability that others would infringe the ’517 Patent but remained willfully blind to the 

infringing nature of others’ actions.  

95. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’517 Patent in an amount to be proved at trial. 

96. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’517 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

97. On information and belief, Defendant acted egregiously and with willful misconduct 

in that its actions constituted direct or indirect infringement of a valid patent, and this was either 

known or so obvious that Defendant should have known about it. Defendant continues to infringe 

the ’517 patent by making, using, selling, offering for sale and/or importing in the United States the 

Accused Products and by inducing the direct infringing use, sale, offer for sale, and importation of 

the Accused Products by others, in reckless disregard of Taasera’s patent rights. Defendant has 

committed and continues to commit acts of infringement that Defendant actually knew or should 

have known constituted an unjustifiably high risk of infringement of at least one valid and 

enforceable claim of the ’517 Patent. Upon information and belief, Defendant had actual knowledge 

of the ’517 Patent from related prior litigations accusing products with similar network and endpoint 

security functionalities involving direct competitors of Defendant. Defendant’s infringement of the 
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’517 Patent has been and continues to be willful, entitling Taasera to an award of treble damages, 

reasonable attorney fees, and costs in bringing this action under 35 U.S.C. §§ 284 and 285.  

COUNT V 
(Infringement of the ’948 Patent) 

98. Paragraphs 1 through 30 are incorporated by reference as if fully set forth herein. 

99. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’948 Patent. 

100. Defendant has and continues to directly infringe the ’948 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each and 

every limitation of one or more claims of the ’948 Patent. Such products include at least SonicWall’s 

SOHO / TZ Series Firewalls (including at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, 

TZ370/TZ370W, TZ270/TZ270W, TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, 

TZ350/TZ350W, TZ300/TZ300P/TZ300W, and SOHO 250/SOHO 250W), NSa Series Firewalls 

(including at least NSa 6700, NSa 5700, NSa 4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, 

NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 3650, and NSa 2650), NSsp Series Firewalls 

(including at least NSsp 15700, NSsp 13700, NSsp 11700, NSsp 10700, NSsp 12800, and NSsp 

12400), NSv Series Firewalls (including at least NSv 870, NSv 470, and NSv 270) integrated with 

Network Security Manager (the “’948 Accused Products”) which practice a method of providing 

real-time operational integrity of an application on a native computing environment, the method 

comprising: monitoring, by a plurality of sensory inputs, one or more of network dialogs of the 

application, system operations initiated by the application, a runtime configuration of the 

application, resource utilization by the application, and integrity of the application; generating real-

time behavior based events for determining the real-time operational integrity of the application 

executing on the native computing environment which includes a network analyzer, an integrity 
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processor, an event correlation matrix, a risk correlation matrix, and a trust supervisor; correlating, 

by the event and risk correlation matrix, threat classifications based on the temporal sequence of the 

generated real-time behavior based events; and displaying, in a plurality of runtime dashboards of 

an administrative console of the computing environment, real-time status indications for operational 

integrity of the application. 

101. Every ’948 Accused Product practices monitoring, by a plurality of sensory inputs, 

one or more of network dialogs of the application, system operations initiated by the application, a 

runtime configuration of the application, resource utilization by the application, and integrity of the 

application. For example, Capture Threat Assessment (also known as CTA) is a SonicWall service 

used by Network Security Manager and provided directly from the SonicOS firewall interface to 

determine at least system operations initiated by the application (e.g., “filesharing applications”), 

resource utilization by the application (e.g., “bandwidth hogging applications”), and integrity of the 

application (e.g., “vulnerable applications” and “risky applications” and “application by risk level”).  

 

https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 6.  
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93 

 
93 https://www.sonicwall.com/techdocs/pdf/cta-user_guide.pdf, at 3. 
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94 

 
94 https://www.sonicwall.com/techdocs/pdf/cta-user_guide.pdf, at 5-16. 
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95 

102. Every ’948 Accused Product practices generating real-time behavior based events 

for determining the real-time operational integrity of the application executing on the native 

computing environment which includes a network analyzer, an integrity processor, an event 

 
95 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 14. 
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correlation matrix, a risk correlation matrix, and a trust supervisor. For example, Network Security 

Manager includes a network analyzer which “shows data pertaining to transactions in your network 

infrastructure,” as shown below. 

96 

 
96 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 15. 
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97 

103. For example, Network Security Manager includes an event correlation matrix 

which “provides static and near-real-time analyses of all network traffic and data communication 

that pass through the firewall ecosystem. All log data is automatically recorded, aggregated, 

contextualized and presented in a meaningful, actionable and easily consumable way,” as shown 

below. Network Security Manager also includes an integrity processor that allows for “scheduled 

reporting” including “historical analysis, anomaly detection, security gaps discovery and more.” 

 

 
97 https://www.sonicwall.com/techdocs/pdf/nsm-about_guide.pdf, at 18. 
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98 

104. For example, Network Security Manager includes a risk correlation matrix which 

“correlate[s] data to examine and discover hidden threats and issues with better accuracy and 

confidence.  Using a mix of historical reporting, user- and application-based analytics and 

endpoint visibility, you can thoroughly analyze various patterns and trends associated with 

ingress/egress traffic, application usage, user and device access, threat actions and more,” as 

shown below. Network Security Manager also includes a trust supervisor that “orchestrate[s] 

remediation while monitoring and tracking the results...[for] consistent security enforcement.” 

 
98 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf  
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99 

105. Every ’948 Accused Product practices correlating, by the event and risk correlation 

matrix, threat classifications based on the temporal sequence of the generated real-time behavior 

based events. For example, Network Security Manager correlate threat classifications based on the 

type, including the viruses, intrusions, spyware, and botnet, and view the details for each threat 

classification.  

 

 
99 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf  
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100 

101 

106. Every ’948 Accused Product practices displaying, in a plurality of runtime 

dashboards of an administrative console of the computing environment, real-time status indications 

for operational integrity of the application. For example, Network Security Manager displays real-

 
100 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 15-16.  
101 https://www.sonicwall.com/techdocs/pdf/nsm-about_guide.pdf, at 18.  
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time status indications for the operational integrity of the application in many runtime dashboards, 

including at least RealTime Reports, Dashboard Reports, and Details Reports.  

 

102 

 

103 

 
102 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf  
103 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 125-126. 
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104 

 
104 https://www.sonicwall.com/techdocs/pdf/nsm-about_guide.pdf, at 16. 
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105 

107. Defendant has and continues to directly infringe one or more claims of the ’948 

Patent, including claim 1, either literally or under the doctrine of equivalents, by making, using, 

 
105 https://www.sonicwall.com/techdocs/pdf/nsm-about_guide.pdf, at 18-19. 
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offering to sell, selling, and/or importing the infringing Accused Products into the United States 

without authority and in violation of 35 U.S.C. § 271.  

108. Defendant has and continues to indirectly infringe one or more claims of the ’948 

Patent by knowingly and intentionally inducing others, including SonicWall customers, and end-

users, to directly infringe, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing into the United States products that include infringing 

technology, such as the ’948 Accused Products. 

109. Defendant has and continues to indirectly infringe one or more claims of the ’948 

Patent including, by knowingly and intentionally inducing others to directly infringe, either literally 

or under the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing 

into the United States the infringing Accused Products. For example, Defendant, with the knowledge 

that these products, or the use thereof, infringe the ’948 Patent at least as of the date of this 

Complaint against SonicWall, knowingly and intentionally induced, and continues to knowingly 

and intentionally induce, direct infringement of the ’948 Patent by providing these products to 

customers and end-users for use in an infringing manner.  

110. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’948 Patent, but while remaining willfully blind to the 

infringement. Defendant provides detailed information, product manuals, documentation, and 

support which instruct customers and end-users how to use the Accused Products in an infringing 
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manner, including at least though its SonicWall Technical Documentation,106 Video Tutorials,107 

SonicWall University,108 and Customer Service109 websites. 

111. Defendant has and continues to indirectly infringe one or more claims of the ’948 

Patent by contributing to the direct infringement, either literally or under the doctrine of equivalents, 

by others, including end-users, by making, using, offering to sell, selling, and/or importing into the 

United States the Accused Products, with the knowledge that, at least as of the date of this 

Complaint, the Accused Products contain components that constitute a material part of the 

inventions claimed in the ’948 Patent. Such components include, for example, SonicWall’s network 

security appliances such as firewalls. Defendant knows that these components are especially made 

or especially adapted for use in an infringement of the ’948 Patent and that these components are 

not a staple article or commodity of commerce suitable for substantial non-infringing use. 

Alternatively, Defendant believed there was a high probability that others would infringe the ’948 

Patent but remained willfully blind to the infringing nature of others’ actions.  

112. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’948 Patent in an amount to be proved at trial. 

113. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’948 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

114. On information and belief, Defendant acted egregiously and with willful misconduct 

in that its actions constituted direct or indirect infringement of a valid patent, and this was either 

known or so obvious that Defendant should have known about it. Defendant continues to infringe 

 
106 https://www.sonicwall.com/support/technical-documentation/?language=English  
107https://www.sonicwall.com/support/video-
tutorials/#t=All&sort=relevancy&numberOfResults=12  
108 https://www.sonicwall.com/partners/sonicwall-university/  
109 https://www.sonicwall.com/support/contact-support/customer-service/  
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the ’948 patent by making, using, selling, offering for sale and/or importing in the United States the 

Accused Products and by inducing the direct infringing use, sale, offer for sale, and importation of 

the Accused Products by others, in reckless disregard of Taasera’s patent rights. Defendant has 

committed and continues to commit acts of infringement that Defendant actually knew or should 

have known constituted an unjustifiably high risk of infringement of at least one valid and 

enforceable claim of the ’948 Patent. Upon information and belief, Defendant had actual knowledge 

of the ’948 Patent from related prior litigations accusing products with similar network and endpoint 

security functionalities involving direct competitors of Defendant. Defendant’s infringement of the 

’948 Patent has been and continues to be willful, entitling Taasera to an award of treble damages, 

reasonable attorney fees, and costs in bringing this action under 35 U.S.C. §§ 284 and 285.  

COUNT VI 
(Infringement of the ’616 Patent) 

115. Paragraphs 1 through 30 are incorporated by reference as if fully set forth herein. 

116. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’616 Patent. 

117. Defendant has and continues to directly infringe the ’616 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each and 

every limitation of one or more claims of the ’616 Patent. Such products include at least SonicWall’s 

SOHO / TZ Series Firewalls (including at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, 

TZ370/TZ370W, TZ270/TZ270W, TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, 

TZ350/TZ350W, TZ300/TZ300P/TZ300W, and SOHO 250/SOHO 250W), NSa Series Firewalls 

(including at least NSa 6700, NSa 5700, NSa 4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, 

NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 3650, and NSa 2650), NSsp Series Firewalls 

(including at least NSsp 15700, NSsp 13700, NSsp 11700, NSsp 10700, NSsp 12800, and NSsp 
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12400), NSv Series Firewalls (including at least NSv 870, NSv 470, and NSv 270) integrated with 

Network Security Manager or SonicWall Capture Client (the “’616 Accused Products”) which 

practice a method of providing an attestation service for providing runtime operational integrity of 

a system using a computing platform comprising a network trust agent, an endpoint trust agent, and 

a trust orchestration server, the method comprising: sending, by the endpoint trust agent on a 

monitored device, a dynamic context including endpoint events and actions of the monitored device 

and applications executing on the monitored device at runtime; receiving, at the trust orchestration 

server, the dynamic context including the endpoint events of the monitored device and the 

applications executing on the monitored device at runtime; analyzing, by the trust orchestration 

server, the received endpoint events; receiving, by the trust orchestration server, third-party network 

endpoint assessments; generating, by the trust orchestration server, temporal events based at least in 

part on analyzing the third-party network endpoint assessments; correlating, by the trust 

orchestration server, the received endpoint events and the generated temporal events; and 

generating, by the trust orchestration server, an integrity profile for the system. 

118. Every ’616 Accused Product practices a method of providing an attestation service 

for providing runtime operational integrity of a system using a computing platform comprising a 

network trust agent, an endpoint trust agent, and a trust orchestration server. For example, SonicWall 

firewalls are network trust agents because they perform “network telemetry sharing” in order to 

“share[] network threat alerts.” For further example, Capture Clients on endpoints are endpoint trust 

agents that “share[] user info, device info, and client version.” 
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110 

111 

 
110 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf  
111 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 2. 
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112 

 

https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 6.  

119. For further example, Network Security Manager includes a trust orchestrator server 

to “orchestrate firewall operations from one place” – “a single user-friendly console that can be 

accessed from any location using any browser-enabled device.  

 
112 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
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114 

 
113 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 2. 
114 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 1. 
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115 

120. Every ’616 Accused Product practices sending, by the endpoint trust agent on a 

monitored device, a dynamic context including endpoint events and actions of the monitored device 

and applications executing on the monitored device at runtime. For example, Network Security 

Manager uses cross-product visibility with Capture Client, as an endpoint trust agent to provide 

endpoint telemetry sharing, including “user info, device info, and client version.”  

116 

 

 
115 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 3. 
116 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf  
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117 

118 

121. Every ’616 Accused Product practices receiving, at the trust orchestration server, the 

dynamic context including the endpoint events of the monitored device and the applications 

executing on the monitored device at runtime. For example, the NSM Console receives endpoint 

 
117 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
118 https://www.sonicwall.com/techdocs/pdf/capture_client-getting_started.pdf, at 27. 
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events and applications executing on the endpoint, including “traffic distribution,” “top users,” and 

“observed threats”. For further example, Capture Client provides application risk noting the 

applications executing on the endpoint at runtime. 

119 

 
119 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 14. 
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120 

 
120 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 3-4. 
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121 

122. Every ’616 Accused Product practices analyzing, by the trust orchestration server, 

the received endpoint events. For example, NSM analyzes received endpoint events to provide 

“detailed reports and analytics” “from a single user-friendly console.”  

 
121 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=61935442
96001  
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122 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 2. 
123 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 1. 
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124 

 
124 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 3. 
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125 

 

 
125 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 15. 
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126 

123. Every ’616 Accused Product practices receiving, by the trust orchestration server, 

third-party network endpoint assessments. For example, NSM receives third-party network endpoint 

assessments (e.g., Capture Threat Assessment).  

127 

 

 
126 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 15-16.  
127 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf, at 6.  
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128 

 
128 https://www.sonicwall.com/techdocs/pdf/cta-user_guide.pdf, at 3. 
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129 https://www.sonicwall.com/techdocs/pdf/cta-user_guide.pdf, at 5-16. 
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124. Every ’616 Accused Product practices generating, by the trust orchestration server, 

temporal events based at least in part on analyzing the third-party network endpoint assessments. 

For example, NSM generates threat data at least in part on analyzing the third-party network 

endpoint assessments (e.g., Capture Threat Assessment). 

 

130 

 
130 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 15-16.  
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131 

132 

 
131 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 125-126. 
132 https://www.sonicwall.com/techdocs/pdf/nsm-about_guide.pdf, at 16. 
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133 

125. Every ’616 Accused Product practices correlating, by the trust orchestration server, 

the received endpoint events and the generated temporal events. For example, Network Security 

 
133 https://www.sonicwall.com/techdocs/pdf/nsm-about_guide.pdf, at 18-19. 
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Manager correlates the received endpoint events and the generated temporal events (e.g., correlate 

data to examine and discover hidden threats and issues with better accuracy and confidence. Using 

a mix of historical reporting, user- and application-based analytics and endpoint visibility, you can 

thoroughly analyze various patterns and trends associated with ingress/egress traffic, application 

usage, user and device access, threat actions and more.”). 

134 

126. Every ’616 Accused Product practices generating, by the trust orchestration server, 

an integrity profile for the system. For example, Network Security Manager generates an integrity 

profile for the system through scheduled reporting and “recorded logs at the device, device group 

or tenant level for historical analysis, anomaly detection, security gaps discovery and more.”  

 

 
134 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf  
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135 

 

136 

127. Defendant has and continues to directly infringe one or more claims of the ’616 

Patent, including claim 1, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing the infringing Accused Products into the United States 

without authority and in violation of 35 U.S.C. § 271.  

128. Defendant has and continues to indirectly infringe one or more claims of the ’616 

Patent by knowingly and intentionally inducing others, including SonicWall customers, and end-

users, to directly infringe, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing into the United States products that include infringing 

technology, such as the ’616 Accused Products. 

 
135 https://www.sonicwall.com/medialibrary/en/datasheet/network-security-manager.pdf  
136 https://www.sonicwall.com/techdocs/pdf/nsm-administration.pdf, at 125-126. 
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129. Defendant has and continues to indirectly infringe one or more claims of the ’616 

Patent including, by knowingly and intentionally inducing others to directly infringe, either literally 

or under the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing 

into the United States the infringing Accused Products. For example, Defendant, with the knowledge 

that these products, or the use thereof, infringe the ’616 Patent at least as of the date of this 

Complaint against SonicWall, knowingly and intentionally induced, and continues to knowingly 

and intentionally induce, direct infringement of the ’616 Patent by providing these products to 

customers and end-users for use in an infringing manner.  

130. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’616 Patent, but while remaining willfully blind to the 

infringement. Defendant provides detailed information, product manuals, documentation, and 

support which instruct customers and end-users how to use the Accused Products in an infringing 

manner, including at least though its SonicWall Technical Documentation,137 Video Tutorials,138 

SonicWall University,139 and Customer Service140 websites. 

131. Defendant has and continues to indirectly infringe one or more claims of the ’616 

Patent by contributing to the direct infringement, either literally or under the doctrine of equivalents, 

by others, including end-users, by making, using, offering to sell, selling, and/or importing into the 

United States the Accused Products, with the knowledge that, at least as of the date of this 

Complaint, the Accused Products contain components that constitute a material part of the 

inventions claimed in the ’616 Patent. Such components include, for example, SonicWall’s network 

 
137 https://www.sonicwall.com/support/technical-documentation/?language=English  
138https://www.sonicwall.com/support/video-
tutorials/#t=All&sort=relevancy&numberOfResults=12  
139 https://www.sonicwall.com/partners/sonicwall-university/  
140 https://www.sonicwall.com/support/contact-support/customer-service/  
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security appliances such as firewalls. Defendant knows that these components are especially made 

or especially adapted for use in an infringement of the ’616 Patent and that these components are 

not a staple article or commodity of commerce suitable for substantial non-infringing use. 

Alternatively, Defendant believed there was a high probability that others would infringe the ’616 

Patent but remained willfully blind to the infringing nature of others’ actions.  

132. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’616 Patent in an amount to be proved at trial. 

133. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’616 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

134. On information and belief, Defendant acted egregiously and with willful misconduct 

in that its actions constituted direct or indirect infringement of a valid patent, and this was either 

known or so obvious that Defendant should have known about it. Defendant continues to infringe 

the ’616 patent by making, using, selling, offering for sale and/or importing in the United States the 

Accused Products and by inducing the direct infringing use, sale, offer for sale, and importation of 

the Accused Products by others, in reckless disregard of Taasera’s patent rights. Defendant has 

committed and continues to commit acts of infringement that Defendant actually knew or should 

have known constituted an unjustifiably high risk of infringement of at least one valid and 

enforceable claim of the ’616 Patent. Upon information and belief, Defendant had actual knowledge 

of the ’616 Patent from related prior litigations accusing products with similar network and endpoint 

security functionalities involving direct competitors of Defendant. Defendant’s infringement of the 

’616 Patent has been and continues to be willful, entitling Taasera to an award of treble damages, 

reasonable attorney fees, and costs in bringing this action under 35 U.S.C. §§ 284 and 285.  

COUNT VII 
(Infringement of the ’038 Patent) 
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135. Paragraphs 1 through 30 are incorporated by reference as if fully set forth herein. 

136. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’038 Patent. 

137. Defendant has and continues to directly infringe the ’038 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each and 

every limitation of one or more claims of the ’038 Patent. Such products include at least SonicWall 

Capture Client alone, or in combination with SonicWall’s SOHO / TZ Series Firewalls (including 

at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, TZ370/TZ370W, TZ270/TZ270W, 

TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, TZ350/TZ350W, TZ300/TZ300P/TZ300W, 

and SOHO 250/SOHO 250W), NSa Series Firewalls (including at least NSa 6700, NSa 5700, NSa 

4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 

3650, and NSa 2650), NSsp Series Firewalls (including at least NSsp 15700, NSsp 13700, NSsp 

11700, NSsp 10700, NSsp 12800, and NSsp 12400), NSv Series Firewalls (including at least NSv 

870, NSv 470, and NSv 270)  (the “’038 Accused Products”) which practice a method for controlling 

the operation of an endpoint, comprising: providing a user interface, at a computing system remote 

from the endpoint, configured to allow configuration of a plurality of policies; maintaining the 

plurality of policies in a data store on the computing system; identifying, from the plurality of 

policies, a plurality of operating conditions on the endpoint to monitor; configuring one or more 

software agents on the endpoint to monitor the plurality of operating conditions; receiving, across a 

network, at the computing system, status information about the plurality of operating conditions on 

the endpoint gathered by the one or more software agents; determining, by the computing system, a 

compliance state of the endpoint based on the status information and a plurality of compliance 

policies in the data store; and initiating, by the computing system, based on the compliance state, an 
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action identified in at least one rule in the data store, wherein the action is carried out by a processor 

on the endpoint. 

138. Every ’038 Accused Product practices providing a user interface, at a computing 

system remote from the endpoint, configured to allow configuration of a plurality of policies. For 

example, Capture Client “is administered from the SonicWall Cloud Management Console” (e.g., a 

computing system remote from the endpoint), “a cloud service requiring only a web browser and an 

internet connection. 

141 

142 

 
141 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
142https://www.sonicwall.com/support/knowledge-base/capture-client-system-
requirements/210512075820480/ 
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139. Every ’038 Accused Product practices maintaining the plurality of policies in a data 

store on the computing system. For example, Capture Client allows the storage of various endpoint 

security policies: “POLICY | Endpoint Security.” These policies can later be managed through the 

Capture Client Console, indicating that they are stored on the computing system.   

 

143 

144 

 
143 https://www.sonicwall.com/support/technical-documentation/docs/sonicos-7-0-0-0-
endpoint_security/Content/endpoint-security.htm/  
144 https://www.sonicwall.com/support/technical-documentation/docs/sonicos-7-0-0-0-
endpoint_security/Content/endpoint-security-status.htm/  
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140. Every ’038 Accused Product practices identifying, from the plurality of policies, a 

plurality of operating conditions on the endpoint to monitor. For example, Capture Client identifies, 

from the plurality of policies, operating conditions (e.g., threats and suspicious activities) on the 

endpoint to monitor in order to determine mitigation mode: Detect, Protect, or Capture ATP.  
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145 

141. Every ’038 Accused Product practices configuring one or more software agents on 

the endpoint to monitor the plurality of operating conditions. For example, Capture Client is a 

software agent downloaded on the endpoint for monitoring the endpoint. 

 

 
145 https://www.sonicwall.com/techdocs/pdf/capture_client-protecting_assets.pdf, at 10-22. 
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146 

 
146 https://www.sonicwall.com/techdocs/pdf/capture_client-getting_started.pdf, at 22-24. 
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142. Every ’038 Accused Product practices receiving, across a network, at the computing 

system, status information about the plurality of operating conditions on the endpoint gathered by 

the one or more software agents. For example, Capture Client provides endpoint telemetry sharing, 

including user info, device info, and client version and monitors the endpoint for new threats in 

order to “generate reports of the state of your environment and endpoints.” 

147 

 
147 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
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148 

143. Every ’038 Accused Product practices determining, by the computing system, a 

compliance state of the endpoint based on the status information and a plurality of compliance 

policies in the data store. For example, Capture Client determines a compliance state of the endpoint 

based on whether the monitored status information meets the compliances policies that are managed 

at the cloud-based management console. For further example, a basic policy is whether Capture 

Client is running on the endpoint. If so, the endpoint is compliant; if not, the endpoint is not 

compliant.  

 
148 https://www.sonicwall.com/techdocs/pdf/capture_client-getting_started.pdf, at 27. 
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149 

150 

 
149 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
150 https://www.sonicwall.com/medialibrary/pt/datasheet/sonicwall-capture-client.pdf  
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144. Every ’038 Accused Product practices initiating, by the computing system, based on 

the compliance state, an action identified in at least one rule in the data store, wherein the action is 

carried out by a processor on the endpoint. For example, Capture Client can initiate actions since 

“each rule is defined by match criteria and has an action and/or action profile.” In one example, if 

an endpoint is not compliant by having downloaded the Capture Client, an identified action is that 

Internet access may be blocked. 

151 

152 

 
151 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 51. 
152 https://www.sonicwall.com/medialibrary/pt/datasheet/sonicwall-capture-client.pdf  
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153 

145. Defendant has and continues to directly infringe one or more claims of the ’038 

Patent, including claim 1, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing the infringing Accused Products into the United States 

without authority and in violation of 35 U.S.C. § 271.  

146. Defendant has and continues to indirectly infringe one or more claims of the ’038 

Patent by knowingly and intentionally inducing others, including SonicWall customers, and end-

users, to directly infringe, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing into the United States products that include infringing 

technology, such as the ’038 Accused Products. 

147. Defendant has and continues to indirectly infringe one or more claims of the ’038 

Patent including, by knowingly and intentionally inducing others to directly infringe, either literally 

or under the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing 

into the United States the infringing Accused Products. For example, Defendant, with the knowledge 

 
153 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
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that these products, or the use thereof, infringe the ’038 Patent at least as of the date of this 

Complaint against SonicWall, knowingly and intentionally induced, and continues to knowingly 

and intentionally induce, direct infringement of the ’038 Patent by providing these products to 

customers and end-users for use in an infringing manner.  

148. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’038 Patent, but while remaining willfully blind to the 

infringement. Defendant provides detailed information, product manuals, documentation, and 

support which instruct customers and end-users how to use the Accused Products in an infringing 

manner, including at least though its SonicWall Technical Documentation,154 Video Tutorials,155 

SonicWall University,156 and Customer Service157 websites. 

149. Defendant has and continues to indirectly infringe one or more claims of the ’038 

Patent by contributing to the direct infringement, either literally or under the doctrine of equivalents, 

by others, including end-users, by making, using, offering to sell, selling, and/or importing into the 

United States the Accused Products, with the knowledge that, at least as of the date of this 

Complaint, the Accused Products contain components that constitute a material part of the 

inventions claimed in the ’038 Patent. Such components include, for example, SonicWall’s network 

security appliances such as firewalls or Capture Client. Defendant knows that these components are 

especially made or especially adapted for use in an infringement of the ’038 Patent and that these 

components are not a staple article or commodity of commerce suitable for substantial non-

 
154 https://www.sonicwall.com/support/technical-documentation/?language=English  
155https://www.sonicwall.com/support/video-
tutorials/#t=All&sort=relevancy&numberOfResults=12  
156 https://www.sonicwall.com/partners/sonicwall-university/  
157 https://www.sonicwall.com/support/contact-support/customer-service/  
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infringing use. Alternatively, Defendant believed there was a high probability that others would 

infringe the ’038 Patent but remained willfully blind to the infringing nature of others’ actions.  

150. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’038 Patent in an amount to be proved at trial. 

151. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’038 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

152. On information and belief, Defendant acted egregiously and with willful misconduct 

in that its actions constituted direct or indirect infringement of a valid patent, and this was either 

known or so obvious that Defendant should have known about it. Defendant continues to infringe 

the ’038 patent by making, using, selling, offering for sale and/or importing in the United States the 

Accused Products and by inducing the direct infringing use, sale, offer for sale, and importation of 

the Accused Products by others, in reckless disregard of Taasera’s patent rights. Defendant has 

committed and continues to commit acts of infringement that Defendant actually knew or should 

have known constituted an unjustifiably high risk of infringement of at least one valid and 

enforceable claim of the ’038 Patent. Upon information and belief, Defendant had actual knowledge 

of the ’038 Patent from related prior litigations accusing products with similar network and endpoint 

security functionalities involving direct competitors of Defendant. Defendant’s infringement of the 

’038 Patent has been and continues to be willful, entitling Taasera to an award of treble damages, 

reasonable attorney fees, and costs in bringing this action under 35 U.S.C. §§ 284 and 285.  

COUNT VIII 
(Infringement of the ’918 Patent) 

153. Paragraphs 1 through 30 are incorporated by reference as if fully set forth herein. 

154. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’918 Patent. 

Case 5:24-cv-00749   Document 1   Filed 02/07/24   Page 143 of 191



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 

 

   
COMPLAINT FOR PATENT INFRINGEMENT                                    CASE NO. 5:24-cv-00749 

 

143 

 

R
U

SS
 A

U
G

U
ST

 &
 K

A
B

A
T  

155. Defendant has and continues to directly infringe the ’918 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each and 

every limitation of one or more claims of the ’918 Patent. Such products include at least SonicWall 

Capture Client alone, or in combination with SonicWall’s SOHO / TZ Series Firewalls (including 

at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, TZ370/TZ370W, TZ270/TZ270W, 

TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, TZ350/TZ350W, TZ300/TZ300P/TZ300W, 

and SOHO 250/SOHO 250W), NSa Series Firewalls (including at least NSa 6700, NSa 5700, NSa 

4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 

3650, and NSa 2650), NSsp Series Firewalls (including at least NSsp 15700, NSsp 13700, NSsp 

11700, NSsp 10700, NSsp 12800, and NSsp 12400), NSv Series Firewalls (including at least NSv 

870, NSv 470, and NSv 270)  (the “’918 Accused Products”) which comprise a method for 

controlling the operation of an endpoint, comprising: providing a user interface, at a computing 

system remote from the end point, configured to allow configuration of a plurality of policies; 

maintaining the plurality of policies in a data store on the computing system; identifying, from the 

plurality of policies, a plurality of operating conditions on the endpoint to monitor; configuring one 

or more software services provided by an operating system on the endpoint to monitor the plurality 

of operating conditions; receiving, across a network, at the computing system, status information 

about the plurality of operating conditions on the endpoint gathered by the one or more software 

services on the endpoint, and user information that identifies a user of the endpoint; determining, by 

the computing system, a compliance state of the endpoint based on the user information and status 

information, and a plurality of compliance policies in the data store; authorizing access by the 

endpoint to a computing resource on the network, authorization being determined by the remote 

computing system in response to the compliance state; and continuing to monitor the compliance 
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state by the endpoint and restricting access to the computing resource if the compliance state 

changes. 

156. Every ’918 Accused Product comprises a user interface, provided by a computing 

system remote from the endpoint, configured to allow configuration of a plurality of policies. For 

example, Capture Client “is administered from the SonicWall Cloud Management Console” (e.g., a 

computing system remote from the endpoint), “a cloud service requiring only a web browser and an 

internet connection. 

158 

159 

157. Every ’918 Accused Product practices maintaining the plurality of policies in a data 

store on the computing system. For example, Capture Client allows the storage of various endpoint 

 
158 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
159https://www.sonicwall.com/support/knowledge-base/capture-client-system-
requirements/210512075820480/ 
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security policies: “POLICY | Endpoint Security.” These policies can later be managed through the 

Capture Client Console, indicating that they are stored on the computing system.  

160 

161 

158. Every ’918 Accused Product practices identifying, from the plurality of policies, a 

plurality of operating conditions on the endpoint to monitor. For example, Capture Client identifies, 

from the plurality of policies, operating conditions (e.g., threats and suspicious activities) on the 

endpoint to monitor in order to determine mitigation mode: Detect, Protect, or Capture ATP.  

 
160 https://www.sonicwall.com/support/technical-documentation/docs/sonicos-7-0-0-0-
endpoint_security/Content/endpoint-security.htm/  
161 https://www.sonicwall.com/support/technical-documentation/docs/sonicos-7-0-0-0-
endpoint_security/Content/endpoint-security-status.htm/  
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162 

159. Every ’918 Accused Product practices configuring one or more software services 

provided by an operating system on the endpoint to monitor the plurality of operating 

conditions. For example, Capture Client is a software service downloaded on the 

endpoint for monitoring the endpoint. 

 
162 https://www.sonicwall.com/techdocs/pdf/capture_client-protecting_assets.pdf, at 10-22. 
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163 

160. Every ’918 Accused Product practices receiving, across a network, at the computing 

system, status information about the plurality of operating conditions on the endpoint gathered by 

the one or more software services on the endpoint, and user information that identifies a user of the 

endpoint. For example, Capture Client provides endpoint telemetry sharing, including user info, 

device info, and client version and monitors the endpoint for new threats in order to “generate reports 

of the state of your environment and endpoints.” 

164 

 
163 https://www.sonicwall.com/techdocs/pdf/capture_client-getting_started.pdf, at 22-24. 
164 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
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165 

161. Every ’918 Accused Product practices determining, by the computing system, a 

compliance state of the endpoint based on the user information and status information, and a 

plurality of compliance policies in the data store. For example, Capture Client determines a 

compliance state of the endpoint based on whether the monitored status information meets the 

compliances policies that are managed at the cloud-based management console. For further 

example, a basic policy is whether Capture Client is running on the endpoint. If so, the endpoint is 

compliant; if not, the endpoint is not compliant.  

 
165 https://www.sonicwall.com/techdocs/pdf/capture_client-getting_started.pdf, at 27. 
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166 

167 

 
166 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
167 https://www.sonicwall.com/medialibrary/pt/datasheet/sonicwall-capture-client.pdf  
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162. Every ’918 Accused Product authorizing access by the endpoint to a computing 

resource on the network, authorization being determined by the remote computing system in 

response to the compliance state. For example, if an endpoint is not compliant by having 

downloaded the Capture Client, an identified action is that Internet access may be blocked (i.e., 

authorizing access by the endpoint to a computing resource on the network)._ 

168 

169 

170 

 
168 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
169 https://www.sonicwall.com/support/knowledge-base/capture-client-system-
requirements/210512075820480/  
170 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 2.  
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171 

163. Every ’918 Accused Product continuing to monitor the compliance state by the 

endpoint and restricting access to the computing resource if the compliance state changes. For 

example, Capture Client performs continuous behavioral monitoring and “continuously monitors 

for suspicious activity” so that access may be restricted to computing resources if the compliance 

state of the endpoint changes (e.g., “increase user productivity by throttling bandwidth or restricting 

access to objectionable or unproductive web content”). 

172 

 
171 https://www.sonicwall.com/medialibrary/pt/datasheet/sonicwall-capture-client.pdf  
172 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 2. 
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173 

174 

164. Defendant has and continues to directly infringe one or more claims of the ’918 

Patent, including claim 1, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing the infringing Accused Products into the United States 

without authority and in violation of 35 U.S.C. § 271.  

165. Defendant has and continues to indirectly infringe one or more claims of the ’918 

Patent by knowingly and intentionally inducing others, including SonicWall customers, and end-

users, to directly infringe, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing into the United States products that include infringing 

technology, such as the ’918 Accused Products. 

166. Defendant has and continues to indirectly infringe one or more claims of the ’918 

Patent including, by knowingly and intentionally inducing others to directly infringe, either literally 

or under the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing 

 
173 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 2. 
174 https://www.sonicwall.com/medialibrary/en/datasheet/sonicwall-capture-client.pdf, at 2.  
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into the United States the infringing Accused Products. For example, Defendant, with the knowledge 

that these products, or the use thereof, infringe the ’918 Patent at least as of the date of this 

Complaint against SonicWall, knowingly and intentionally induced, and continues to knowingly 

and intentionally induce, direct infringement of the ’918 Patent by providing these products to 

customers and end-users for use in an infringing manner.  

167. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’918 Patent, but while remaining willfully blind to the 

infringement. Defendant provides detailed information, product manuals, documentation, and 

support which instruct customers and end-users how to use the Accused Products in an infringing 

manner, including at least though its SonicWall Technical Documentation,175 Video Tutorials,176 

SonicWall University,177 and Customer Service178 websites. 

168. Defendant has and continues to indirectly infringe one or more claims of the ’918 

Patent by contributing to the direct infringement, either literally or under the doctrine of equivalents, 

by others, including end-users, by making, using, offering to sell, selling, and/or importing into the 

United States the Accused Products, with the knowledge that, at least as of the date of this 

Complaint, the Accused Products contain components that constitute a material part of the 

inventions claimed in the ’918 Patent. Such components include, for example, SonicWall’s network 

security appliances such as firewalls or Capture Client. Defendant knows that these components are 

especially made or especially adapted for use in an infringement of the ’918 Patent and that these 

components are not a staple article or commodity of commerce suitable for substantial non-

 
175 https://www.sonicwall.com/support/technical-documentation/?language=English  
176https://www.sonicwall.com/support/video-
tutorials/#t=All&sort=relevancy&numberOfResults=12  
177 https://www.sonicwall.com/partners/sonicwall-university/  
178 https://www.sonicwall.com/support/contact-support/customer-service/  
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infringing use. Alternatively, Defendant believed there was a high probability that others would 

infringe the ’918 Patent but remained willfully blind to the infringing nature of others’ actions.  

169. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’918 Patent in an amount to be proved at trial. 

170. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’918 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

171. On information and belief, Defendant acted egregiously and with willful misconduct 

in that its actions constituted direct or indirect infringement of a valid patent, and this was either 

known or so obvious that Defendant should have known about it. Defendant continues to infringe 

the ’918 patent by making, using, selling, offering for sale and/or importing in the United States the 

Accused Products and by inducing the direct infringing use, sale, offer for sale, and importation of 

the Accused Products by others, in reckless disregard of Taasera’s patent rights. Defendant has 

committed and continues to commit acts of infringement that Defendant actually knew or should 

have known constituted an unjustifiably high risk of infringement of at least one valid and 

enforceable claim of the ’918 Patent. Upon information and belief, Defendant had actual knowledge 

of the ’918 Patent from related prior litigations accusing products with similar network and endpoint 

security functionalities involving direct competitors of Defendant. Defendant’s infringement of the 

’9183 Patent has been and continues to be willful, entitling Taasera to an award of treble damages, 

reasonable attorney fees, and costs in bringing this action under 35 U.S.C. §§ 284 and 285.  

COUNT IX 
(Infringement of the ’997 Patent) 

172. Paragraphs 1 through 30 are incorporated by reference as if fully set forth herein. 

173. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’997 Patent. 
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174. Defendant has and continues to directly infringe the ’997 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each and 

every limitation of one or more claims of the ’997 Patent. Such products include at least SonicWall 

Capture Client alone, or in combination with SonicWall’s SOHO / TZ Series Firewalls (including 

at least TZ670, TZ570/TZ570P/TZ570W, TZ470/TZ470W, TZ370/TZ370W, TZ270/TZ270W, 

TZ600/TZ600P, TZ500/TZ500W, TZ400/TZ400W, TZ350/TZ350W, TZ300/TZ300P/TZ300W, 

and SOHO 250/SOHO 250W), NSa Series Firewalls (including at least NSa 6700, NSa 5700, NSa 

4700, NSa 3700, NSa 2700, NSa 9650, NSa 9450, NSa 9250, NSa 6650, NSa 5650, NSa 4650, NSa 

3650, and NSa 2650), NSsp Series Firewalls (including at least NSsp 15700, NSsp 13700, NSsp 

11700, NSsp 10700, NSsp 12800, and NSsp 12400), NSv Series Firewalls (including at least NSv 

870, NSv 470, and NSv 270)  (the “’997 Accused Products”) which practice a method for controlling 

the operation of an endpoint, comprising: providing a user interface, at a computing system remote 

from the endpoint, configured to allow configuration of a plurality of policies; maintaining the 

plurality of policies in a data store on the computing system; identifying, from the plurality of 

policies, a plurality of operating conditions on the endpoint to monitor; configuring one or more 

software services provided by an operating system on the endpoint to monitor the plurality of 

operating conditions; receiving, across a network, at the computing system, status information about 

the plurality of operating conditions on the endpoint gathered by the one or more software services; 

determining, by the computing system, a compliance state of the endpoint based on the status 

information and a plurality of compliance policies in the data store; and initiating, remotely by the 

computing system, based on the compliance state, an action identified in at least one rule in the data 

store, wherein the action is carried out by a processor on the endpoint, such that the computing 
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system remotely ensures endpoint compliance with the plurality of compliance policies stored in the 

data store of the computing system. 

175. Every ’997 Accused Product practices providing a user interface, at a computing 

system remote from the endpoint, configured to allow configuration of a plurality of policies. For 

example, Capture Client “is administered from the SonicWall Cloud Management Console” (e.g., a 

computing system remote from the endpoint), “a cloud service requiring only a web browser and an 

internet connection. 

179 

180 

 
179 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
180https://www.sonicwall.com/support/knowledge-base/capture-client-system-
requirements/210512075820480/ 
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176. Every ’997 Accused Product practices maintaining the plurality of policies in a data 

store on the computing system. For example, Capture Client allows the storage of various endpoint 

security policies: “POLICY | Endpoint Security.” These policies can later be managed through the 

Capture Client Console, indicating that they are stored on the computing system.   

 

181 

182 

 
181 https://www.sonicwall.com/support/technical-documentation/docs/sonicos-7-0-0-0-
endpoint_security/Content/endpoint-security.htm/  
182 https://www.sonicwall.com/support/technical-documentation/docs/sonicos-7-0-0-0-
endpoint_security/Content/endpoint-security-status.htm/  
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177. Every ’997 Accused Product practices identifying, from the plurality of policies, a 

plurality of operating conditions on the endpoint to monitor. For example, Capture Client identifies, 

from the plurality of policies, operating conditions (e.g., threats and suspicious activities) on the 

endpoint to monitor in order to determine mitigation mode: Detect, Protect, or Capture ATP.  
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183 

 
183 https://www.sonicwall.com/techdocs/pdf/capture_client-protecting_assets.pdf, at 10-22. 
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178. Every ’997 Accused Product practices configuring one or more software services 

provided by an operating system on the endpoint to monitor the plurality of operating conditions. 

For example, Capture Client is a software service downloaded on the endpoint for monitoring the 

endpoint. 
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https://www.sonicwall.com/techdocs/pdf/capture_client-getting_started.pdf, at 22-24. 
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179. Every ’997 Accused Product practices receiving, across a network, at the computing 

system, status information about the plurality of operating conditions on the endpoint gathered by 

the one or more software services. For example, Capture Client provides endpoint telemetry sharing, 

including user info, device info, and client version and monitors the endpoint for new threats in 

order to “generate reports of the state of your environment and endpoints.” 

184 

 
184 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
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185 

180. Every ’997 Accused Product practices determining, by the computing system, a 

compliance state of the endpoint based on the status information and a plurality of compliance 

policies in the data store. For example, Capture Client determines a compliance state of the endpoint 

based on whether the monitored status information meets the compliances policies that are managed 

at the cloud-based management console. For further example, a basic policy is whether Capture 

Client is running on the endpoint. If so, the endpoint is compliant; if not, the endpoint is not 

compliant.  

 
185 https://www.sonicwall.com/techdocs/pdf/capture_client-getting_started.pdf, at 27. 
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186 

187 

 
186 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
187 https://www.sonicwall.com/medialibrary/pt/datasheet/sonicwall-capture-client.pdf  
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181. Every ’997 Accused Product practices initiating, remotely by the computing system, 

based on the compliance state, an action identified in at least one rule in the data store, wherein the 

action is carried out by a processor on the endpoint, such that the computing system remotely ensures 

endpoint compliance with the plurality of compliance policies stored in the data store of the 

computing system. For example, Capture Client can initiate actions since “each rule is defined by 

match criteria and has an action and/or action profile.” In one example, if an endpoint is not 

compliant by having downloaded the Capture Client, an identified action is that Internet access may 

be blocked. 

188 

 
188 https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf, at 51. 

Case 5:24-cv-00749   Document 1   Filed 02/07/24   Page 186 of 191

https://www.sonicwall.com/techdocs/pdf/sonicos-7-0-about.pdf


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 

 

   
COMPLAINT FOR PATENT INFRINGEMENT                                    CASE NO. 5:24-cv-00749 

 

186 

 

R
U

SS
 A

U
G

U
ST

 &
 K

A
B

A
T  

189 

190 

 
189 https://www.sonicwall.com/medialibrary/pt/datasheet/sonicwall-capture-client.pdf  
190 
https://players.brightcove.net/5380177764001/3xb8sfQmL_default/index.html?videoId=63154002
18112  
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182. Defendant has and continues to directly infringe one or more claims of the ’997 

Patent, including claim 1, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing the infringing Accused Products into the United States 

without authority and in violation of 35 U.S.C. § 271.  

183. Defendant has and continues to indirectly infringe one or more claims of the ’997 

Patent by knowingly and intentionally inducing others, including SonicWall customers, and end-

users, to directly infringe, either literally or under the doctrine of equivalents, by making, using, 

offering to sell, selling, and/or importing into the United States products that include infringing 

technology, such as the ’997 Accused Products. 

184. Defendant has and continues to indirectly infringe one or more claims of the ’997 

Patent including, by knowingly and intentionally inducing others to directly infringe, either literally 

or under the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing 

into the United States the infringing Accused Products. For example, Defendant, with the knowledge 

that these products, or the use thereof, infringe the ’997 Patent at least as of the date of this 

Complaint against SonicWall, knowingly and intentionally induced, and continues to knowingly 

and intentionally induce, direct infringement of the ’997 Patent by providing these products to 

customers and end-users for use in an infringing manner.  

185. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’997 Patent, but while remaining willfully blind to the 

infringement. Defendant provides detailed information, product manuals, documentation, and 

support which instruct customers and end-users how to use the Accused Products in an infringing 
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manner, including at least though its SonicWall Technical Documentation,191 Video Tutorials,192 

SonicWall University,193 and Customer Service194 websites. 

186. Defendant has and continues to indirectly infringe one or more claims of the ’997 

Patent by contributing to the direct infringement, either literally or under the doctrine of equivalents, 

by others, including end-users, by making, using, offering to sell, selling, and/or importing into the 

United States the Accused Products, with the knowledge that, at least as of the date of this 

Complaint, the Accused Products contain components that constitute a material part of the 

inventions claimed in the ’997 Patent. Such components include, for example, SonicWall’s network 

security appliances such as firewalls or Capture Client, that integrate with Sonicwall Capture ATP. 

Defendant knows that these components are especially made or especially adapted for use in an 

infringement of the ’997 Patent and that these components are not a staple article or commodity of 

commerce suitable for substantial non-infringing use. Alternatively, Defendant believed there was 

a high probability that others would infringe the ’997 Patent but remained willfully blind to the 

infringing nature of others’ actions.  

187. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’997 Patent in an amount to be proved at trial. 

188. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’997 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

189. On information and belief, Defendant acted egregiously and with willful misconduct 

in that its actions constituted direct or indirect infringement of a valid patent, and this was either 

 
191 https://www.sonicwall.com/support/technical-documentation/?language=English  
192https://www.sonicwall.com/support/video-
tutorials/#t=All&sort=relevancy&numberOfResults=12  
193 https://www.sonicwall.com/partners/sonicwall-university/  
194 https://www.sonicwall.com/support/contact-support/customer-service/  
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known or so obvious that Defendant should have known about it. Defendant continues to infringe 

the ’997 patent by making, using, selling, offering for sale and/or importing in the United States the 

Accused Products and by inducing the direct infringing use, sale, offer for sale, and importation of 

the Accused Products by others, in reckless disregard of Taasera’s patent rights. Defendant has 

committed and continues to commit acts of infringement that Defendant actually knew or should 

have known constituted an unjustifiably high risk of infringement of at least one valid and 

enforceable claim of the ’997 Patent. Upon information and belief, Defendant had actual knowledge 

of the ’997 Patent from related prior litigations accusing products with similar network and endpoint 

security functionalities involving direct competitors of Defendant. Defendant’s infringement of the 

’997 Patent has been and continues to be willful, entitling Taasera to an award of treble damages, 

reasonable attorney fees, and costs in bringing this action under 35 U.S.C. §§ 284 and 285.  

PRAYER FOR RELIEF 

WHEREFORE, Taasera prays for judgment and relief as follows: 

a. Entry of judgment declaring that Defendant has directly and/or indirectly infringed 

one or more claims of each of the Patents-in-Suit; 

b. An order pursuant to 35 U.S.C. § 283 permanently enjoining Defendant, its officers, 

agents, servants, employees, attorneys, and those persons in active concert or participation with it, 

from further acts of infringement of the Patents-in-Suit;  

c. An order awarding damages sufficient to compensate Taasera for Defendant’s 

infringement of the Patents-in-Suit, but in no event less than a reasonable royalty, together with 

interest and costs; 

d. A judgment and order requiring Defendant to pay Taasera treble damages and pre-

judgment interest under 35 U.S.C. § 284 as a result of, inter alia, Defendant’s willful and deliberate 

infringement of the Asserted Patents; 
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e. Entry of judgment declaring that this case is exceptional and awarding Taasera its 

costs and reasonable attorney fees under 35 U.S.C. § 285; and, 

f. Such other and further relief as the Court deems just and proper. 

DEMAND FOR JURY TRIAL 

Pursuant to Federal Rule of Civil Procedure 38 and Civil Local Rule 3-6, Taasera demands 

a jury trial on all issues and claims so triable. 

 

DATED:  February 7, 2024 Respectfully submitted, 
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