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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION
AUTHWALLET, LLC,
Plaintiff, Civil Action No.
V.
GLOBAL PAYMENTS, INC., JURY TRIAL DEMANDED
Defendant

PLAINTIFF’S ORIGINAL COMPLAINT FOR PATENT INFRINGEMENT
COMES NOW, AuthWallet, LLC (“Plaintiff” or “AuthWallet”) files this

Original Complaint and demand for jury trial seeking relief from patent
infringement of the claims of U.S. Patent No. 8,099,368 (“the *368 patent”) and
U.S. Patent No. 9,292,852 (“the ’852 patent”) (referred to as the “Patents-in-
Suit”) by Global Payments, Inc., (“Defendant” or “Global Payments™).

L. THE PARTIES

1. Plaintiff is a Texas Limited Liability Company with its principal place of
business located in Harris County, Texas.

2. On information and belief, Defendant is a corporation organized and
existing under the laws of the State of Georgia, with a regular and established
place of business located at 3550 Lenox Road, Atlanta, Georgia, 30326.

II. On information and belief, Defendant sells and offers to sell products and
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services throughout Georgia, and introduces products and services that
perform infringing methods or processes into the stream of commerce
knowing that they would be sold in Georgia. Defendant can be served
with process through their registered agent, CT Corporation System, 289
S Culver St, Lawrenceville, Georgia 30046, at its place of business, or
anywhere else it may be found.
11. JURISDICTION AND VENUE
4, This Court has original subject-matter jurisdiction over the entire action
pursuant to 28 U.S.C. §§ 1331 and 1338(a) because Plaintiff’s claim arises under
an Act of Congress relating to patents, namely, 35 U.S.C. § 271.

5. This Court has personal jurisdiction over Defendant because: (i) Defendant
is present within or has minimum contacts within the State of Texas and this
judicial district; (i1) Defendant has purposefully availed itself of the privileges of
conducting business in the State of Georgia and in this judicial district; and (ii1)
Plaintiff’s cause of action arises directly from Defendant’s business contacts and
other activities in the State of Georgia and in this judicial district.

6. Venue is proper in this district under 28 U.S.C. §§ 1391(b) and 1400(b).
Defendant has committed acts of infringement and has a regular and established
place of business in this District. Further, venue is proper because Defendant

conducts substantial business in this forum, directly or through intermediaries,
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including: (1) at least a portion of the infringements alleged herein; and

(1) regularly doing or soliciting business, engaging in other persistent courses of
conduct and/or deriving substantial revenue from goods and services provided to
individuals in Georgia and this District.

IV. INFRINGEMENT - Infringement of the 368 Patent

7. On January 17, 2012, U.S. Patent No. 8,099,368 (“the ’368 patent”,
included as Exhibit A and part of this complaint) entitled “Intermediary service
and method for processing financial transaction data with mobile device
confirmation” was duly and legally issued by the U.S. Patent and Trademark
Office. Plaintiff owns the ’368 patent by assignment.

8. The ’368 patent relates to novel and improved methods and systems for
processing financial transaction data in a server including a processor and an
associated storage area.

9. Defendant maintains, operates, and administers systems, products, and
services that infringes one or more of claims 1-29 of the *368 patent, literally or
under the doctrine of equivalents. Defendant put the inventions claimed by the
’368 Patent into service (i.e., used them); but for Defendant’s actions, the
claimed-inventions embodiments involving Defendant’s products and services
would never have been put into service. Defendant’s acts complained of herein

caused those claimed-invention embodiments as a whole to perform, and
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Defendant’s procurement of monetary and commercial benefit from it.

10. Support for the allegations of infringement may be found in the chart
attached as Exhibit B. These allegations of infringement are preliminary and are
therefore subject to change.

11. Defendant has and continues to induce infringement. Defendant has
actively encouraged or instructed others (e.g., its customers and/or the customers
of its related companies), and continues to do so, on how to use its products and
services (e.g., processing financial transaction data in a server including a
processor and an associated storage area) such as to cause infringement of one or
more of claims 1-29 of the ’368 patent, literally or under the doctrine of
equivalents. Moreover, Defendant has known of the ’368 patent and the
technology underlying it from at least the filing date of the lawsuit.! For clarity,

direct infringement is previously alleged in this complaint.

12. Defendant has and continues to contributorily infringe. Defendant has
actively encouraged or instructed others (e.g., its customers and/or the customers
of its related companies), and continues to do so, on how to use its products and
services (e.g., processing financial transaction data in a server including a
processor and an associated storage area) and related services such as to cause

infringement of one or more of claims 1-29 of the ’368 patent, literally or under

'Plaintiff reserves the right to amend and add inducement pre-suit if discovery reveals an earlier date of knowledge.
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the doctrine of equivalents. Further, there are no substantial noninfringing uses
for Defendant’s products and services. Moreover, Defendant has known of the
’368 patent and the technology underlying it from at least the filing date of the
lawsuit.? For clarity, direct infringement is previously alleged in this complaint.

13. Defendant has caused and will continue to cause Plaintiff damage by direct
and indirect infringement of (including inducing infringement of) the claims of
the *368 patent.

V.  INFRINGEMENT - Infringement of the 852 Patent

14. On March 22, 2016, U.S. Patent No. 9,292,852 (“the 852 patent”, attached
as Exhibit A) entitled “System And Method For Applying Stored Value To A
Financial Transaction” was duly and legally issued by the U.S. Patent and
Trademark Office. Wallet owns the 852 patent by assignment.

15. The 852 patent relates to novel and improved methods and systems for
processing financial transaction data.

16. Defendant maintains, operates, and administers online platforms, products
and services that facilitate financial transaction data processing that infringes one
or more claims of the ’852 patent, including one or more of claims 1-40, literally

or under the doctrine of equivalents. Defendant put the inventions claimed by the

2 Plaintiff reserves the right to amend and add inducement pre-suit if discovery reveals an earlier date of knowledge.



Case 1:24-cv-03100-WMR Document 1 Filed 07/12/24 Page 6 of 117

’852 Patent into service (i.e., used them); but for Defendant’s actions, the claimed-
inventions embodiments involving Defendant’s products and services would never
have been put into service. Defendant’s acts complained of herein caused those
claimed-invention embodiments as a whole to perform, and Defendant’s
procurement of monetary and commercial benefit from it.

17. Support for the allegations of infringement may be found in the chart
attached as Exhibit D. these allegations of infringement are preliminary and there
fore are subject to change.

18. Defendant has and continues to induce infringement. Defendant has actively
encouraged or instructed others (e.g., its customers and/or the customers of its
related companies), and continues to do so, on how to use its products and
services (e.g., payment products and services that facilitate purchases from a
vendor using a bridge computer) such as to cause infringement of one or more of
claims 1-18 of the ’852 patent, literally or under the doctrine of equivalents.
Moreover, Defendant has known or should have known of the *852 patent and the
technology underlying it from at least the date of issuance of the patent.

19. Defendant has and continues to contributorily infringe. Defendant has
actively encouraged or instructed others (e.g., its customers and/or the customers
of its related companies), and continues to do so, on how to use its products and

services (e.g., payment products and services that facilitate purchases from a
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vendor using a bridge computer) and related services such as to cause
infringement of one or more of claims 1-18 of the *852 patent, literally or under
the doctrine of equivalents. Moreover, Defendant has known or should have
known of the 852 patent and the technology underlying it from at least the date of
issuance of the patent.

20. Defendant has caused and will continue to cause Plaintiff damage by direct
and indirect infringement of (including inducing infringement of) the claims of the
’852 patent.

VI.  CONDITIONS PRECEDENT

21. Plaintiff is a non-practicing entity, with no products to mark. Plaintiff has
plead all statutory requirements to obtain pre-suit damages. Further, all conditions
precedent for recovery are met.

Vil. JURY DEMAND
Plaintiff hereby requests a trial by jury on issues so triable by right.
vill. PRAYER FOR RELIEF
WHEREFORE, Plaintiff prays for relief as follows:

a. enter judgment that Defendant has infringed the claims of the *368 patent;

b. award Plaintiff damages in an amount sufficient to compensate it for
Defendant’s infringement of the Patents-in-Suit in an amount no less than

a reasonable royalty or lost profits, together with pre-judgment and post-
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judgment interest and costs under 35 U.S.C.

§ 284;

award Plaintiff an accounting for acts of infringement not presented at trial
and an award by the Court of additional damage for any such acts of
infringement;

declare this case to be “exceptional” under 35 U.S.C. § 285 and award
Plaintiff its attorneys’ fees, expenses, and costs incurred in this action;
provided discovery reveals that Defendant knew (1) knew of the patent-in-
suit prior to the filing date of the lawsuit; (2) after acquiring that
knowledge, it infringed the patent; and (3) in doing so, it knew, or should
have known, that its conduct amounted to infringement of the patent,
declare Defendants’ infringement to be willful and treble the damages,
including attorneys’ fees, expenses, and costs incurred in this action and an
increase in the damage award pursuant to 35 U.S.C. § 284;;

a decree addressing future infringement that either (if) awards a permanent
injunction enjoining Defendant and its agents, servants, employees,
affiliates, divisions, and subsidiaries, and those in association with
Defendant from infringing the claims of the Patents-in-Suit, or (i1) awards
damages for future infringement in lieu of an injunction in an amount

consistent with the fact that for future infringement the Defendant will be
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an adjudicated infringer of a valid patent, and trebles that amount in view
of the fact that the future infringement will be willful as a matter of law;
and

award Plaintiff such other and further relief as this Court deems just and
proper.

Respectfully submitted this 12" day of July, 2024.

THE DUCOS LAW FIRM, LLC

Alexander Shunnarah Trial Attorneys, of Counsel

/s/ Kristina Ducos
Kristina Ducos
Georgia State Bar No. 440149
600 Peachtree Street NE, Suite 3710
Atlanta, Georgia 30308
(404) 469-9574 (telephone)
(470) 220-5130 (fax)

&

Ramey LLP

/s/ William P. Ramey, 111

William P. Ramey, I1I (pro hac vice anticipated)
Texas Bar No. 24027643

5020 Montrose Blvd., Suite 800

Houston, Texas 77006

(713) 426-3923 (telephone)

(832) 900-4941 (fax)
wramey(@rameyfirm.com

Attorneys for AUTHWALLET, LLC
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1
INTERMEDIARY SERVICE AND METHOD
FOR PROCESSING FINANCIAL
TRANSACTION DATA WITH MOBILE
DEVICE CONFIRMATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 61/112,749, entitled “Mobile Card Access &
Authorization”, filed on Nov. 8, 2008. This application is
related to concurrently filed U.S. patent application Ser. No.
12/557,453, entitled “System and Method for Processing
Financial Transaction Data Using an Intermediary Service,”.

BACKGROUND

Companies that participate in electronic transaction sys-
tems (e.g., transaction systems that process credit cards, debit
cards, etc.) must balance a number of competing concerns in
their interactions with the systems. As businesses, companies
must track their costs in dealing with transaction systems. For
example, merchants who accept credit cards are subject to
various fees when processing transactions. Merchants may
therefore decide to accept certain credit cards and reject oth-
ers, or require a minimum charge amount when accepting a
card for payment, in order to reduce fees. In addition, mer-
chants must track and make policy decisions about how they
use and protect personal information associated with trans-
actions. Government regulations and private contracts (e.g.,
with the credit card associations) set privacy and security
requirements that banks and merchants must satisfy. The
privacy and security requirements place limits on data secu-
rity and encryption and also limit the types of data that can be
transmitted using different formats. These concerns are inter-
related because participants in the system pay lower fees
when more customer information is provided with the trans-
action information. Fees are lower because the additional
customer information can generally be retrieved only from
the physical card itself, indicating that the card was present at
the time of the transaction. Thus, a purchase at a brick-and-
mortar business is charged a lower processing fee than a
purchase on the Internet, because the brick-and-mortar busi-
ness is able to transmit more customer information to the
credit card company.

Consumers also balance competing concerns. Avoiding
losses from fraudulent or erroneous transactions is a particu-
lar concern. Currently, some issuing institutions use auto-
mated systems that attempt to detect and reject suspicious
transactions based on transaction characteristics (e.g., loca-
tion, amount, etc.). However, these automated systems are
often unsuccessful in differentiating legitimate transactions
and fraudulent transactions. Otherwise, consumers can gen-
erally detect fraudulent or erroneous transactions only by
reviewing their bill or statement to verify that every transac-
tion is correct. Reviewing bills is inconvenient because it
requires continual vigilance from the consumer. In addition,
several days or weeks may pass before an erroneous or
fraudulent transaction is detected. Thus, it would be useful to
have payment systems that enable consumers to more effi-
ciently detect these incorrect transactions.

Convenience is also a major concern for consumers. The
average consumer may pay for purchases using multiple pay-
ment instruments, such as credit cards, debit cards, and gift
cards. Each payment instrument has a separate card or token
and a separate set of identifying information, such as credit/
debit card numbers, that must be tracked. Managing multiple
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payment instruments can therefore be complicated and cum-
bersome. Thus, it would be useful to consumers to be able to
manage multiple payment instruments in a simple fashion.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a representative environment
for processing financial transaction data according to prior art
methods.

FIG. 2A is a block diagram that illustrates communication
steps for sending an authorization request to an intermediary
service.

FIG. 2B is ablock diagram that illustrates a two-step autho-
rization process performed by the intermediary service.

FIG. 2C is a block diagram that illustrates a process for
authorizing a transaction using a modified authorization
request.

FIGS. 3A-3D are representative user interfaces presented
to a customer of a mobile device during a financial transac-
tion.

FIG. 4 is a block diagram of a representative server archi-
tecture.

FIG. 5 is a logical block diagram of the intermediary ser-
vice.

FIGS. 6 A and 6B are a flow chart of a process for process-
ing financial transaction data executed by an intermediary
service.

FIG. 7 is a flowchart of a process for processing financial
transaction data executed by an acquirer.

FIG. 8 is a logical block diagram of the acquirer.

FIG. 9 is a block diagram of encrypted message routing
through the intermediary service.

DETAILED DESCRIPTION

A transaction processing service that operates as an inter-
mediary, between acquirers of financial transaction requests
and issuing institutions that process the financial transaction
requests is disclosed (hereinafter referred to as “the interme-
diary service” or “the service”). The intermediary service
utilizes a customer’s mobile device as an out-of-band com-
munication channel to notify a customer of a received finan-
cial transaction request. In certain circumstances, before con-
tinuing to process the received financial transaction request
the service must first receive the customer’s confirmation of
the transaction. By seeking out-of-band confirmation from a
customer to a transaction, the disclosed intermediary service
thereby significantly reduces the occurrence of fraud without
changing or otherwise burdening standard merchant payment
processes.

To initiate a transaction, a customer presents a card or token
containing unique identifying information to a merchant in
order to pay for a purchase. The token may be, for example, an
RFID tag or other contactless device for providing the unique
identifying information and may be contained in or attached
to the customer’s mobile device. The merchant transmits the
unique identifying information to an acquirer (i.e., a financial
institution that provides a clearinghouse service for consoli-
dating financial transactions) in an initial authorization
request. The acquirer recognizes that the initial authorization
request is associated with the intermediary service based on
the unique identifying information, and transmits at least part
of'the initial authorization request to the intermediary service.
The intermediary service authenticates the request and
retrieves stored customer information from a database based
on the identifying information. The stored customer informa-
tion includes an address of the customer’s mobile device, a
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reference to one or more payment instruments associated
with the customer, and a verification code associated with the
customer’s intermediary service account.

Using the retrieved address of the device, the intermediary
service transmits a transaction notification message to the
customer’s mobile device. The transaction notification mes-
sage may include the name or location of the point of pur-
chase, the transaction amount, a listing of payment instru-
ments that may be used to pay for the transaction, and/or other
pertinent characteristics of the transaction. The transaction
notification message may also specify a required response
from the customer. The required response may vary depend-
ing on the requesting merchant, the type of transaction, the
amount of the transaction, or other factor associated with the
transaction (e.g., the type of goods or services being sold, an
assessment of the likelihood of fraud, etc.). For example, a
low-price transaction may require no response, a higher value
transaction may require that the customer confirm the trans-
action, and a still higher value transaction may require that the
customer confirm the transaction and provide a verification
code in response to the transaction notification message. The
transaction notification message is presented to the customer
on the mobile device. The intermediary service may also
support fallback methods for transmitting the transaction
notification message to the customer in the event that the
primary method of sending the message to the customer is not
available.

If'a response is required from the customer, the customer’s
response is received by the mobile device and transmitted to
the intermediary service. The intermediary service continues
processing of the initial authorization request based on the
customer’s response. If the customer fails to respond to the
transaction notification message, rejects the transaction, or
provides an incorrect verification code, the intermediary ser-
vice sends a denial message to the acquirer and the transaction
fails.

If the customer authorizes the transaction by confirming
the transaction, or confirming the transaction and providing a
correct verification code, the intermediary service transmits
an information request to the issuing institution of a payment
instrument that is to be used to complete the transaction. In
response to the request, the issuing institution provides
account information for the selected payment instrument. The
intermediary service forwards the account information to the
acquirer, which generates a modified authorization request
based on the received account information. The acquirer then
sends the modified request to the associated payment asso-
ciation in accordance with its standard practices. By provid-
ing the account information to generate the modified autho-
rization request, the intermediary service allows a customer
to easily select among multiple payment instruments while
using a single token or identifier at the time of payment. In
addition, the provided account information may include addi-
tional verification that enables the payment association to
process the transaction with a lower fee.

In some embodiments, the intermediary service may main-
tain a record of a set of payment instruments that are available
to each customer for purposes of a transaction. One or more
payment instruments may be automatically selected for each
transaction based on rules that are defined by the intermediary
service, by the customer, or by the merchant. Alternatively, a
customer may be allowed to select a payment instrument from
alist of payment instruments that are provided in a transaction
notification message that is transmitted by the service to the
customer. The selected payment instrument or payment
instruments determine the issuing institution or institutions to
which the intermediary service sends the information request.
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In some embodiments, a customer may provide the unique
identifying information to an online merchant via a computer
interface, such as via a checkout process implemented on a
web site. The online merchant transmits the unique identify-
ing information to an acquirer (i.e., a financial institution that
provides a clearinghouse service for consolidating financial
transactions) in an initial authorization request. The transac-
tion is then processed by the intermediary service in a similar
manner to transactions received from a brick-and-mortar
merchant. Alternatively, the online merchant may bypass the
acquirer by transmitting the information directly to the inter-
mediary service. The transaction may then be processed by
the intermediary service as discussed above, with the online
merchant acting in the acquirer’s role.

When sensitive account information is transmitted through
the intermediary service from a financial institution to an
acquirer, the account information may remain in an encrypted
form that cannot be interpreted or used by the intermediary
service. For example, the intermediary service may allow
customers to request payment with a debit card that requires
a PIN or other unique code. Rather than having the customer
enter the PIN or unique code, the PIN or code is transmitted
by a financial institution across the intermediary service in an
encrypted manner such that it cannot be utilized by the ser-
vice. Only the intended receiving party has the necessary
information to decrypt and use the received PIN or code. In
this manner, customers are able to utilize the intermediary
service for transactions like debit purchases. Such transac-
tions are normally not available in certain environments
because of rules pertaining to the handling and processing of
PINs.

Various embodiments of the invention will now be
described. The following description provides specific details
for a thorough understanding and an enabling description of
these embodiments. One skilled in the art will understand,
however, that the invention may be practiced without many of
these details. Additionally, some well-known structures or
functions may not be shown or described in detail, so as to
avoid unnecessarily obscuring the relevant description of the
various embodiments. The terminology used in the descrip-
tion presented below is intended to be interpreted in its broad-
est reasonable manner, even though it is being used in con-
junction with a detailed description of certain specific
embodiments of the invention.

FIG. 1 is a block diagram of a representative environment
100 in which various parties process financial transaction data
according to prior art methods. In the prior art environment, a
transaction is initiated in step 1 when a customer 102 tenders
a credit or debit card 104 at a point of purchase associated
with a merchant 106. As used herein, “point of purchase”
refers to any point where a card is used to pay for a good or
service. A point of purchase may include, for example, a
store, a vending machine, an online retailer, a restaurant, a
contractor, a provider of services, etc.

To obtain identifying information contained on a tendered
card and initiate the transaction process, the customer 102 or
the merchant 106 may swipe the card 104 through a card
reader and, if required, enter a PIN or code. Alternatively, for
a purchase made via a website, phone, or other network-
accessible service, the customer 102 may provide a card
number, associated name, and/or other identifying informa-
tion to the merchant. The identifying information that is
obtained from the card depends on the type of transaction and
the available systems for reading the card. Standard credit and
debit cards include several sets of information referred to as
Track 1 and Track 2. The data on Track 1 is considered public,
while the data on Track 2 is considered private and must be
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transmitted using special security protections dictated by the
issuing bank or the payment association (e.g., Visa, Master-
Card, etc.). However, transaction fees are lower if data from
Track 2 is also provided. Because of the security restrictions
and the lack of a reader that can read the tracks, data from
Track 2 is generally not available for online, mail order, or
telephone transactions (generally referred to as “card not
present transactions”).

After receiving identifying information, the merchant 106
in step 2 sends an authorization request to an acquirer 108.
The authorization request includes transaction information
such as the identifying information, point of purchase infor-
mation (e.g., a merchant’s name or identifier), and the trans-
action details (e.g., price, products, quantities, fees and
taxes). The acquirer 108 is generally a separate financial
institution that functions as a clearinghouse for many elec-
tronic transactions. The acquirer 108 in step 3 forwards the
authorization request to a payment association 112, which
forwards the request to an issuing institution 110 in step 4.
The issuing institution 110 may be, for example, a bank or
other institution that provided the credit or debit card.

After receiving the authorization request, the issuing insti-
tution 110 evaluates the request by verifying the identifying
information and the transaction amount. The issuing institu-
tion 110 then authorizes the transaction in step 5 by transmit-
ting an authorization message to the payment association 112,
which forwards the message to the acquirer 108 in step 6. In
step 7, the acquirer 108 forwards the authorization message to
the point of purchase 106, which records the completed trans-
action. At a later time, the issuing institution 110 provides
payment for the transaction by transmitting the funds in step
8 to the payment association 112, which forwards the pay-
ment to the acquirer 108 in step 9. In the final step, the
acquirer forwards the funds to the point of purchase 106 in
step 10.

FIGS. 2A, 2B, and 2C illustrate an environment 200 in
which an intermediary service 204 operates and depicts the
order in which various service and system modules involved
in the transaction communicate in order to authorize and
facilitate the completion of a specific transaction. FIG. 2A
illustrates the communication steps for sending an initial
authorization request to the intermediary service. A transac-
tion begins in step 1 when a customer 102 uses a token 202 to
provide unique identifying information to the merchant 106
at a point of purchase (POP) in order to make a purchase. As
used herein, “token” is a generic term that refers to various
means for providing the unique identifying information to the
merchant 106. For example, a token may be a magnetic strip
on a credit or debit card, a radio frequency identification
(RFID) tag embedded in a card or mobile device, an optical
pattern that is scanned by a scanner (e.g., a bar code) or
similar or different technologies for conveying identifying
information to the merchant. As discussed above, the identi-
fying information may be provided at the point of purchase by
swiping a card or by the customer 102 providing the infor-
mation such as by typing identifying information using a
keyboard (e.g., when purchasing at a website). The point of
purchase may alternatively receive the information by detect-
ing, through the use of a radio frequency identification
(RFID) reader, an RFID token or other identification token
associated with the card or with the customer’s mobile
device. The token 202 may be issued by the intermediary
service 204 and is generally not associated with the custom-
er’s credit or debit cards. The unique identifying information
may be an alpha-numeric code, a sixteen digit number similar
to a credit card number, or one or more pieces of data that
uniquely identifies the customer. The point of purchase 106
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then generates the initial authorization request based on the
received identifying information, point of purchase informa-
tion, and transaction information and transmits the initial
authorization request to the acquirer 108 in step 2. In some
embodiments, the initial authorization request includes a
unique transaction identifier. The transaction identifier may
be retained throughout the authorization process such that
every participant can use it to identify the transaction.

Rather than send the initial authorization request directly to
the payment association 112, the acquirer 108 in step 3 sends
atleast part of the data from the initial authorization request to
the intermediary service 204. The acquirer is able to route the
initial authorization request to the intermediary service 204
because the identifying information transmitted in the autho-
rization request identifies the initial authorization request as
being associated with a customer 102 having an account with
the intermediary service 204. After receiving the data from
the initial authorization request from the acquirer 108, as will
be discussed in additional detail herein, the intermediary ser-
vice 204 authenticates the request to ensure that the request
has been issued from a valid acquirer and the transaction is
valid. Among other steps, the intermediary service 204 also
retrieves customer information associated with the transac-
tion. The customer information includes an address of a
mobile device that is associated with the customer, one or
more payment instruments (e.g., credit cards, debit cards,
bank accounts, etc.) that are associated with the token 202,
and a verification code that is associated with the customer,
the token, or with a particular payment instrument. The cus-
tomer information may also include any customer-defined
rules on how such payment instruments are to be applied to
the transaction.

FIG. 2B illustrates a two-step authorization process per-
formed by the intermediary service. After authenticating the
initial authorization request from the acquirer 108, at a step 4a
the intermediary service 204 transmits a transaction notifica-
tion message to a mobile device 206 that is associated with the
customer. The mobile device may be a mobile phone, a smart
phone, a media player (e.g., an Apple iPod, or iTouch), a
mobile game device (e.g. a Nintendo GameBoy, a Sony PSP),
a personal digital assistant (PDA), an email device (e.g., a
Blackberry), or any other device that may send and receive
wireless transmissions. The transaction notification message
is transmitted to the mobile device via an XMPP message
using the retrieved address of the mobile device. The XMPP
message may be sent using a data channel, such as a data
network implementing TCP/IP provided by a wireless service
provider. The message may be sent to a standard TCP port,
such as port 5222. The retrieved address may be, for example,
atelephone number, network address, or e-mail address asso-
ciated with the mobile device. The transaction notification
message includes transaction information such as the
amount, time, or location of the transaction. The transaction
notification message may also request the customer 102 to
provide information to continue the transaction, such as to
provide a transaction confirmation, a customer-specific,
token-specific, or payment instrument specific) verification
code, and/or a selection of'a payment instrument to use for the
transaction.

In the event that the intermediary service 204 is unable to
transmit the transaction notification message to the mobile
device, the intermediary service may support fallback meth-
ods for transmitting a transaction notification message to the
customer. For example, in the event that the intermediary
service is unable to communicate with the mobile device
using an XMPP-formatted message, the service may also
send the transaction notification message to the device using
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a short message service (SMS) message, an email message, or
through another messaging channel. In some embodiments,
the intermediary service may call the mobile device (if the
mobile device has voice capability) and may use an Interac-
tive Voice Response (IVR) system to solicit the confirmation
from the customers. If the mobile device cannot be reached
via any channel, in some embodiments the intermediary ser-
vice 204 transmits the transaction notification message to a
different device capable of receiving data messages that is
associated with the customer, such as a personal computer.
Alternatively, the intermediary service may attempt to com-
municate with the user through a land-line telephone. The
intermediary service may maintain a prioritized list of fall-
back methods to use, and may proceed through the list until
the transaction notification message is delivered to the cus-
tomer or until a certain period has elapsed and the service
declares a delivery failure.

FIGS. 3A-3D are representative screenshots of a transac-
tion notification message that may appear to a customer of a
mobile device. Although the figures depict each example
message separately, portions of the messages shown in FIGS.
3A-3D may in some cases be combined in a single message.
FIG. 3A depicts a representative screenshot 220 associated
with a first notification message. The notification message
includes a region 222 that contains details of the financial
transaction, such as a vendor (in the depicted example, a
Barnes & Noble bookstore), a total amount being charged
($21.36), and a financial instrument that is being used to
complete the transaction (a personal Visa card, automatically
selected as a result of a service, customer, or merchant rule).
For transactions under a first threshold, the service may not
require a customer to confirm that the transaction should take
place. In the depicted example, the notification message
therefore includes a message 224 to the customer indicating
that no response is required to approve the transaction. If,
however, the customer is unaware of the transaction and
therefore believes that the transaction may be a fraudulent
one, the customer is presented with a “deny” button 226. By
selecting the deny button, the customer is able to notify the
intermediary service that the transaction is fraudulent or in
error and thereby cause the intermediary service to terminate
the transaction.

FIG. 3B depicts a representative screenshot 228 associated
with a second notification message. The notification message
includes a region 222 that contains details of the financial
transaction, such as a vendor (in the depicted example, a
restaurant), a total amount being charged ($75.24), and a
financial instrument that is being used to complete the trans-
action (a debit card, automatically selected as a result of a
service, customer, or merchant rule). For transactions
between the first threshold and a second threshold, the service
may require a customer to confirm that the transaction should
take place. In the depicted example, the notification message
therefore includes a message 230 to the customer indicating
that the customer must confirm or deny the transaction. To
confirm the transaction, the customer may select a “confirm”
button 232. By selecting the confirm button, the customer is
able to notify the intermediary service that the transaction
should proceed. To deny the transaction, the customer selects
the “deny” button 226. Selecting the deny button notifies the
intermediary service that the transaction is fraudulent or in
error and thereby cause the intermediary service to terminate
the transaction.

FIG. 3C depicts a representative screenshot 234 associated
with a third notification message. The notification message
includes a region 222 that contains details of the financial
transaction, such as a vendor (in the depicted example, Office
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Depot), a total amount being charged ($132.16), and a finan-
cial instrument that is being used to complete the transaction
(a business American Express card, automatically selected as
a result of a service, customer, or merchant rule). For trans-
actions above the second threshold, the service may require a
customer to confirm that the transaction should take place by
entering the customer’s verification code. In the depicted
example, the notification message therefore includes a mes-
sage 236 to the customer indicating that the customer must
enter the verification code. A text entry box 238 is provided,
which displays a default character (e.g., “*”) as an additional
security measure as the customer keys in their verification
code. After entry of the code, the customer selects an “enter”
button 240 to confirm the transaction. By selecting the enter
button, the customer notifies the intermediary service that the
transaction should proceed, provided that the verification
code entered by the customer matches the verification code
that is associated with the customer, the token, or the payment
instrument and stored by the service. To deny the transaction,
the customer selects the “deny” button 226. Selecting the
deny button notifies the intermediary service that the trans-
action is fraudulent and thereby cause the intermediary ser-
vice to terminate the transaction.

FIG. 3D depicts a representative screenshot 242 associated
with a fourth notification message. The notification message
includes a region 222 that contains details of the financial
transaction, such as a vendor (in the depicted example, a
restaurant) and a total amount being charged ($75.24). Rather
than the display of an automatically-selected payment instru-
ment that will be used as the financial instrument in the
transaction, however, the fourth notification message
includes a drop-down menu 244 that allows the customer to
affirmatively select the desired payment instrument that the
customer would like to use for the transaction. For example,
the customer may select a direct transfer from a checking
account (depicted), or any debit, credit, gift certificate, or
other holder of value that is associated with the account of the
customer at the intermediary service. Once the customer has
selected the desired financial instrument to use in the trans-
action, the customer then confirms that the transaction should
proceed by selecting the “confirm” button 232. By selecting
the confirm button, the customer is able to notify the inter-
mediary service that the transaction should proceed using the
selected financial instrument. To deny the transaction, the
customer selects the “deny” button 226. Selecting the deny
button notifies the intermediary service that the transaction is
fraudulent or in error and thereby cause the intermediary
service to terminate the transaction.

Returning to FIG. 2B, when required by the transaction
notification message (such as required by the transaction
notification messages in FIGS. 3B-3D), the customer 102
uses the mobile device 206 to send a confirmation message.
Such a confirmation message is sent in a step 45, and may
confirm the transaction or deny the transaction in the trans-
action notification message. If the customer denies the trans-
action, the intermediary service ends further processing of the
first authorization request and notifies the acquirer 108 that
the request has been denied. The acquirer, in turn, notifies the
merchant who then cancels the transaction.

If, however, the customer confirms the transaction in the
notification message from the mobile device 206, or if the
notification message does not require a confirmation receipt
from the customer (such as in the transaction notification
message in FIG. 3A) the intermediary service 204 generates
an information request, which is used to obtain account infor-
mation for a selected payment instrument. As described
below, the account information is used to complete the pro-
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cess of authorizing the transaction. The information request is
based on the initial authorization request, the customer’s veri-
fication message, and the stored customer information. The
information request is to be sent to the appropriate issuing
institution with sufficient information to allow the issuing
institution to provide the correct account information in
response to the request.

Ifthe retrieved customer information only contains a single
payment instrument, the information request is constructed
and transmitted to the issuing institution associated with the
single payment instrument. If, however, the retrieved cus-
tomer information includes multiple payment instruments,
the intermediary service 204 may automatically determine
which payment instrument is to be used for the transaction.
The determination may be based on default rules that are
maintained by the service. For example, the service may
require that all transactions below a certain dollar value be
processed as a debit transaction, and all transactions above
the certain dollar value be processed as a credit card transac-
tion. The determination may be based on rules that are speci-
fied by the merchant associated with the transaction. For
example, a merchant may only accept a certain type of charge
card and the customer may be required to use the charge card
that is accepted by the merchant. The determination may also
be based on rules that are defined by the customer, such as the
use of one payment instrument for charges at restaurants and
the use of another payment instrument for charges every-
where else. The customer may define processing rules based
on many different factors, such as the location of the pur-
chase, the point of purchase, and the day or date of the pur-
chase. As an example, a customer might specify that a busi-
ness credit card should be used for transactions occurring
during regular business hours on weekdays, while a personal
credit card should be used for transactions occurring on a
weekend or after normal business hours on a weekday. In
some circumstances, such as depicted in FIG. 3D, the trans-
action notification message that is transmitted to the customer
contains a menu that allows the customer to select which
payment instrument that they would like to use for the trans-
action. If such a selection is made by the customer, the inter-
mediary service uses the selected payment instrument.

The intermediary service 204 transmits the information
request to an issuing institution 110 associated with the
selected payment instrument. If the intermediary service is
integrated with the issuing institution, the request may be
directly sent to the issuing institution 110 in step 5a. The
issuing institution 110 responds to the information request by
providing account information associated with the selected
payment instrument. In some embodiments, the account
information is encrypted such that the information can be
decrypted by the acquirer 108 but not by the intermediary
service 204. This provides additional security by reducing the
number of entities that have access to the account informa-
tion. However, in other embodiments, the intermediary ser-
vice 204 decrypts the account information after receiving it
from the issuing institution and provides the account infor-
mation to the acquirer using its own encryption key. Because
the account information is obtained directly from the issuing
institution, it may also include Track 2 information for the
payment instrument, which increases the security and
reduces the cost of the transaction.

After obtaining the account information from the issuing
institution 110, the intermediary service 204 in step 7 sends
the account information to the acquirer 108. As discussed
below, the acquirer 108 then generates a modified authoriza-
tion request based on the initial authorization request and the
received account information associated with the selected
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payment instrument. In some embodiments, this is done by
replacing the identifying information in the initial authoriza-
tion request with the account information.

In those cases in which the intermediary service 204 does
not have a direct relationship with the issuing institution 110
of the selected payment instrument, however, the intermedi-
ary service may obtain the necessary account information
from a secure storage provider 208. The secure storage pro-
vider 208 is a data storage service that stores account infor-
mation for payment instruments in a similar fashion to the
issuing institution to enable the intermediary service to pro-
ceed with the transaction. The account information may be
provided to the secure storage provider 208 at any time prior
to the transaction, such as when the customer initially regis-
ters with the intermediary service. At a step 6a, a request is
made to the secure storage provider 208 for account informa-
tion associated with the customer’s selected payment instru-
ment. At a step 6b, the secure storage provider responds with
the account information. The intermediary service 204 then
provides the account information to the acquirer 108, which
generates the modified authentication request as if the infor-
mation had been obtained from the issuing institution 110.

FIG. 2C illustrates a process for authorizing a transaction
using a modified authorization request. As shown in FIG. 2C,
the process is executed in a similar manner to the process in
FIG. 1. Thus, in step 8a, the acquirer sends the modified
authorization request to the payment association 112, which
in step 9a sends the request to the issuing institution 110
associated with the selected payment instrument. The issuing
institution 110 authorizes the transaction based on the infor-
mation in the modified authorization request (i.e., the account
information provided through the intermediary service 204).
In step 95, the issuing institution 110 transmits an authoriza-
tion message to the payment association 112, which forwards
the authorization message to the acquirer 108 in step 85. In
step 10, the acquirer 108 transmits the authorization message
to the point of purchase 106, which records the transaction.
The payment process may then be carried out using the
method discussed above. In some embodiments, the acquirer
108 also sends a copy of the authorization message or other
transaction information (e.g., items purchased) to the inter-
mediary service 204. The intermediary service 204 may then
send a receipt message to the mobile device 206 to indicate
that the transaction was authorized.

FIG. 41is ahigh-level block diagram showing an example of
the architecture of a server 300. One or more servers 300 may
be utilized by, for example, the intermediary service 204 or
the acquirer 108 to implement the transaction processing
depicted in FIGS. 2A-2C. The server 300 includes one or
more processors 302 and memory 304 coupled to an inter-
connect 306. The interconnect 306 shown in FIG. 4 is an
abstraction that represents any one or more separate physical
buses, point-to-point connections, or both connected by
appropriate bridges, adapters, or controllers. The intercon-
nect 306, therefore, may include, for example, a system bus,
a Peripheral Component Interconnect (PCI) family bus, a
HyperTransport or industry standard architecture (ISA) bus, a
small computer system interface (SCSI) bus, a universal
serial bus (USB), IIC (12C) bus, or an Institute of Electrical
and Electronics Engineers (IEEE) standard 1394 bus, some-
times referred to as “Firewire”.

The processor(s) 302 may include central processing units
(CPUs) of the server 300 and, thus, control the overall opera-
tion of the server 300 by executing software or firmware. The
processor(s) 302 may be, or may include, one or more pro-
grammable general-purpose or special-purpose microproces-
sors, digital signal processors (DSPs), programmable con-
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trollers, application specific integrated circuits (ASICs),
programmable logic devices (PLDs), or the like, or a combi-
nation of such devices. The memory 304 represents any form
of random access memory (RAM), read-only memory
(ROM), flash memory, or the like, or a combination of such
devices.

The software or firmware executed by the processor(s) may
be stored in a storage area 310 and/or in memory 304, and
typically includes an operating system 308 as well as one or
more applications 318. Data 314 utilized by the software or
operating system is also stored in the storage area or memory.
A network adapter 312 is connected to the processor(s) 302
through the interconnect 306. The network adapter 312 pro-
vides the server 300 with the ability to communicate with
remote devices, such as clients, over a network 316 and may
be, for example, an Ethernet adapter.

FIG. 5 illustrates a logical block diagram of the interme-
diary service 204. As discussed above, the intermediary ser-
vice 204 receives an initial authorization request from the
acquirer 108 and executes additional steps to notify the cus-
tomer of the transaction and receive the customer’s verifica-
tion of the transaction. The intermediary service 204 also
requests account information from the issuing institution 110
and provides the account information to the acquirer 108.
Aspects of the service may be implemented as special pur-
pose hard-wired circuitry, programmable circuitry, or as a
combination of these. As will be described in additional detail
herein, the intermediary service 204 includes a number of
modules to implement the functions of the service. The mod-
ules and their underlying code and/or data may be imple-
mented in a single physical device or distributed over multiple
physical devices and the functionality implemented by calls
to remote services. Assuming a programmable implementa-
tion, the code to support the functionality of the service may
be stored on a computer readable medium such as an optical
drive, flash memory, or a hard drive. One skilled in the art will
appreciate that at least some of the individual modules may be
implemented using application-specific integrated circuits
(ASICs), programmable logic, or a general-purpose proces-
sor configured with software and/or firmware.

As previously described, the intermediary service 204
receives an initial authorization request from the acquirer 108
and transmits an information request to the issuing institution
110. The intermediary service 204 receives account informa-
tion in response to the information request and provides the
received account information to the acquirer 108. The inter-
mediary service 204 also communicates with a mobile device
206 to notify the customer of a requested transaction and
receive the customer’s verification of the transaction. The
intermediary service 204 also interacts with a storage com-
ponent 402, which is configured to store configuration infor-
mation and customer information. In particular, the storage
component 402 stores data linking the identifying informa-
tion received from the acquirer 104 to customer-specific
information, such as the address of the mobile device 206, one
or more payment instruments associated with the customer,
and a verification code or codes associated with the customer,
the token, or the payment instruments.

The intermediary service 204 includes various modules to
assist in processing authorization requests. In particular, the
intermediary service 204 includes a validation module 404,
which is configured to receive initial authorization requests
and validate that the requests are correctly formed. Validating
initial authorization requests may include, for example, veri-
fying that the request is correctly structured and includes all
of the required data fields. In some embodiments, the autho-
rization request is specified in extensible markup language
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(XML). In these embodiments, validation includes determin-
ing that the XML is well-formed.

The intermediary service 204 also includes an authentica-
tion module 406, which is configured to authenticate the
sender of the authorization request. Authentication is used to
avoid having an imposter pose as a legitimate acquirer for the
purpose of submitting fraudulent requests for payment. The
authentication module 406 may authenticate the acquirer
using methods well known in the art. For example, the authen-
tication module 406 may be configured to verify a digital
signature associated with the acquirer and contained in an
initial authorization request or in an authentication exchange
completed prior to receiving an initial authorization request.
Alternatively, the authentication module 406 may be config-
ured to authenticate the acquirer by using a shared encryption
key to decrypt a portion of the data in the authorization
request. To do so, the authentication module 406 interacts
with an encryption module 408, which is configured to
execute an encryption algorithm that is complementary to an
encryption algorithm that is used by the acquirer 108. The
encryption module 408 is also used to encrypt messages sent
from the intermediary service 204 to mobile devices 206,
issuing institutions 110, and the data storage service 208. In
some embodiments, the encryption module also decrypts
messages received from the issuing institution and encrypts
messages sent to the acquirer 108.

The intermediary service 204 includes a customer manage-
ment module 410, which is configured to retrieve customer
information associated with the initial authorization request.
The customer information is accessed from the storage com-
ponent 402 based on the identifying information contained in
the initial authorization request. As discussed above, the iden-
tifying information may be an alpha-numeric code, a sixteen
digit number similar to a credit card number, or one or more
pieces of data that uniquely identifies the customer (e.g., a
customer nickname). The stored customer information
include an address of a mobile device associated with the
customer, information defining one or more payment instru-
ments that may be utilized by the customer to complete a
purchase transaction, and a verification code or codes that are
associated with the customer, the token, or the payment
instruments. If multiple payments instruments are defined,
the customer information may also specify a default payment
instrument or a set of parameters for determining which pay-
ment instrument should be used for a particular transaction.

After the customer management module 410 retrieves the
stored customer information, a rules module 412 determines
the service’s response to the initial authorization request. In
particular, the rules module 412 is configured to determine the
type of notification to provide to the customer’s mobile
device and the required level of customer response to the
notification in order to confirm the transaction. The rules
module 412 may also determine a selected payment instru-
ment to use in the transaction. The type of notification may
vary depending on the type and amount of the transaction. For
example, the service may require different responses from the
customer depending on the total value of the purchase. At a
first level (e.g., less than $25), the service may be configured
to send a transaction notification to the mobile device without
requiring any response from the customer. At a second level
(e.g., between $25 and $100), the service may require that the
customer reply to the transaction notification with a response
that either authorizes or rejects the transaction. At a third level
(e.g., above $100), the service may require that the customer
reply to the transaction notification with a response that either
authorizes or rejects the transaction, as well as provide a
verification code with the response. Such rules may be
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defined by the operator of the service, by merchants that
interact with the service, or by customers that use the service.
While three levels are provided as an example, it will be
appreciated that a greater or lesser number of levels may be
utilized by the service. If existing service-, merchant-, or
customer-defined rules do not already specify the payment
instrument to use in the transaction, the rules module 412 will
also require that the customer select a payment instrument to
use for the transaction in the response. In some embodiments,
the rules module 412 includes merchant-defined rules speci-
fying that certain payment instruments are or are not accepted
by a particular merchant. For example, a particular merchant
may specity a rule indicating that it will not accept payment
using American Express and will accept payment using the
merchant’s gift cards. The rules module 412 can then use this
information in selecting the payment instrument or in limiting
the number of payment instruments from which a customer
can select for a transaction.

The intermediary service 204 also includes a mobile device
communication module 414, which is configured to commu-
nicate with mobile devices 206. The mobile device commu-
nication module 414 generates and transmits a transaction
notification message in response to the initial authorization
request. The transaction notification message includes trans-
action information, such as the amount of the transaction and
the name or location of the merchant requesting the authori-
zation. The transaction notification message may also specify
a payment instrument to use for the transaction or specify a
list of payment instruments and request a selection from the
list. The transaction notification may be sent to the mobile
device in a variety of messaging formats. In some embodi-
ments, the transaction notification is transmitted to mobile
devices 206 via an asynchronous XMPP message. To allow a
mobile device to receive an XMPP-encoded message, the
mobile device includes a mobile device client 418 that runs in
the background of the device. The mobile device client 418
may be pre-installed on the mobile device 206, or may be
downloaded to the mobile device 206 when a customer opens
an account with the intermediary service. In some embodi-
ments, the mobile device client 418 operates continuously,
since it is impossible to predict when a customer might
attempt to make a purchase. In these embodiments, the
mobile device 206 remains in a state where it always can
receive a transaction notification message. However, the
mobile device 206 will often operate in a standby or low-
power mode in order to preserve battery power. In these
embodiments, the mobile device client 418 cannot be oper-
ated continuously. Instead, the intermediary service 204
sends a wake-up message to the mobile device client 418
before sending a transaction notification message. The wake-
up message may be transmitted on a different messaging
channel, such as via a binary SMS message or viaa WAP push
message or other remote push service.

Once the service has determined that the transaction has
been confirmed by the customer, an issuing institution com-
munication module 416 generates an information request
based on the received initial authorization request, the cus-
tomer information, and the information received from the
mobile device 206 (if any). In particular, the information
request may include the desired payment instrument infor-
mation, the transaction amount, transaction items, and infor-
mation about the point of purchase. The issuing institution
communication module 414 encrypts the request using the
encryption module 408 and transmits the message to the
issuing institution 112 where the information request is pro-
cessed.
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After the information request is processed by the issuing
institution 112, the issuing institution communication mod-
ule 414 receives an account information message from the
issuing institution that includes account information associ-
ated with the selected payment instrument. The account infor-
mation may include, for example, the credit card number and
expiration date of a credit card selected from the set of avail-
able payment instruments. After receiving the account infor-
mation, the intermediary service 204 forwards the informa-
tion to the acquirer 106. In some embodiments, the account
information is encrypted by the issuing institution 112 such
that it can only be decrypted by the acquirer 106 (i.e., the
account information cannot be interpreted by the intermedi-
ary service 204). Alternatively, the account information may
be decrypted by the intermediary service 204 and re-en-
crypted for transmission to the acquirer 106. The acquirer 106
then proceeds according to the process discussed above in
FIGS. 2A-C.

As previously stated, the acquirer 108 may also send infor-
mation from the authorization message and/or other transac-
tion information to the intermediary service 204. The mobile
device communication module 416 then generates a receipt
message and transmits the receipt message to the mobile
device 206 using the methods discussed above. In some
embodiments, the mobile device client 418 provides a “dis-
pute” button that may be selected by the customer to indicate
that the transaction was erroneous or fraudulent such that the
issuing institution 110 should initiate dispute proceedings.

FIGS. 6A and 6B illustrate a flowchart of a process 500 for
processing financial transaction data executed by the inter-
mediary service 204. Processing begins in block 502, where
the intermediary service 204 receives an initial authorization
request from an acquirer 106. As discussed above, the initial
authorization request includes unique identifying informa-
tion, transaction information (e.g., the amount of the transac-
tion, the transaction identifier, etc.), and point of purchase
information. After receiving an initial authorization request,
processing proceeds to block 504, where the service validates
the request according to the methods discussed above. The
validation step may include, for example, verifying that the
message is in a proper format and verifying that the message
includes the essential data for handling the request. Process-
ing then proceeds to block 506, where the service authenti-
cates the requester. As discussed above, the authorization
request may include a digital signature provided by the
acquirer that can be cryptographically verified. Alternatively,
the service may authenticate the acquirer by using a shared
cryptographic key to decrypt a portion of the data in the
message.

The service then proceeds to block 508, where it retrieves
customer information corresponding to the information in the
authorization request. Retrieving customer information may
be executed by using some or all of the identifying informa-
tion in the request as an index into a customer information
database. As discussed above, the stored customer informa-
tion may include information defining one or more payment
instruments that the customer has indicated can be used to pay
for a transaction. The customer information also includes an
address of a mobile device, such as the mobile device’s tele-
phone number or IP address. The customer information is
provided by a customer during an initial registration process
in which the customer registers with the service and enters the
appropriate information. Alternatively, the customer infor-
mation may be provided by, for example, a financial institu-
tion that offers the intermediary service as an added benefit to
a financial instrument provided to the customer.
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After retrieving the stored customer information, process-
ing proceeds to block 510, where the service generates a
transaction notification message. The transaction notification
message includes at least a minimum amount of information
to enable the customer to confirm the transaction. Thus, the
transaction notification message may include the transaction
time, the transaction amount, the point of purchase, and/or the
purchase location. The transaction notification message may
also specify a payment instrument that will be used for the
transaction, or a list of payment instruments that may be used
and require that the customer select from the list. In addition,
the transaction notification message specifies a required
response from the customer, such as an authorization/denial
of the transaction or the submission of a verification code.

After generating the transaction notification message, the
service proceeds to block 512, where it sends the message to
the mobile device 206. Processing then proceeds to block
514, where the service receives a reply from the mobile
device 206. As discussed above, this step is not executed if the
transaction notification message did not require a response
from the customer. The service then proceeds to decision
block 516, where it uses the reply message to determine
whether the transaction was verified by the customer. In some
cases, the service may do so by detecting a verification indi-
cator in the reply message, which could simply be a single bit
or a “yes” or “no” received from the mobile device 206.
Alternatively, if the reply message includes a verification
code, the service compares the received verification code to a
verification code in the stored customer information. In some
embodiments, the verification code is encrypted by the
mobile device 206 using a one-way hash function. The inter-
mediary service then verifies the transaction by comparing
the received hash value to a value generated by applying the
same one-way hash function to the stored verification code. If
the reply message indicates that the customer has denied the
request or the customer’s verification code does not match the
stored verification code, processing proceeds to block 518,
where the service rejects the authorization request. At this
step, the service may transmit a rejection message to the
acquirer to notify it of the rejected request.

If the transaction is verified by the customer, processing
proceeds to block 520 in FIG. 6B, where the service generates
an information request using information from the initial
authorization request, the customer information, and/or the
customer’s reply message. The information request may
include identifying information from the initial authorization
request or the customer information. After generating the
information request in block 520, processing proceeds to
block 522, where the service sends the message to the appro-
priate issuing institution.

Processing then proceeds to block 524, where the service
receives an account information message from the issuing
institution in response to the information request. As dis-
cussed above, the account information includes information
associated with the selected payment instrument that can be
used to authorize payment. The account information may be
encrypted such that it can only be accessed by the acquirer
108. After receiving the account information, processing pro-
ceeds to block 526, where the intermediary service sends the
account information to the acquirer 108, which can then
generate the modified authorization request.

FIG. 7 is a flowchart of a process 700 for processing finan-
cial transaction data executed by an acquirer 108. The process
700 is executed by the acquirer 108 in conjunction with the
process 500 executed by the intermediary service of FIGS.
6A and 6B. Processing begins at block 702, where the
acquirer 108 receives an initial authorization request from the
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point of purchase 106. At a decision block 704, the acquirer
determines whether the initial authorization request should be
routed to the intermediary service 204 based on the identify-
ing information contained in the initial authorization request.
The determination may include, for example, assessing
whether an identifying number contained in the initial autho-
rization request falls within a range of identifying numbers or
has a particular prefix associated with the intermediary ser-
vice 204. If the initial authorization request is not associated
with the intermediary service, at a block 706 the acquirer
forwards the initial authorization request to the payment asso-
ciation 112 for processing in accordance with traditional pro-
cesses as described in FIG. 1. If, however, the identifying
information contained in the initial authorization request
indicates that the initial authorization request is associated
with the intermediary service, processing continues to block
708. At block 708, the acquirer 108 sends at least part of the
data from the initial authorization request to the intermediary
service 204.

Processing then proceeds to block 710, where the acquirer
108 receives account information from the intermediary ser-
vice 204. The intermediary service 204 determines the
account information using the process 500 of FIGS. 6A and
6B. The received account information may be received in
encrypted or unencrypted form. If encrypted by the issuing
institution or the intermediary service, the acquirer 108 may
decrypt the account information using a locally-stored
encryption key. After receiving the account information, pro-
cessing proceeds to block 712, where the acquirer 108 gen-
erates a modified authorization request based on the initial
authorization request and the received account information.
As discussed above, the acquirer 108 may generate the modi-
fied authorization request by replacing identifying informa-
tion contained in the original request with the received
account information. The following is an example of an initial
authorization request such as might be received from a point
of purchase:

Transaction Identifier
Identifying Information
Initial Track 2 Data (optional)
Industry Standard Code
Merchant Information
Transaction Amount
Transaction Items

The identifying information results in the initial authoriza-
tion request being sent to the intermediary service 204. After
sending the initial authorization request to the intermediary
service 204, the acquirer may receive the following account
information in response:

Transaction Identifier
Real Account Information

The acquirer 108 would then construct the following modi-
fied authorization request:

Transaction Identifier

Real Account Information
Real Track 2 Data (optional)
Industry Standard Code
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-continued

Merchant Information
Transaction Amount
Transaction Items

For record-keeping purposes, and in order to ensure that
authorization requests are correctly associated with received
account information, a transaction identifier may be assigned
to each transaction and used by the acquirer and the interme-
diary server to ensure that all sent and received messages are
correctly correlated. The acquirer may store all initial autho-
rization requests, received account information, and modified
authorization requests in a data structure so that the acquirer
or a third party may subsequently audit the information and
confirm that transactions are being appropriately processed.

After the modified authorization request is generated, pro-
cessing then proceeds to block 714 where the acquirer 108
sends the modified authorization request to the payment asso-
ciation 112. In block 716, the acquirer 108 receives an autho-
rization or a denial in response to the modified authorization
request. The acquirer 108 then completes the authorization
process by sending the authorization or denial message to the
point of purchase 106 in block 718. As discussed above, the
acquirer 108 may also send the authorization or denial mes-
sage to the intermediary service 204 so that the intermediary
service 204 can send a receipt message to the customer’s
mobile device 206. The acquirer 108 may also send transac-
tion details, such as the list of transaction items, to the inter-
mediary service 204 so that the receipt message can include
additional transaction details.

While the process 700 has been described as being imple-
mented by the acquirer 108, it will be appreciated that process
700 can be implemented by any party that participates in the
transaction approval process. For example, the payment asso-
ciation 112 or an issuing institution 110 may forward initial
authorization requests to the intermediary service 204 in licu
of'the acquirer forwarding the request. The account informa-
tion is then returned to the payment association or issuing
institution for further processing.

FIG. 8 illustrates a logical block diagram of the acquirer
108 that implements the process 700 of FIG. 7. The acquirer
108 redirects certain authorization requests to the intermedi-
ary service 204 and generates modified authorization requests
based on information provided by the intermediary service
204. As with the intermediary service 204 shown in FIG. 5,
aspects of the acquirer 108 may be implemented as special-
purpose circuitry, programmable circuitry, or as a combina-
tion of these. The modules in the acquirer 108 may be imple-
mented in a single physical device or distributed over multiple
physical devices and the functionality implemented by calls
to remote services.

As discussed above, the acquirer 108 receives an initial
transaction authorization request from the point of purchase
106 and transmits a modified authorization request to the
issuing institution 110 via the payment association 112. The
acquirer 108 also communicates with the intermediary ser-
vice 204 to request account information associated with a
particular authorization request and to receive the requested
account information. The acquirer 108 also interacts with a
storage component 802, which is configured to store infor-
mation used to integrate with the intermediary service 204. In
particular, the storage component 802 stores identifying
information (such as ranges of account numbers or account
number prefixes) that can be used to determine which autho-
rization requests should be handled by the intermediary ser-
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vice 204. The storage component 802 may also store histori-
cal transaction information to be used for auditing or if a
transaction is disputed.

The acquirer 108 includes various modules to assist in
processing authorization requests. In particular, the acquirer
108 includes a point of purchase communication module 804,
which is configured to communicate with the point of pur-
chase 106 to receive initial authorization requests and trans-
mit authorization or denial messages at the end of the trans-
action. The acquirer 108 also includes an evaluation module
806, which is configured to evaluate initial authorization
requests according to the process 700 described above to
determine if initial authorization requests should be sent to
the intermediary service 204.

The acquirer 108 also includes an intermediary service
communication module 808, which is configured to commu-
nicate with the intermediary service 204 to send authorization
requests and to receive account information. The intermedi-
ary service communication module 808 then provides the
account information to an authorization request generator
module 810, which is configured to generate a modified
authorization request based on the initial authorization
request and the received account information. The modified
authorization request is then provided to a payment associa-
tion communication module 812, which is configured to com-
municate with the payment association 112 to send the modi-
fied authorization requests to the issuing institution 110. After
the issuing institution 110 approves or denies a transaction,
the payment association communication module 812 also
receives an authorization or denial message from the payment
association 112. The acquirer 108 then forwards the message
to the point of purchase 106 and/or the intermediary service
204.

One of the advantages of the disclosed intermediary ser-
vice 204 is that it allows routing of encrypted messages
through the service without revealing sensitive information
that is contained in the messages to the operator of the service.
FIG. 8 is a block diagram depicting various message routing
paths through the intermediary service 204. Complementary
encryption keys are depicted as being maintained by different
parties that participate in the processing of a financial trans-
action. For example, a key A that is maintained by acquirer
108 allows the acquirer to encrypt messages and communi-
cate in a secure fashion with the intermediary service 204,
which maintains a complementary key A' for decoding the
encrypted messages. Similarly the intermediary service 204
maintains a key B' that allows it to communicate in a secure
fashion with the mobile device 206, which maintains a
complementary key B. Moreover, the intermediary service
204 also maintains a key C' that allows it to communication in
a secure fashion with the issuing institution 110, which main-
tains a key C. Of note, however, is the ability of the acquirer
108 and the issuing institution 110 to exchange encrypted
messages or portions of messages through the intermediary
service without allowing the service to read or otherwise act
onthe contents of the messages. For example, certain portions
of the point of purchase information from the initial authori-
zation request (e.g., the specific products being purchased)
may be encrypted by the acquirer 108 using an encryption key
D. When the intermediary services 204 receives messages or
portions of messages that are encrypted, the service copies the
encrypted messages or portions of messages and forwards the
copied messages to the issuing institution 110. The issuing
institution 110 is able to decrypt the encrypted message or
portion of the message using key D'. Similarly, the issuing
institution 110 may encrypt account information using key D
so that the information may be read only by the acquirer 108.
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An advantage of this is that the intermediary service 204
never has usable access to the encrypted information. This
allows the acquirer to retain control over non-essential cus-
tomer information, such as certain point of purchase infor-
mation, and increases the privacy of the information. It also
allows the issuing institution to pass certain account informa-
tion, such as the card number and PIN number of a customer’s
debit card, to the acquirer 108, thereby allowing the acquirer
to process financial transactions that might not have been
previously available to the acquirer (e.g., such as during an
online purchase).
From the foregoing, it will be appreciated that specific
embodiments of the invention have been described herein for
purposes ofillustration, but that various modifications may be
made without deviating from the invention. For example,
those skilled in the art will further appreciate that the depicted
flow charts may be altered in a variety of ways. The order of
the steps may be rearranged, steps may be performed in
parallel, steps may be omitted, or other steps may be included.
Accordingly, the invention is not limited except as by the
appended claims.
We claim:
1. A method for processing financial transaction data in a
server including a processor and an associated storage area,
the method comprising:
receiving from a requester an authorization request gener-
ated as a result of a transaction at a point of purchase,
wherein the authorization request includes a purchaser
identifier, a transaction amount, and information identi-
fying the point of purchase;
authenticating the authorization request;
retrieving customer information associated with the pur-
chaser identifier from the storage area, the customer
information including data defining multiple payment
instruments and an address associated with a mobile
device of the customer;
generating a transaction indication message for transmittal
to the mobile device of the customer, the transaction
indication message including information about the
transaction and specifying a response that allows a selec-
tion of a payment instrument from at least two of the
multiple payment instruments associated with the cus-
tomer;
transmitting the transaction indication message to the
mobile device using the mobile device address;

receiving a customer confirmation message from the
mobile device in response to the transaction indication
message, wherein the customer confirmation message
includes a selected payment instrument;

obtaining customer account information from an issuing

institution, wherein the customer account information
includes information associated with the selected pay-
ment instrument from the multiple payment instruments
associated with the customer, the customer account
information including a first part encrypted according to
a first encryption method and a second part encrypted
according to a second encryption method, the first
encryption method and the second encryption method
selected such that the server is capable of decrypting the
first part and is not capable of decrypting the second part;
and

providing the customer account information to the

requester in response to determining that the customer
confirmation message indicates that the transaction is
authorized by the customer.

2. The method of claim 1, wherein the requester is an
acquirer.
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3. The method of claim 1, wherein the requester is an
issuing institution.

4. The method of claim 1, wherein the purchaser identifier
comprises track 1 data associated with an identification card.

5. The method of claim 1, wherein the authorization
request is encrypted such that the purchaser identifier is
encrypted using a first encryption method and the information
identifying the point of purchase is encrypted using a second
encryption method.

6. The method of claim 1, further comprising validating the
format of the authorization request.

7. The method of claim 1, wherein the information about
the transaction is selected from the group consisting of the
transaction amount and the point of purchase identifier.

8. The method of claim 1, wherein the specified response is
determined by the transaction amount.

9. The method of claim 1, wherein the specified response is
determined by the information identifying the point of pur-
chase.

10. The method of claim 1, wherein:

the customer information further comprises a stored veri-
fication code;

the specified response requires a verification code; and

the customer confirmation message further includes a veri-
fication code received from the customer.

11. The method of claim 10, further comprising comparing
the received verification code to the stored verification code to
determine whether the transaction is authorized by the cus-
tomer.

12. The method of claim 1, wherein the specified response
is a transaction approval or rejection, and wherein the cus-
tomer confirmation message includes information indicating
an approval or rejection by the customer.

13. The method of claim 1, wherein the payment instru-
ment is selected from the multiple payment instruments asso-
ciated with the customer according to a processing rule.

14. A system for processing financial transaction data, the
system comprising:

a processor;

a storage component;

a requester communication module configured to receive
an initial authorization request from a requester, wherein
the initial authorization request includes a purchaser
identifier and details of an associated purchase transac-
tion;

an authentication module configured to process the autho-
rization request from the requester to authenticate that
the request was received from a trusted requester;

a customer management module configured to retrieve cus-
tomer information from the storage component based on
the purchaser identifier, wherein the customer informa-
tion includes data identifying a mobile device of a cor-
responding customer and data defining multiple pay-
ment instruments;

amobile device communication module configured to send
a transaction notification to the identified mobile device
and to receive a customer confirmation message in
response to the transaction notification, wherein the
transaction notification includes information that allows
a customer to select a payment instrument from at least
two of the multiple payment instruments, and wherein
the customer confirmation message includes a selected
payment instrument; and

an issuer communication module configured to communi-
cate with an issuer to obtain account information for a
financial account associated with the customer, the
account information including a first part encrypted
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according to a first encryption method and a second part
encrypted according to a second encryption method, the
first encryption method and the second encryption
method selected such that the system is capable of
decrypting the first part and is not capable of decrypting
the second part,

wherein the requester communication module is further

configured to provide the obtained financial account
information to the requester.

15. The system of claim 14, wherein the initial authoriza-
tion request further includes transaction information and
wherein the mobile device communication module is config-
ured to send a first type of transaction notification in response
to a first type of transaction information and a second type of
transaction notification in response to a second type of trans-
action information.

16. The system of claim 14, wherein the initial authoriza-
tion request further includes transaction information includ-
ing a price and wherein the mobile device communication
module is configured to send a first type of transaction noti-
fication if the price is greater than a specified threshold and a
second type of transaction notification otherwise.

17. The system of claim 14, wherein the customer confir-
mation message includes a verification code, wherein the
mobile device communication module is further configured
to compare the received verification code to a stored verifi-
cation code in the customer information and wherein the
issuer communication module is further configured to selec-
tively obtain the account information based on the compari-
son.

18. The system of claim 14, wherein the initial authoriza-
tion request includes a first section encrypted using a first
encryption method and a second section encrypted using a
second encryption method.

19. The system of claim 14, wherein the communication
with the issuer includes data indicating a selected individual
payment instrument.

20. The system of claim 19, wherein the individual pay-
ment instrument is selected based on the purchaser identifier
or customer information.

21. A method for processing financial transaction data in a
server including a processor and a memory, the method com-
prising:

by the processor, receiving an initial authorization request

to receive credit for purposes of a transaction, wherein
the initial authorization request includes transaction
information and a customer identifier;
retrieving customer information from the memory based
on the customer identifier, wherein the customer infor-
mation includes payment instrument information defin-
ing multiple payment instruments and customer device
information specifying a contact address associated with
a customer device;

sending a transaction notification to the contact address
associated with the customer device, wherein the trans-
action notification includes data from the transaction
information and information that allows a consumer to
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select a payment instrument from at least two of the
multiple payment instruments associated with the cus-
tomer;

receiving a confirmation message from the customer

device, wherein the confirmation message includes a
selection of an individual payment instrument from the
multiple payment instruments, and

generating an information request to receive account infor-

mation for a payment instrument based on the initial
authorization request, the customer information, and the
selected individual payment instrument;

sending the information request to an issuer;

receiving account information from the issuer, the account

information including a first part encrypted according to
a first encryption method and a second part encrypted
according to a second encryption method, the first
encryption method and the second encryption method
selected such that the server is capable of decrypting the
first part and is not capable of decrypting the second part;
and

providing the account information to a requester.

22. The method of claim 21, wherein sending a transaction
notification comprises sending a first type of transaction noti-
fication in response to a first type of transaction information
and sending a second type of transaction notification in
response to a second type of transaction information.

23. The method of claim 21, wherein the transaction infor-
mation includes a price and wherein sending a transaction
notification comprises sending a first type of transaction noti-
fication if the price is greater than a specified threshold and
sending a second type of transaction notification otherwise.

24. The method of claim 21, wherein the confirmation
message includes an authorization code.

25. The method of claim 21, wherein the confirmation
message includes a verification code; and further comprising

comparing the received verification code to a stored veri-

fication code in the customer information,

wherein the information request is generated based on the

comparison.

26. The method of claim 21, wherein the customer identi-
fier is an identification number received from a radio fre-
quency identification (RFID) tag or a module in a mobile
device supporting near field communications (NFC).

27. The method of claim 21, wherein the account informa-
tion is encrypted such that the information can only be read by
the requester.

28. The method of claim 21, wherein the initial authoriza-
tion request includes a first section encrypted using a first
encryption method and a second section encrypted using a
second encryption method.

29. The method of claim 21, wherein the initial authoriza-
tion request includes a merchant identifier, and wherein gen-
erating the second authorization request further comprises:

selecting a payment instrument of the multiple payment

instruments based in part on the merchant identifier,
wherein the generated second authorization request
includes the selected payment instrument.

#* #* #* #* #*
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Filed

1. A method for processing financial transaction data in a server including a processor and an
associated storage area, the method comprising:

receiving from a requester an authorization request generated as a result of a transaction at a
point of purchase, wherein the authorization request includes a purchaser identifier, a
transaction amount, and information identifying the point of purchase;

authenticating the authorization request;

retrieving customer information associated with the purchaser identifier from the storage area,
the customer information including data defining multiple payment instruments and an address
associated with a mobile device of the customer;

generating a transaction indication message for transmittal to the mobile device of the
customer, the transaction indication message including information about the transaction and
specifying a response that allows a selection of a payment instrument from at least two of the
multiple payment instruments associated with the customer;

transmitting the transaction indication message to the mobile device using the mobile device
address;

receiving a customer confirmation message from the mobile device in response to the
transaction indication message, wherein the customer confirmation message includes a
selected payment instrument;

obtaining customer account information from an issuing institution, wherein the customer
account information includes information associated with the selected payment instrument
from the multiple payment instruments associated with the customer, the customer account
information including a first part encrypted according to a first encryption method and a second
part encrypted according to a second encryption method, the first encryption method and the
second encryption method selected such that the server is capable of decrypting the first part
and is not capable of decrypting the second part; and

providing the customer account information to the requester in response to determining that the
customer confirmation message indicates that the transaction is authorized by the customer.
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Global Payments Related Products

* The following solutions chart is based on Global Payments
“TSYS” documentation

Accept payments in the US

VISIT HEARTLAND DEVELOPER PORTAL

Accept payments internationally
VISIT GLOBAL PAYMENTS DEVELOPER PORTAL

Integrated software providers
VISIT INTEGRATED DEVELOPER PORTAL

Card issuers
VISIT TSYS DEVELOPER PORTAL

hitps://www.globalpayments.com/solutions/developers

https://web.archive.org/w
_ eb/20240000000000*/htt
- Changes - Summary - SiteMap - URLs

ps://www.globalpayments.

com/solutions/developers

hved 1 time May 23, 2023
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1. A method for Plaintiff contends that Global Payments manages financial
processing transaction data, for example “so you can easily integrate best-in
financial class payments into software across our family of brands”, in a

transaction data in | server including a processor and an associated storage area, for
aserver including | example “One integration powers a revenue-generating payments
a processor and an | engine within your website, POS, mobile app or other software
associated storage | solution.” encompassing various types such as user mobile banking,
area, the method mobile payments, point-of-sale transactions, and tokenized
comprising: transactions. The execution of these processes necessitates both
processors and storage spaces.

g’lobal payments Solutions v Partners About v Insights Q login Contact us

One integration.
One ecosystem

Wetve scrutinized our APls and SDKs, so you can easily integrate best-in-
class payrments inte software acress our family of krands

One integration powers a revenue-generating payments engine within your
website, POS, moble app, o other software solution.

All the APIs you need

Ecommerce .
Data and reporting

Your choice of checkout salutions, as well as payer and fraud

managemant Get all your data through one APL for acticnable insights

In person Dispute management

Semi- or fully-integrated cpticns acress various hardware models, to Manage and respond to transaction disputes from your own emvironment

support all checkout envircnments

And everything in between

Transaction management
Whatever tools you need, we've got them waiting for you.

Take contrel. Manage the full transactien life cyele from vour application.

https://www.globalpayments.com/solutions/developers
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US 8,099,368 : C

aim 1

receiving from a requester
an authorization request
generated as a result of a
transaction at a point of
purchase, wherein the
authorization request
includes a purchaser
identifier,

, and information
identifying the point of
purchase;

JAVA PHP  .NET

f{ create the card object

Plaintiff contends that after a customer initiates a purchase
using swipe, tap, or dip, Global Payments secures
authorization from an acquirer or issuer (requester). This
authorization request, known formally as ISO — 8583,
encompasses tracks 1-2 data and includes crucial payment

details. These details consist of purchaser identifier
(authorized card owners), BIN (Bank Identification
Number), , store information, POS

(Point of Sale) terminal ID, and may contain additional
transactional POS data specifics, such as store aisle, specific
location, POS details, and e-commerce site details.

CreditCardlata card = new CreditCardDataf);

card.setNumber( "4263070000005262" )
card.setExpMonth{12);
card.setExpYear (2825) ;
card.setCvn{"131");

card.setCardHolderName! " James Mason"):

i

f// process an auto-settle authorization

Transaction response = card.charge{new BigDecimal{"19.09"))
swdthCurrencyf "EUR")

String result = response.getResponseCode{): ff BE == Success

String message = response.getResponseMessage(); /f [ test system ] AUTHORISED

f/ get the details to sawve to the DB for future reguests

String orderId = response.getOrderId{}; // ezJDOjhENT2BLTdCNZND

String suthCode = response.getAuthorizationCode(); // 12345

String paymentsReference = response.getTransactionId{): ff pasref 14622680030731425
Strino schemeReferencelata = resoonse.oetSchemeId{}: // MMCEFBOYE4BBBBB0715

catch {ApiException exce) {

Jf/ TODO: add your error handling here

I3

https://developer.globalpay.com/sdk/card-payments

hitps:/fdeveloper globalpay com/sdk/card-payments

- Changes - Summary - Site Map - URLs

een October 13, 2022 and May 20, 2023

https://web.archive.org/we
b/20240000000000*/https:
//developer.globalpay.com/
sdk/card-payments

1 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 m
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receiving from a
requester an
authorization
request generated
as a result of a
transaction at a
point of purchase,
wherein the
authorization
request includes a
purchaser
identifier,

, and
information
identifying the
point of purchase;

JAVA PHP .NET

Today, consumers have a wide array of payment options available
when conducting transactions with merchants, Be it Inside ar
outside the physical store, They can choose from static, virtual, or
soft point-of-sale terminals, all of which are provided by various
vendors, These providers offerseveral means of identifyingthe
specificterminal used, including its GPS location at the time of the
transaction.

Transaction details such as the and purchaser
identifier ( extracted from the identification card used), are always
included inthe transaction record. The POS terminal 1D methods
encompass a range of techniques, from manual entry to identifying
the terminal via its Wi-Fi IP or ethernet |P connection address. The
scheme reference acts as a unique identifierfor the transaction
within the payment ecosystem, facilitating tracking, reconciliation,
and dispute resolution. It also empowers merchants, & others, to
precisely manage & ID transactions from specific point-of-sale
terminals - anywhere in or outside the physical store.

// create the card object

setCvn

setCardHolderName( " James Mason®);

I/ process an auto-settle authorization
Transaction response = card.charge(new BigDecimal("19.99"))

String result

urrency (" EUR")

= seCode(); // 88 == Success

String message = response.getResponseMessage(); // [ test system | AUTHORISED

// get the details to save to the DB for future requests
String orderId = response.getOrderId(); // ezJDQjhENTZBLTACNzNDOw

Chrdma midhifads = rammnAameasn scaklobhacdsabd am®adal Ve 1T

193AE

String paymentsReference = response.getTransactionId(); // pasref 146226808939731425
String schemeReferenceData = response.getSchemeId(); // MMCOFOOYE4000000715

}

catch (ApiException exce) {
// TODO: add your error handling here

}

https://developer.globalpay.com/sdk/card-payments
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US 8,099,368 : Claim

Switch Example: Initiate - 305 2 Challenge ~

JS0OM  cURL URL & QUERY HEALDERS BOGY

"payment_account_creation_date": "Z8159-81-81",
"payment_account_age_indicator”: "LESS_THAN_THIRTY_DAYS",
"suspicicus_account_sctivity": "NO_SUSPICTOUS_ACTIVITY",
"purchases_last_dmonths_count”: "HI",
"transactions_last_Z4hours_count": "B1",

“transaction_last_vyear_count": "B5",
"provision_attempt_last_Zdhours_count": "B1",
"shipping_address_time_created_reference": "Z@19-81-28",

T3 TRANSACTION"

fayer_pricor_three_ds_authenticatien_data": {
"guthentication_method": "FRICTIDNLESS_AUTHENTICATION",
"ac=_transacticn_reference”: "Z6c3T6109-3034-4848-bF1F-
gfd433=6da15",
"authentication_timestamp": "ZB20-87-Z8T16:26:40 7122",

thentication_data": "secretlZ3”

288 Success Challenge Return COPY
= "source':. "BROWSER",
"three_ds": {
"server_trans_ref": "string",
"acs_trans_ref": "string",
"acs_ref T e W N[
s _trans_ref": "string",

eci"t "string",

"liability_shift": "¥YE3",

"status": "AUTHENTICATION_SUGCESSFUL",
"status_reason": "CARD_AUTHENTICATION_FATLEDR",
"authentication_source": "BROWSER".
"message_werzien”: "string"”,
"authentication_value": "string",
"vardholder_response_infe": "string”,

sags catagory”: "PAYMENT _AUTHENTICATION®
"redirect_url T STroeae
"aes_challenge_redirect_url": “"string”,
"challenge_status": "MANDATED",

https://developer.globalpay.com/api/authentications

Plaintiff contends that when a customer initiates a purchase,

2021 2022 2023mJ

https://web.archive.org/web/2024000000
0000*/https://developer.globalpay.com/a

pi/authentications
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,368 : Claim 1

retrieving customer
information associated with
the purchaser identifier from
the storage area, the
customer information
including

and an address
associated with a mobile
device of the customer;

Plaintiff contends that the customer data stored in
Global Payments databases can be accessed and
confirmed using an APl information request. This
example showcases customer payment card data,
including specifics like the card owner's name (used as
a purchaser identifier) and connections to the card
owner's address, , email
address, and contact details such as device, number,
address, MAC address, and other pertinent
information.

HPP example

HPP response

The reference of the card the customer choaoses to pay with will be returned in the HPP respanse. Any cards they choose to delete

v Pay with a saved card (2)

Card Details ame on the Card Expiring .:‘uﬁ\m
= Ry

@ ending in 4415 ames T. Mason 04/18 #

Card Details MName on the Card Expiry Date @

“wisa ending in 5262 ames Mason 10/25

> Pay with another card

@ PAY NOW

ar edit will alsa be returned.

https://developer.globalpay.com/docs/click-to-pay

2021

2022 2023

https://web.archive.org/we
b/20240000000000*/https:
//developer.globalpay.com

/docs/click-to-pay

10
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’

,368 : Claim 1

retrieving customer
information associated with
the purchaser identifier from
the storage area, the
customer information
including data defining
multiple payment instruments
and an address associated
with a mobile device of the
customer;

Plaintiff contends that the customer data stored in
Global Payments databases can be accessed and
confirmed using an APl information request. This
example showcases customer payment card data,
including specifics like the card owner's name (used as
a purchaser identifier) and connections to the card
owner's address, supported payment methods, email
address, and contact details such as device, number,
address, MAC address, and other pertinent
information.

Step 3: The customer

While the customer is on the checkout page, they'll be prompted to enter the email associated with Click To Pay to access their

accesses saved cards

cards. However, if they previously entered their details with the current browser and chose to be remembered by Click To Pay,

they will not have to enter their email.

CP visaen = —
Express checkout with Click to Pay

Enter email to access your card(s)

Choose another Payment Method

https://developer.globalpay.com/docs/click-to-pay

11
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generating a transaction indication
message for transmittal to the
mobile device of the customer, the
transaction indication message
including information about the
transaction and specifying a
response that allows a selection of
a payment instrument from at
least two of the multiple payment
instruments associated with the
customer;

H

ff creating an instance of the payment form

Plaintiff contends that Global Payments allows for
the customization of transaction indication
messages across all devices for example, “
amount: 19.99, style: gp-default, apms: [click —to-
pay]”. The precise code, including all transaction
details, is contained within their code developers
web site. The checkout form provides customers
with the option to choose their payment methods
(selecting 1 of 2 of the stated cards), which are
exclusively available for that specific transaction ,
customer, and store.

var cardForm = GlobalPayments.creditCard.form{ '#payment-form', §

amount: "10.90",

>» visaeo =

Express checkout with Click to Pay

®

Select a card

D C» @» - 3786
=
N - E» visa s+++ 1238

Choose another Payment Method

jam**@globalpay.com Not you

https://developer.globalpay.com/docs/click-to-pay
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transmitting the Plaintiff contends that the transaction indication message is
transaction indication sent to the customer’s “James Mason” mobile device (such
message to the mobile as tablet, laptop, Wi-Fi-enabled desktop, watch, earplugs,
device using the mobile etc.) utilizing the mobile device's MAC/POTS/IP address for
device address; example, “confirm payment with click to pay”, that is done

on a mobile device.

globalpayments

> | VISA X

REVIEW & CONFIRM AWV

Confirm payment with C2Click to Pay

PAY WITH

DELIVER TO

James Mason

5995 Windward Parkway
Alpharetta, GA 30005
0B711111111

https://developer.globalpay.com/docs/click-to-pay

13
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receiving a customer Plaintiff contends the customer “James Mason” has
confirmation message from the chosen their VISA debit card as the designated
mobile c?ewc-:e In response tothe | payment instrument. This selection is confirmed by
transaFtlon indication message, the customer and transmitted back to Global
wherein the customer . .

Payments in response to the preceding

confirmation message includes a . .
. message/slide. This serves as the necessary
selected payment instrument; ] ]
confirmation message.

Sample response

"id" :"TRN_oI3UH=TSaRwEgk1d300G:caHSPSWaER" ,
"time_created":"Z022-04-23THE:50:45 . 5772",
"type" t"SALE",
"status":"CAPTURED",
"channel" : "CHP",
"capture_mode" : "AUTD"
"amount" :*1000"
"currency” :"USD",
"country" "US",
"merchant_id":"MER_cdcBdf11859c48a0b653781adeaaZf6e3”,
"merchant_name":"3andbox_merchant_2",
"account_id" :"TRA_G716858060854348033347843FF8225F" ,
"account_name" :"Transaction_Processing”,
"paymant_method"
"first_name":"James"
"last_name" :"Mazon",
"result":"88",
"meszage":"[ test system ] AUTHORISED",
"antry_mode" :"ECOM",
"digital _wallet":{
"provider" :"CLIGK_TO_PAY"
"token_Tormat" :"FRAN",
"epi":i"",
"brand":"¥ISA",
"authcode" :"12345",
"brand_reference" : "k39cNkkGEWX ]Iy T"
I
"shipping_address" :{
"first_name":" James",
"last_name" : "Mazon",
"line_1":"Apartment 852",
"line_2":"Complex 741",
"city":"Chicage”,
"postal_code" :"SHEET",
"state":"IL",

"o e et

https://developer.globalpay.com/docs/click-to-pay

14
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obtaining customer account information Plaintiff contends that the code from
from an issuing institution, wherein the Global Payments demonstrates initiating a
customer account information request and obtaining a response/receipt

Switch Example: Ecommerce Sale - Auta Capture v

JS0ON  cURL BOLCY

URL & QUERY HEALERS

“channel”: "CGNP",

“amount”: "1000"

"currency": "USD",

“reference": "03450cYB-T3f0-427c-84df-cabS84bbsSShf",
"country": "US",

"payment_method": {
“name" : "Jamesz Mason",
"entry_mode": "ECGOM",
"authentication": {
"1d": "AUT_d4584643-115c-46b7 -0627 -6820205326223"

"card": {
"number": "4Z6307000B0ES262",

"expiry_month": "B%",

“expiry_year": "Z5",
"EW" : IIEE.EII-I

1 " m . 11 Py B [ B, o |

CORY SHARE

RUM TEST

https://developer.globalpay.com/api/transactions

L] L] https://web.archive.org/web/2024000
2020 2021 2022 2023 m OOOOOOQ*htts:.develoer.lobala.
com/api/transactions
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,368 : C

aim 1

the customer account
information including a first
part encrypted according to a
first encryption method and a
second part encrypted
according to a second
encryption method, the first
encryption method and the
second encryption method
selected such that the server is
capable of decrypting the first
part and is not capable of
decrypting the second part; and

Plaintiff contends that Global payments provides the
required code on who needs to encrypt / decrypt the
authorization message. This all depends on who in the
payment processing chain holds that specific key —i.e.,
which participant needs only that specific information
for continued processing. For example, the acquirer
and payment association do not need to see the
customer’s debit card PIN #, but the issuer needs to
see it. The issuer is the only holder of a key that can
unlock that specific PIN# information. Thus, anyone in
the payment chain can only unlock, with only their
specific key, that specific information, be it first part or
second part encryption.

globalpayments
urcivien

Access Token
Accounts

Actions
Authentications
Currency Conversions
Deposits

Disputes

Funds

Links

Merchants
Reports

Risk Assessments

Stored Payment Methods v

[FOST] Create

[GET] Transaction
[GET] Transactions
[FPOST] Refund

[FOET] REVE ISE

Q  3search developer portal

name string example: JANE DOE

entry_mode string example: ECOM

values: HOTO ECOM IN_APP CHIP SWIPE HANLAL PHONE HAIL CONTACTLESS _CHIP

CONTACTLESS _SWIPE PRESENT LIHKHOAN

narrative string

storage_mode string example: ALWAYS valles: | ALWAYS  ON_SUCCESS

fingerprint_mode string example: ALWAYS values: | ALWAYS  ON_SUCCESS

object

encryption {

method string example: KTB

Version string

info string

authentication { object

id string example: AUT_6al61b51-6e7a-4200-9d8c-01be...

three_ds { object

https://developer.globalpay.com/api/transactions
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the customer account information including a first part encrypted according to a first
encryption method and a second part encrypted according to a second encryption
method, the first encryption method and the second encryption method selected such that
the server is capable of decrypting the first part and is not capable of decrypting the second
part; and

1st part encryption explanation can be found in Fig 9 of the 368-patent.

“Moreover, the intermediary service 204 also maintains a key C’ that allows it to communication in a secure
fashion with the issuing institution 110, which maintains a key C. Of note, however, is the ability of the
acquirer 108 and the issuing institution 110 to exchange encrypted messages or portions of messages
through the intermediary service without allowing the service to read or otherwise act on the contents of
the messages. For example, certain portions of the point of purchase information from the initial
authorization request (e.g., the specific products being purchased) may be encrypted by the acquirer 108
using an encryption key D.” 18: 49-60 of 368-patent

2" part encryption explanation can be found in Fig 9 of the 368-patent.

“After receiving the account information, the intermediary service 204 forwards the information to the
acquirer 106. In some embodiments, the account information is encrypted by the issuing institution 112 Such
that it can only be decrypted by the acquirer 106 (i.e., the account information cannot be interpreted by the
intermediary service 204). Alternatively, the account information may be decrypted by the intermediary
service 204 and re-encrypted for transmission to the acquirer 106.” 14: 1-19 of 368-patent
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Fig 9 of the 368-patent !
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the customer account information including a first part encrypted according to a first
encryption method and a second part encrypted according to a second encryption method,
the first encryption method and the second encryption method selected such that the
server is capable of decrypting the first part and is not capable of decrypting the second
part; and

Plaintiff contends that all banks that handle sensitive payment card information MUST be
certified according to the 'Payment Card Industry Data Security Standard: Requirements and
Testing Procedures' (PCI-DSS).

quoting from version 4 of this document that can be found at this
URL:https://www.pcisecuritystandards.org/document library/

Global Payments, as both an issuing and acquiring processor, is subject to and must adhere
to the PCI-DSS standard.

In Section 3.5.1 of the PCI-DSS:
PAN is rendered unreadable anywhere it is stored by using any of the following approaches:

* One-way hashes based on strong cryptography of the entire PAN. e Index tokens.
e Strong cryptography with associated key-management processes and procedures.

This means that any entity that handles a PAN (Personal / Primary Account Number ,i.e.
Credit Card Number) must either use a one-way hash, an index token or strong encryption
when storing a PAN in non-volatile memory.

This section also refers to this document for standards involving Index Tokens. ¢ ANSI
X9.119-2-2017: Retail Financial Services - Requirements For Protection Of Sensitive Payment
Card Data - Part 2: Implementing Post-Authorization Tokenization Systems

hitps.//docs-prv.pcisecuritystandards.org/PCl DSS/Standard/PCI-DSS-v

N American National Standard

Changes - Summary - Site Map - URLs ‘S#( - for Financial Services
fween July 22, 2022 and March 22, 2024.

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 m ANSI Xg 95_20 1 2

https://webstore.ansi.org/preview-
pages/ASCX9/preview ANSI+X9.95-2012.pdf

https://web.archive.org/web/2024000000
0000*/https://docs-
prv.pcisecuritystandards.org/PCl%20DSS/S 18
tandard/PCI-DSS-v4 0.pdf
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https://web.archive.org/web/20240000000000*/https:/docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0.pdf
https://web.archive.org/web/20240000000000*/https:/docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0.pdf
https://web.archive.org/web/20240000000000*/https:/docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0.pdf
https://web.archive.org/web/20240000000000*/https:/docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0.pdf
https://webstore.ansi.org/preview-pages/ASCX9/preview_ANSI+X9.95-2012.pdf
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the customer account information including a first part encrypted according to a first
encryption method and a second part encrypted according to a second encryption method,
the first encryption method and the second encryption method selected such that the
server is capable of decrypting the first part and is not capable of decrypting the second
part; and

Annex D.2 of this document illustrates that even when Tokens are used to enhance the
security of the PAN, every Requesting Entity in the chain from Merchant to Settlement
MUST handle the PAN directly at some point. They are therefore required to use a one-way
hash or strong encryption when handling the PAN.

Annex D.2 of this document also references another standard on how to handle encryption
of sensitive card data: ¢ ANSI X9.119 - Part 1 - Requirements for Protection of Sensitive
Payment Card Data — Part 1: Using Encryption Methods.

In Section 6.2.2 of ANSI X9.119 - Part 1 states that:: The PAN digits 1 through 19 SHALL be
protected when transmitted, processed, or stored as a single data field (i.e., not parsed
into sub-fields) outside of an SCD.

This extends the protection of the PAN with a one-way hash or strong encryption to any
time the PAN is transmitted, processed or stored by any Requesting Entity.

Therefore, any entity that handles a card transaction with a PAN must use a form of
encryption to secure the PAN at all times. This satisfies the portion of the claim 'a first part
encrypted according to a first encryption method'.

Section 4 - Overview of the PCI-DSS states:

PAN transmissions can be protected by encrypting the data before it is transmitted, or by
encrypting the session over which the data is transmitted, or both. While it is not required
that strong cryptography be applied at both the data level and the session level, it is
recommended.

URL:https://www.pcisecuritystandards.org/document library/

https:/iwww pcisecuritystandards.org/document_library/

- Changes - Summary - SiteMap - URLs https://web.archive.org/web/20240000

000000*/https://www.pcisecuritystand
ards.org/document_library/

Wl el LRLI

" 13 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

een December 12, 2015 and March 27, 2024
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the customer account information including a first part encrypted according to a first
encryption method and a second part encrypted according to a second encryption method,
the first encryption method and the second encryption method selected such that the
server is capable of decrypting the first part and is not capable of decrypting the second
part; and

Section 4.2 specifically requires that the PAN is protected with strong encryption during
transmission. Examples of this include but are not limited to, the use of SSH, SFTP, HTTPS,

SMTPS and other encrypted protocols for the transmission of the PAN between servers.
These protocols do not use the same encryption methodology to encrypt the data
transmission as is used to encrypt the PAN as demonstrated above.

This satisfies the portion of the claim 'a second part encrypted according to a second
encryption method' as the PAN encryption is not the same methodology as the protocol
encryption.

In Section 2.2.3 of the PCI-DSS: Primary functions requiring different security levels are
managed as follows:

* Only one primary function exists on a system component, OR e Primary functions
with differing security levels that exist on the same system component are isolated
from each other, OR

* Primary functions with differing security levels on the same system component are all
secured to the level required by the function with the highest security need.

In common practice this means that the transmission of sensitive data is not handled by the
same servers that store such data. This implies that edge servers that handle the
transmission of data between external entities and this bank do NOT have the capability of
decrypting the PAN that is being transmitted over an encrypted protocol. This then satisfies
the final portion of the claim that states 'the first encryption method and the second
encryption method selected such that the server is capable of decrypting the first part
and is not capable of decrypting the second part'.
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providing the customer account | Plaintiff contends when a customer utilizes biometric
information to the requester in | ID, such as a “fingerprint”, the biometric fingerprint
response to determining that signature serves as the authorization for the

the customer confirmation disclosure of customer account information.
message indicates that the Additionally, it grants approval for the information to
transaction is authorized by the | be transmitted (authorized by the customer) to the
customer. requester, whether it be the card issuer, acquirer, or

payment association.

globalpayments Q

SHARE

Z88 Success

"id": "VER_uzFr7tdV0qxdLDI44hHmXT jHtDOESd" ,
"time_created": "2021-05-B3T2Z1:23:30.7182",

"status": "VERIFIED",

"channel": "CGRP",

"currency”: "UsSD",

"country": "USD",

"merchant_id": "MER_cdcHddf11839c48adba3701adeaa?fnci"”,
"merchant_name": "Sandbox_merchant_2",

“aocount_id": "TRA_S69Z0f0Z7028745vt34d077d88beb290" ,
"account_name": "transaction_processing”,

"reference": "becfOf3e-4d33-450c-Red?-Ocdaffolsshe" https://developer.globalpay.com/a

e e ] pi/verifications
"id": "PMT_31887d9c-=68c-4380-0113-30378e1662a5",

"result": “"string”,

"message": "string”,
" W ow

n
(AL [}

fingerprint_presence_indicator": "EXISTS'

fingerprint”: "string"”,

"masked_number_lastd4": "JQCCCCCCCCCOGTHZS"
"hrand": "WISA",
"brand_reference": "string",
"ocwv_result": "MATCHED",
"avs_address_result": "MATCHED",
"gvs_postal_code_result”: "MATCHED",
"ays_action": "PROMPT"
}
o
"action": {
"id": "ACT_uzFr7tdv0qxdL DI44bhHmXT jHEOOESd" ,
"type": "VERIFY",
"time_created": "2021-B5-B3T21:23:30.7182",
"result_cods": "SUGGESS",
"app_id": "uzFritdV0qxdLDI44hHmXT jHEOOESd" ,
"app_name": "my_lovely_app"
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SYSTEM AND METHOD FOR APPLYING
STORED VALUE TO A FINANCIAL
TRANSACTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation-in-part of U.S. patent
application Ser. No. 12/557,457 filed Sep. 10, 2009 now U.S.
Pat. No. 8,099,368, entitled “Intermediary Service and
Method for Processing Financial Transaction Data with
Mobile Device Confirmation,” which claims the benefit of
U.S. Provisional Application No. 61/112,749, entitled
“Mobile Card Access & Authorization,” filed on Nov. 8, 2008.

BACKGROUND

Companies that participate in electronic transaction sys-
tems (e.g., transaction systems that process credit cards, debit
cards, etc.) must balance a number of competing concerns in
their interactions with the systems. As businesses, companies
must track their costs in dealing with transaction systems. For
example, merchants who accept credit cards are subject to
various fees when processing transactions. Merchants may
therefore decide to accept certain credit cards and reject oth-
ers, or require a minimum charge amount when accepting a
card for payment, in order to reduce fees. In addition, mer-
chants must track and make policy decisions about how they
use and protect personal information associated with trans-
actions. Government regulations and private contracts (e.g.,
with the credit card associations) set privacy and security
requirements that banks and merchants must satisfy. The
privacy and security requirements place limits on data secu-
rity and encryption and also limit the types of data that can be
transmitted using different formats. These concerns are inter-
related because participants in the system pay lower fees
when more customer information is provided with the trans-
action information. Fees are lower because the additional
customer information can generally be retrieved only from
the physical card itself, indicating that the card was present at
the time of the transaction. Thus, a purchase at a brick-and-
mortar business is charged a lower processing fee than a
purchase on the Internet, because the brick-and-mortar busi-
ness is able to transmit more customer information to the
credit card company.

Consumers also balance competing concerns. Avoiding
losses from fraudulent or erroneous transactions is a particu-
lar concern. Currently, some issuing institutions use auto-
mated systems that attempt to detect and reject suspicious
transactions based on transaction characteristics (e.g., loca-
tion, amount, etc.). However, these automated systems are
often unsuccessful in differentiating legitimate transactions
and fraudulent transactions. Otherwise, consumers can gen-
erally detect fraudulent or erroneous transactions only by
reviewing their bill or statement to verify that every transac-
tion is correct. Reviewing bills is inconvenient because it
requires continual vigilance from the consumer. In addition,
several days or weeks may pass before an erroneous or
fraudulent transaction is detected. Thus, it would be useful to
have payment systems that enable consumers to more effi-
ciently detect these incorrect transactions.

Convenience is also a major concern for consumers. The
average consumer may pay for purchases using multiple pay-
ment instruments, such as credit cards, debit cards, and gift
cards. Each payment instrument has a separate card or token
and a separate set of identifying information, such as credit/
debit card numbers, that must be tracked. Managing multiple
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payment instruments can therefore be complicated and cum-
bersome. Thus, it would be useful to consumers to be able to
manage multiple payment instruments in a simple fashion.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a representative environment
for processing financial transaction data according to prior art
methods.

FIG. 2A is a block diagram that illustrates communication
steps for sending an authorization request to an intermediary
service.

FIG. 2B is ablock diagram that illustrates a two-step autho-
rization process performed by the intermediary service.

FIG. 2C is a block diagram that illustrates a process for
authorizing a transaction using a modified authorization
request.

FIGS. 3A-3D are representative user interfaces presented
to a customer of a mobile device during a financial transac-
tion.

FIG. 4 is a block diagram of a representative server archi-
tecture.

FIG. 5 is a logical block diagram of the intermediary ser-
vice.

FIGS. 6 A and 6B are a flow chart of a process for process-
ing financial transaction data executed by an intermediary
service.

FIG. 6C is a flow chart of a process for defining rules to be
executed by the intermediary service.

FIG. 6D is a flow chart of a process for processing rules by
the intermediary service.

FIG. 6E is a flow chart of a process for processing stored
value by the intermediary service.

FIG. 7 is a flowchart of a process for processing financial
transaction data executed by an acquirer.

FIG. 8 is a logical block diagram of the acquirer.

FIG. 9 is a block diagram of encrypted message routing
through the intermediary service.

FIG. 10A is a flowchart of a process for selectively acti-
vating or deactivating an account through the intermediary
service.

FIG. 10B is a flowchart of a process for handling an autho-
rization request by an issuing institution.

DETAILED DESCRIPTION

A transaction processing service that operates as an inter-
mediary between acquirers of financial transaction requests
and issuing institutions that process the financial transaction
requests is disclosed (hereinafter referred to as “the interme-
diary service” or “the service”). The intermediary communi-
cates with an acquirer to provide account information that can
be used by the acquirer to process the financial transaction
requests. The intermediary service utilizes a customer’s
mobile device as an out-of-band communication channel to
notify a customer of a received financial transaction request.
In certain circumstances, before continuing to process the
received financial transaction request the service must first
receive the customer’s confirmation of the transaction. By
seeking out-of-band confirmation from a customer to a trans-
action, the disclosed intermediary service thereby signifi-
cantly reduces the occurrence of fraud without changing or
otherwise burdening standard merchant payment processes.

To initiate a transaction, a customer presents a card or token
containing unique identifying information to a merchant in
order to pay for a purchase. The token may be, for example, an
RFID tag or other contactless device for providing the unique
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identifying information and may be contained in or attached
to the customer’s mobile device. The merchant transmits the
unique identifying information to an acquirer (i.e., a financial
institution that provides a clearinghouse service for consoli-
dating financial transactions) in an initial authorization
request. The acquirer recognizes that the initial authorization
request is associated with the intermediary service based on
the unique identifying information, and transmits at least part
of'the initial authorization request to the intermediary service.
The intermediary service authenticates the request and
retrieves stored customer information from a database based
on the identifying information. The stored customer informa-
tion includes an address of the customer’s mobile device, a
reference to one or more payment instruments associated
with the customer, and a verification code associated with the
customer’s intermediary service account.

Using the retrieved address of the device, the intermediary
service transmits a transaction notification message to the
customer’s mobile device. The transaction notification mes-
sage may include the name or location of the point of pur-
chase, the transaction amount, a listing of payment instru-
ments that may be used to pay for the transaction, and/or other
pertinent characteristics of the transaction. The transaction
notification message may also specify a required response
from the customer. The required response may vary depend-
ing on the requesting merchant, the type of transaction, the
amount of the transaction, or other factor associated with the
transaction (e.g., the type of goods or services being sold, an
assessment of the likelihood of fraud, etc.). For example, a
low-price transaction may require no response, a higher value
transaction may require that the customer confirm the trans-
action, and a still higher value transaction may require that the
customer confirm the transaction and provide a verification
code in response to the transaction notification message. The
transaction notification message is presented to the customer
on the mobile device. The intermediary service may also
support fallback methods for transmitting the transaction
notification message to the customer in the event that the
primary method of sending the message to the customer is not
available.

If'a response is required from the customer, the customer’s
response is received by the mobile device and transmitted to
the intermediary service. The intermediary service continues
processing of the initial authorization request based on the
customer’s response. If the customer fails to respond to the
transaction notification message, rejects the transaction, or
provides an incorrect verification code, the intermediary ser-
vice sends a denial message to the acquirer and the transaction
fails.

If the customer authorizes the transaction by confirming
the transaction, or confirming the transaction and providing a
correct verification code, the intermediary service transmits
an information request to the issuing institution of a payment
instrument that is to be used to complete the transaction. In
response to the request, the issuing institution provides
account information for the selected payment instrument. The
intermediary service forwards the account information to the
acquirer, which generates a modified authorization request
based on the received account information. The acquirer then
sends the modified request to the associated payment asso-
ciation in accordance with its standard practices. By provid-
ing the account information to generate the modified autho-
rization request, the intermediary service allows a customer
to easily select among multiple payment instruments while
using a single token or identifier at the time of payment. In
addition, the provided account information may include addi-
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tional verification that enables the payment association to
process the transaction with a lower fee.

In some embodiments, the intermediary service may main-
tain a record of a set of payment instruments that are available
to each customer for purposes of a transaction. One or more
payment instruments may be automatically selected for each
transaction based on rules that are defined by the intermediary
service, by the customer, or by the merchant. Alternatively, a
customer may be allowed to select a payment instrument from
alist of payment instruments that are provided in a transaction
notification message that is transmitted by the service to the
customer. The selected payment instrument or payment
instruments determine the issuing institution or institutions to
which the intermediary service sends the information request.

The intermediary service may also provide a rules module
that stores a set of rules for processing transactions. Each rule
specifies one or more conditions to be tested and one or more
actions to be executed based on the tests. For each authoriza-
tion request, the service determines the applicable rules to
apply and tests conditions for each rule. Based on the test
results, the service either executes or does not execute an
associated action. Conditions may be specified based on
transaction information, customer information, or other
information. For example, a rule might specify a condition to
test whether the transaction value is above a threshold value
that requires special handling. Actions define the service’s
response to a particular result in testing a condition. To con-
tinue the previous example, the rule may include an action to
specify a verification procedure to carry out when the trans-
action value exceeds the threshold value.

Some rules apply to all transactions, regardless of the cus-
tomer initiating the transaction, while other rules apply to
transactions from specified groups of accounts. Rules may be
specified by any participant in the transaction chain, includ-
ing the customer, the merchant, the issuing institution, and the
intermediary service, or by acombination of rules from one or
more of these parties.

The intermediary service may also provide functionality to
store value for the benefit of customers. As used herein,
“stored value” refers to any type of value stored by the inter-
mediary service that can be used to pay a portion of a trans-
action. A “stored value item” is a particular unit of stored
value that may be applied to a transaction. Each stored value
item has an associated value, which may be stored as a cur-
rency amount measured in a US or foreign monetary unit
(e.g., $1.95, €4) or as a percentage of a transaction amount
(e.g., a10% oftf coupon)). The value may also be denominated
in non-currency units (e.g., “points”) that can be converted to
a currency value using a conversion rate at the time of a
transaction. In some embodiments, the associated value for a
stored value item varies depending on characteristics of the
transaction, such as the time of the transaction or the mer-
chant. For example, the associated value for a stored value
item that is a coupon may be 10% off if the item is used
between 2 PM and 4 PM (e.g., during typical periods of low
traffic) and 5% off at other times. Similarly, the system may
convert non-currency units to a currency amount using a rate
that varies depending on transaction characteristics. One
skilled in the art will appreciate that other types of stored
value could also be used. Each stored value item may also
have an associated customer identifier, one or more condi-
tions for applying the stored value, and an expiration date.
Some stored value items are unconditional. These items (re-
ferred to as “vouchers™) are generally associated with a par-
ticular customer and can be used for any transaction. Custom-
ers may receive vouchers as payments or gifts from other
customers (e.g., as a gift card), as rebates from merchants or
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manufacturers, or as refunds from merchants. Vouchers may
have an expiration date or may retain value until redeemed by
a customer.

Other stored value items have conditions that restrict the
transactions that they may be used for. These items are
referred to as “coupons” and function similarly to traditional
paper coupons. For example, the service may store coupons
that can only be used for particular items or at particular
merchants. The service may be configured to automatically
provide coupons to the customer based on characteristics of a
particular transaction or the customer’s transaction history.
For example, the intermediary service may provide a coupon
when the customer purchases a particular item or when the
customer purchases items from a particular merchant. Simi-
larly, the service may provide a coupon based on a series of
purchases from a merchant or based on repeated purchases of
aparticular product. The service may allow a customer to use
a coupon immediately or save the coupon for later use. Each
saved coupon may have a range of effective dates or times, a
specified number of uses, or both an effective date/time range
and a number of'uses. For example, a coupon may be effective
for the month of June, for a time period from 2 PM to 4 PM
each day, or from the date the coupon was issued to an
expiration date (e.g., until July 4th). If the current date does
not fall within the effective dates of the coupon, the service
does not allow the coupon to be utilized by the customer. If a
coupon has expired (i.e., the current date falls after the latest
effective date for the coupon), or if or the number of uses for
the coupon has been exhausted, the service may remove the
coupon from the customer’s account.

During operation, the intermediary service generally pro-
cesses stored value after or in conjunction with the processing
of rules by the rules module. The service determines relevant
information from the authorization request, such as customer
information and merchant information, and uses the informa-
tion to determine whether there are any applicable stored
value items. The service then determines whether to apply the
stored value items to the transaction. In some cases, the ser-
vice sends a transaction notification indicating the available
stored value items and requesting that the customer select
which items to apply. Alternatively, the service may be con-
figured to automatically apply some or all available items. For
example, the service may allow a customer to pre-authorize
some items to be automatically applied without requiring
additional verification. Items that are not pre-authorized may
be excluded from use or applied based on the customer’s
response to a transaction notification. The service may also
allow a coupon issuer to specify that its coupons should be
automatically applied without requiring customer authoriza-
tion. After determining which items to apply, the service uses
the stored value items to reduce the transaction amount. The
service then proceeds with the payment process to request
payment for the remainder of the transaction amount.

The intermediary service may also provide functionality to
enable a customer to selectively change the status of an
account by activating or deactivating the account. In some
embodiments, the intermediary service manages account sta-
tus using the rules module capabilities discussed above. In
these embodiments, the intermediary service allows the cus-
tomer to define a rule to specify time intervals when an
account may be used. When an authorization request is
received, the intermediary service rejects the request if the
time is not within an authorized time interval.

In other embodiments, the intermediary service provides
an interface for customers and manages account status, while
the issuing institution manages activation or deactivation
using the account status information. In these embodiments,
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a customer communicates with the intermediary service to
direct the service to change the account status. The interme-
diary service determines the account’s issuing institution and
provides an indication to the issuing institution of the current
status of the account (or of the change in status). In some
embodiments, the intermediary service provides the indica-
tion by transmitting a message to the issuing institution to
notify it of the new status. Alternatively, the intermediary
service may store the account status information in its own
database. The issuing institution may then request account
status from the intermediary service whenever it needs the
information, such as when it receives an authorization
request. An advantage of the issuing institution-managed
implementation is that it allows the intermediary service to
control account status for all uses of the account, even for
authorization requests that do not pass through the interme-
diary service. At the same time, this implementation takes
advantage of the fact that the customer is already registered
with intermediary service, so that the intermediary service
can provide verification procedures to confirm changes in
account status.

In some embodiments, a customer may provide the unique
identifying information to an online merchant via a computer
interface, such as via a checkout process implemented on a
web site. The online merchant transmits the unique identify-
ing information to an acquirer (i.e., a financial institution that
provides a clearinghouse service for consolidating financial
transactions) in an initial authorization request. The transac-
tion is then processed by the intermediary service in a similar
manner to transactions received from a brick-and-mortar
merchant. Alternatively, the online merchant may bypass the
acquirer by transmitting the information directly to the inter-
mediary service. The transaction may then be processed by
the intermediary service as discussed above, with the online
merchant acting in the acquirer’s role.

When sensitive account information is transmitted through
the intermediary service from a financial institution to an
acquirer, the account information may remain in an encrypted
form that cannot be interpreted or used by the intermediary
service. For example, the intermediary service may allow
customers to request payment with a debit card that requires
a PIN or other unique code. Rather than having the customer
enter the PIN or unique code, the PIN or code is transmitted
by a financial institution across the intermediary service in an
encrypted manner such that it cannot be utilized by the ser-
vice. Only the intended receiving party has the necessary
information to decrypt and use the received PIN or code. In
this manner, customers are able to utilize the intermediary
service for transactions like debit purchases. Such transac-
tions are normally not available in certain environments
because of rules pertaining to the handling and processing of
PINs.

Various embodiments of the invention will now be
described. The following description provides specific details
for a thorough understanding and an enabling description of
these embodiments. One skilled in the art will understand,
however, that the invention may be practiced without many of
these details. Additionally, some well-known structures or
functions may not be shown or described in detail, so as to
avoid unnecessarily obscuring the relevant description of the
various embodiments. The terminology used in the descrip-
tion presented below is intended to be interpreted in its broad-
est reasonable manner, even though it is being used in con-
junction with a detailed description of certain specific
embodiments of the invention.

FIG. 1 is a block diagram of a representative environment
100 in which various parties process financial transaction data
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according to prior art methods. In the prior art environment, a
transaction is initiated in step 1 when a customer 102 tenders
a credit or debit card 104 at a point of purchase associated
with a merchant 106. As used herein, “point of purchase”
refers to any point where a card is used to pay for a good or
service. A point of purchase may include, for example, a
store, a vending machine, an online retailer, a restaurant, a
contractor, a provider of services, etc.

To obtain identifying information contained on a tendered
card and initiate the transaction process, the customer 102 or
the merchant 106 may swipe the card 104 through a card
reader and, if required, enter a PIN or code. Alternatively, for
a purchase made via a website, phone, or other network-
accessible service, the customer 102 may provide a card
number, associated name, and/or other identifying informa-
tion to the merchant. The identifying information that is
obtained from the card depends on the type of transaction and
the available systems for reading the card. Standard credit and
debit cards include several sets of information referred to as
Track 1 and Track 2. The data on Track 1 is considered public,
while the data on Track 2 is considered private and must be
transmitted using special security protections dictated by the
issuing bank or the payment association (e.g., Visa, Master-
Card, etc.). However, transaction fees are lower if data from
Track 2 is also provided. Because of the security restrictions
and the lack of a reader that can read the tracks, data from
Track 2 is generally not available for online, mail order, or
telephone transactions (generally referred to as “card not
present transactions”).

After receiving identifying information, the merchant 106
in step 2 sends an authorization request to an acquirer 108.
The authorization request includes transaction information
such as the identifying information, point of purchase infor-
mation (e.g., a merchant’s name or identifier), and the trans-
action details (e.g., price, products, quantities, fees and
taxes). The acquirer 108 is generally a separate financial
institution that functions as a clearinghouse for many elec-
tronic transactions. The acquirer 108 in step 3 forwards the
authorization request to a payment association 112, which
forwards the request to an issuing institution 110 in step 4.
The issuing institution 110 may be, for example, a bank or
other institution that provided the credit or debit card.

After receiving the authorization request, the issuing insti-
tution 110 evaluates the request by verifying the identifying
information and the transaction amount. The issuing institu-
tion 110 then authorizes the transaction in step 5 by transmit-
ting an authorization message to the payment association 112,
which forwards the message to the acquirer 108 in step 6. In
step 7, the acquirer 108 forwards the authorization message to
the point of purchase 106, which records the completed trans-
action. At a later time, the issuing institution 110 provides
payment for the transaction by transmitting the funds in step
8 to the payment association 112, which forwards the pay-
ment to the acquirer 108 in step 9. In the final step, the
acquirer forwards the funds to the point of purchase 106 in
step 10.

FIGS. 2A, 2B, and 2C illustrate an environment 200 in
which an intermediary service 204 operates and depicts the
order in which various service and system modules involved
in the transaction communicate in order to authorize and
facilitate the completion of a specific transaction. FIG. 2A
illustrates the communication steps for sending an initial
authorization request to the intermediary service. A transac-
tion begins in step 1 when a customer 102 uses a token 202 to
provide unique identifying information to the merchant 106
at a point of purchase (POP) in order to make a purchase. As
used herein, “token” is a generic term that refers to various
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means for providing the unique identifying information to the
merchant 106. For example, a token may be a magnetic strip
on a credit or debit card, a radio frequency identification
(RFID) tag embedded in a card or mobile device, an optical
pattern that is scanned by a scanner (e.g., a bar code) or
similar or different technologies for conveying identifying
information to the merchant. As discussed above, the identi-
fying information may be provided at the point of purchase by
swiping a card or by the customer 102 providing the infor-
mation such as by typing identifying information using a
keyboard (e.g., when purchasing at a website). The point of
purchase may alternatively receive the information by detect-
ing, through the use of a radio frequency identification
(RFID) reader, an RFID token or other identification token
associated with the card or with the customer’s mobile
device. The token 202 may be issued by the intermediary
service 204 and is generally not associated with the custom-
er’s credit or debit cards. The unique identifying information
may be an alpha-numeric code, a sixteen digit number similar
to a credit card number, or one or more pieces of data that
uniquely identifies the customer. The point of purchase 106
then generates the initial authorization request based on the
received identifying information, point of purchase informa-
tion, and transaction information and transmits the initial
authorization request to the acquirer 108 in step 2. In some
embodiments, the initial authorization request includes a
unique transaction identifier. The transaction identifier may
be retained throughout the authorization process such that
every participant can use it to identify the transaction.

Rather than send the initial authorization request directly to
the payment association 112, the acquirer 108 in step 3 sends
atleast part of the data from the initial authorization request to
the intermediary service 204. The acquirer is able to route the
initial authorization request to the intermediary service 204
because the identifying information transmitted in the autho-
rization request identifies the initial authorization request as
being associated with a customer 102 having an account with
the intermediary service 204. After receiving the data from
the initial authorization request from the acquirer 108, as will
be discussed in additional detail herein, the intermediary ser-
vice 204 authenticates the request to ensure that the request
has been issued from a valid acquirer and the transaction is
valid. Among other steps, the intermediary service 204 also
retrieves customer information associated with the transac-
tion. The customer information includes an address of a
mobile device that is associated with the customer, one or
more payment instruments (e.g., credit cards, debit cards,
bank accounts, etc.) that are associated with the token 202,
and a verification code that is associated with the customer,
the token, or with a particular payment instrument. The cus-
tomer information may also include any customer-defined
rules on how such payment instruments are to be applied to
the transaction.

FIG. 2B illustrates a two-step authorization process per-
formed by the intermediary service. After authenticating the
initial authorization request from the acquirer 108, at a step 4a
the intermediary service 204 transmits a transaction notifica-
tion message to a mobile device 206 that is associated with the
customer. The mobile device may be a mobile phone, a smart
phone, a media player (e.g., an Apple iPod, or iTouch), a
mobile game device (e.g. a Nintendo GameBoy, a Sony PSP),
a personal digital assistant (PDA), an email device (e.g., a
Blackberry), or any other device that may send and receive
wireless transmissions. The transaction notification message
is transmitted to the mobile device via an XMPP message
using the retrieved address of the mobile device. The XMPP
message may be sent using a data channel, such as a data
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network implementing TCP/IP provided by a wireless service
provider. The message may be sent to a standard TCP port,
such as port 5222. The retrieved address may be, for example,
atelephone number, network address, or e-mail address asso-
ciated with the mobile device. The transaction notification
message includes transaction information such as the
amount, time, or location of the transaction. The transaction
notification message may also request the customer 102 to
provide information to continue the transaction, such as to
provide a transaction confirmation, a customer-specific,
token-specific, or payment instrument specific) verification
code, and/or a selection of'a payment instrument to use for the
transaction.

In the event that the intermediary service 204 is unable to
transmit the transaction notification message to the mobile
device, the intermediary service may support fallback meth-
ods for transmitting a transaction notification message to the
customer. For example, in the event that the intermediary
service is unable to communicate with the mobile device
using an XMPP-formatted message, the service may also
send the transaction notification message to the device using
a short message service (SMS) message, an email message, or
through another messaging channel. In some embodiments,
the intermediary service may call the mobile device (if the
mobile device has voice capability) and may use an Interac-
tive Voice Response (IVR) system to solicit the confirmation
from the customers. If the mobile device cannot be reached
via any channel, in some embodiments the intermediary ser-
vice 204 transmits the transaction notification message to a
different device capable of receiving data messages that is
associated with the customer, such as a personal computer.
Alternatively, the intermediary service may attempt to com-
municate with the customer through a land-line telephone.
The intermediary service may maintain a prioritized list of
fallback methods to use, and may proceed through the list
until the transaction notification message is delivered to the
customer or until a certain period has elapsed and the service
declares a delivery failure.

FIGS. 3A-3D are representative screenshots of a transac-
tion notification message that may appear to a customer of a
mobile device. Although the figures depict each example
message separately, portions of the messages shown in FIGS.
3A-3D may in some cases be combined in a single message.
FIG. 3A depicts a representative screenshot 220 associated
with a first notification message. The notification message
includes a region 222 that contains details of the financial
transaction, such as a vendor (in the depicted example, a
Barnes & Noble bookstore), a total amount being charged
($21.36), and a financial instrument that is being used to
complete the transaction (a personal Visa card, automatically
selected as a result of a service, customer, or merchant rule).
For transactions under a first threshold, the service may not
require a customer to confirm that the transaction should take
place. In the depicted example, the notification message
therefore includes a message 224 to the customer indicating
that no response is required to approve the transaction. If,
however, the customer is unaware of the transaction and
therefore believes that the transaction may be a fraudulent
one, the customer is presented with a “deny” button 226. By
selecting the deny button, the customer is able to notify the
intermediary service that the transaction is fraudulent or in
error and thereby cause the intermediary service to terminate
the transaction.

FIG. 3B depicts a representative screenshot 228 associated
with a second notification message. The notification message
includes a region 222 that contains details of the financial
transaction, such as a vendor (in the depicted example, a
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restaurant), a total amount being charged ($75.24), and a
financial instrument that is being used to complete the trans-
action (a debit card, automatically selected as a result of a
service, customer, or merchant rule). For transactions
between the first threshold and a second threshold, the service
may require a customer to confirm that the transaction should
take place. In the depicted example, the notification message
therefore includes a message 230 to the customer indicating
that the customer must confirm or deny the transaction. To
confirm the transaction, the customer may select a “confirm”
button 232. By selecting the confirm button, the customer is
able to notify the intermediary service that the transaction
should proceed. To deny the transaction, the customer selects
the “deny” button 226. Selecting the deny button notifies the
intermediary service that the transaction is fraudulent or in
error and thereby cause the intermediary service to terminate
the transaction.

FIG. 3C depicts a representative screenshot 234 associated
with a third notification message. The notification message
includes a region 222 that contains details of the financial
transaction, such as a vendor (in the depicted example, Office
Depot), a total amount being charged ($132.16), and a finan-
cial instrument that is being used to complete the transaction
(a business American Express card, automatically selected as
a result of a service, customer, or merchant rule). For trans-
actions above the second threshold, the service may require a
customer to confirm that the transaction should take place by
entering the customer’s verification code. In the depicted
example, the notification message therefore includes a mes-
sage 236 to the customer indicating that the customer must
enter the verification code. A text entry box 238 is provided,
which displays a default character (e.g., “*”) as an additional
security measure as the customer keys in their verification
code. After entry of the code, the customer selects an “enter”
button 240 to confirm the transaction. By selecting the enter
button, the customer notifies the intermediary service that the
transaction should proceed, provided that the verification
code entered by the customer matches the verification code
that is associated with the customer, the token, or the payment
instrument and stored by the service. To deny the transaction,
the customer selects the “deny” button 226. Selecting the
deny button notifies the intermediary service that the trans-
action is fraudulent and thereby cause the intermediary ser-
vice to terminate the transaction.

FIG. 3D depicts a representative screenshot 242 associated
with a fourth notification message. The notification message
includes a region 222 that contains details of the financial
transaction, such as a vendor (in the depicted example, a
restaurant) and a total amount being charged ($75.24). Rather
than the display of an automatically-selected payment instru-
ment that will be used as the financial instrument in the
transaction, however, the fourth notification message
includes a drop-down menu 244 that allows the customer to
affirmatively select the desired payment instrument that the
customer would like to use for the transaction. For example,
the customer may select a direct transfer from a checking
account (depicted), or any debit, credit, gift certificate, or
other holder of value that is associated with the account of the
customer at the intermediary service. Once the customer has
selected the desired financial instrument to use in the trans-
action, the customer then confirms that the transaction should
proceed by selecting the “confirm” button 232. By selecting
the confirm button, the customer is able to notify the inter-
mediary service that the transaction should proceed using the
selected financial instrument. To deny the transaction, the
customer selects the “deny” button 226. Selecting the deny
button notifies the intermediary service that the transaction is
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fraudulent or in error and thereby cause the intermediary
service to terminate the transaction.

Returning to FIG. 2B, when required by the transaction
notification message (such as required by the transaction
notification messages in FIGS. 3B-3D), the customer 102
uses the mobile device 206 to send a confirmation message.
Such a confirmation message is sent in a step 45, and may
confirm the transaction or deny the transaction in the trans-
action notification message. If the customer denies the trans-
action, the intermediary service ends further processing of the
first authorization request and notifies the acquirer 108 that
the request has been denied. The acquirer, in turn, notifies the
merchant who then cancels the transaction.

If, however, the customer confirms the transaction in the
notification message from the mobile device 206, or if the
notification message does not require a confirmation receipt
from the customer (such as in the transaction notification
message in FIG. 3A) the intermediary service 204 generates
an information request, which is used to obtain account infor-
mation for a selected payment instrument. As described
below, the account information is used to complete the pro-
cess of authorizing the transaction. The information request is
based on the initial authorization request, the customer’s veri-
fication message, and the stored customer information. The
information request is to be sent to the appropriate issuing
institution with sufficient information to allow the issuing
institution to provide the correct account information in
response to the request.

Ifthe retrieved customer information only contains a single
payment instrument, the information request is constructed
and transmitted to the issuing institution associated with the
single payment instrument. If, however, the retrieved cus-
tomer information includes multiple payment instruments,
the intermediary service 204 may automatically determine
which payment instrument is to be used for the transaction.
The determination may be based on default rules that are
maintained by the service. For example, the service may
require that all transactions below a certain dollar value be
processed as a debit transaction, and all transactions above
the certain dollar value be processed as a credit card transac-
tion. The determination may be based on rules that are speci-
fied by the merchant associated with the transaction. For
example, a merchant may only accept a certain type of charge
card and the customer may be required to use the charge card
that is accepted by the merchant. The determination may also
be based on rules that are defined by the customer, such as the
use of one payment instrument for charges at restaurants and
the use of another payment instrument for charges every-
where else. The customer may define processing rules based
on many different factors, such as the location of the pur-
chase, the point of purchase, and the day or date of the pur-
chase. As an example, a customer might specify that a busi-
ness credit card should be used for transactions occurring
during regular business hours on weekdays, while a personal
credit card should be used for transactions occurring on a
weekend or after normal business hours on a weekday. In
some circumstances, such as depicted in FIG. 3D, the trans-
action notification message that is transmitted to the customer
contains a menu that allows the customer to select which
payment instrument that they would like to use for the trans-
action. If such a selection is made by the customer, the inter-
mediary service uses the selected payment instrument.

The service may also apply stored value items to pay a
portion of the transaction amount prior to or in conjunction
with requesting authorization for the remainder. In some
embodiments, the service sends a listing of available stored
value items to the customer in the transaction notification.
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The customer may then select individual items to apply to the
transaction. After applying the stored value items, the inter-
mediary service 204 reduces the transaction amount based on
the value of the applied items.

The intermediary service 204 transmits the information
request to an issuing institution 110 associated with the
selected payment instrument. If the intermediary service is
integrated with the issuing institution, the request may be
directly sent to the issuing institution 110 in step 5a. The
issuing institution 110 responds to the information request by
providing account information associated with the selected
payment instrument. In some embodiments, the account
information is encrypted such that the information can be
decrypted by the acquirer 108 but not by the intermediary
service 204. This provides additional security by reducing the
number of entities that have access to the account informa-
tion. However, in other embodiments, the intermediary ser-
vice 204 decrypts the account information after receiving it
from the issuing institution and provides the account infor-
mation to the acquirer using its own encryption key. Because
the account information is obtained directly from the issuing
institution, it may also include Track 2 information for the
payment instrument, which increases the security and
reduces the cost of the transaction.

After obtaining the account information from the issuing
institution 110, the intermediary service 204 in step 7 sends
the account information and, if modified, the modified trans-
action amount to the acquirer 108. The intermediary service
204 may also send a list of stored value items applied to the
transaction. As discussed below, the acquirer 108 then gen-
erates a modified authorization request based on the initial
authorization request, the modified or unmodified transaction
amount, and the received account information associated
with the selected payment instrument. In some embodiments,
this is done by replacing the identifying information in the
initial authorization request with the account information and
replacing the original transaction amount with the appropri-
ate transaction amount. If the intermediary service 204 sent a
list of stored value items applied to the transaction, the
acquirer 108 may also add the list of stored value items to the
modified authorization request.

In those cases in which the intermediary service 204 does
not have a direct relationship with the issuing institution 110
of the selected payment instrument, however, the intermedi-
ary service may obtain the necessary account information
from a secure storage provider 208. The secure storage pro-
vider 208 is a data storage service that stores account infor-
mation for payment instruments in a similar fashion to the
issuing institution to enable the intermediary service to pro-
ceed with the transaction. The account information may be
provided to the secure storage provider 208 at any time prior
to the transaction, such as when the customer initially regis-
ters with the intermediary service. At a step 6a, a request is
made to the secure storage provider 208 for account informa-
tion associated with the customer’s selected payment instru-
ment. At a step 6b, the secure storage provider responds with
the account information. The intermediary service 204 then
provides the account information to the acquirer 108, which
generates the modified authentication request as if the infor-
mation had been obtained from the issuing institution 110.

FIG. 2C illustrates a process for authorizing a transaction
using a modified authorization request. As shown in FIG. 2C,
the process is executed in a similar manner to the process in
FIG. 1. Thus, in step 8a, the acquirer sends the modified
authorization request to the payment association 112, which
in step 9a sends the request to the issuing institution 110
associated with the selected payment instrument. The issuing
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institution 110 authorizes the transaction based on the infor-
mation in the modified authorization request (i.e., the account
information provided through the intermediary service 204).
In step 95, the issuing institution 110 transmits an authoriza-
tion message to the payment association 112, which forwards
the authorization message to the acquirer 108 in step 8. In
step 10, the acquirer 108 transmits the authorization message
to the point of purchase 106, which records the transaction.
The payment process may then be carried out using the
method discussed above. In some embodiments, the acquirer
108 also sends a copy of the authorization message or other
transaction information (e.g., items purchased) to the inter-
mediary service 204. The intermediary service 204 may then
send a receipt message to the mobile device 206 to indicate
that the transaction was authorized.

FIG. 41s ahigh-level block diagram showing an example of
the architecture of a server 300. One or more servers 300 may
be utilized by, for example, the intermediary service 204 or
the acquirer 108 to implement the transaction processing
depicted in FIGS. 2A-2C. The server 300 includes one or
more processors 302 and memory 304 coupled to an inter-
connect 306. The interconnect 306 shown in FIG. 4 is an
abstraction that represents any one or more separate physical
buses, point-to-point connections, or both connected by
appropriate bridges, adapters, or controllers. The intercon-
nect 306, therefore, may include, for example, a system bus,
a Peripheral Component Interconnect (PCI) family bus, a
HyperTransport or industry standard architecture (ISA) bus, a
small computer system interface (SCSI) bus, a universal
serial bus (USB), IIC (12C) bus, or an Institute of Electrical
and Electronics Engineers (IEEE) standard 1394 bus, some-
times referred to as “Firewire”.

The processor(s) 302 may include central processing units
(CPUs) of the server 300 and, thus, control the overall opera-
tion of the server 300 by executing software or firmware. The
processor(s) 302 may be, or may include, one or more pro-
grammable general-purpose or special-purpose microproces-
sors, digital signal processors (DSPs), programmable con-
trollers, application specific integrated circuits (ASICs),
programmable logic devices (PLDs), or the like, or a combi-
nation of such devices. The memory 304 represents any form
of random access memory (RAM), read-only memory
(ROM), flash memory, or the like, or a combination of such
devices.

The software or firmware executed by the processor(s) may
be stored in a storage area 310 and/or in memory 304, and
typically includes an operating system 308 as well as one or
more applications 318. Data 314 utilized by the software or
operating system is also stored in the storage area or memory.
A network adapter 312 is connected to the processor(s) 302
through the interconnect 306. The network adapter 312 pro-
vides the server 300 with the ability to communicate with
remote devices, such as clients, over a network 316 and may
be, for example, an Ethernet adapter.

FIG. 5 illustrates a logical block diagram of the interme-
diary service 204. As discussed above, the intermediary ser-
vice 204 receives an initial authorization request from the
acquirer 108 and executes additional steps to notify the cus-
tomer of the transaction and receive the customer’s verifica-
tion of the transaction. The intermediary service 204 also
requests account information from the issuing institution 110
and provides the account information to the acquirer 108.
Aspects of the service may be implemented as special pur-
pose hard-wired circuitry, programmable circuitry, or as a
combination of these. As will be described in additional detail
herein, the intermediary service 204 includes a number of
modules to implement the functions of the service. The mod-
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ules and their underlying code and/or data may be imple-
mented in a single physical device or distributed over multiple
physical devices and the functionality implemented by calls
to remote services. Assuming a programmable implementa-
tion, the code to support the functionality of the service may
be stored on a computer readable medium such as an optical
drive, flash memory, or a hard drive. One skilled in the art will
appreciate that at least some of the individual modules may be
implemented using application-specific integrated circuits
(ASICs), programmable logic, or a general-purpose proces-
sor configured with software and/or firmware.

As previously described, the intermediary service 204
receives an initial authorization request from the acquirer 108
and transmits an information request to the issuing institution
110. The intermediary service 204 receives account informa-
tion in response to the information request and provides the
received account information to the acquirer 108. The inter-
mediary service 204 also communicates with a mobile device
206 to notify the customer of a requested transaction and
receive the customer’s verification of the transaction. The
intermediary service 204 also interacts with a storage com-
ponent 402, which is configured to store configuration infor-
mation and customer information. In particular, the storage
component 402 stores data linking the identifying informa-
tion received from the acquirer 104 to customer-specific
information, such as the address of'the mobile device 206, one
or more payment instruments associated with the customer,
and a verification code or codes associated with the customer,
the token, or the payment instruments.

The intermediary service 204 includes various modules to
assist in processing authorization requests. In particular, the
intermediary service 204 includes a validation module 404,
which is configured to receive initial authorization requests
and validate that the requests are correctly formed. Validating
initial authorization requests may include, for example, veri-
fying that the request is correctly structured and includes all
of the required data fields. In some embodiments, the autho-
rization request is specified in extensible markup language
(XML). In these embodiments, validation includes determin-
ing that the XML is well-formed.

The intermediary service 204 also includes an authentica-
tion module 406, which is configured to authenticate the
sender of the authorization request. Authentication is used to
avoid having an imposter pose as a legitimate acquirer for the
purpose of submitting fraudulent requests for payment. The
authentication module 406 may authenticate the acquirer
using methods well known in the art. For example, the authen-
tication module 406 may be configured to verify a digital
signature associated with the acquirer and contained in an
initial authorization request or in an authentication exchange
completed prior to receiving an initial authorization request.
Alternatively, the authentication module 406 may be config-
ured to authenticate the acquirer by using a shared encryption
key to decrypt a portion of the data in the authorization
request. To do so, the authentication module 406 interacts
with an encryption module 408, which is configured to
execute an encryption algorithm that is complementary to an
encryption algorithm that is used by the acquirer 108. The
encryption module 408 is also used to encrypt messages sent
from the intermediary service 204 to mobile devices 206,
issuing institutions 110, and the data storage service 208. In
some embodiments, the encryption module also decrypts
messages received from the issuing institution and encrypts
messages sent to the acquirer 108.

The intermediary service 204 includes a customer manage-
ment module 410, which is configured to retrieve customer
information associated with the initial authorization request.
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The customer information is accessed from the storage com-
ponent 402 based on the identifying information contained in
the initial authorization request. As discussed above, the iden-
tifying information may be an alpha-numeric code, a sixteen
digit number similar to a credit card number, or one or more
pieces of data that uniquely identifies the customer (e.g., a
customer nickname). The stored customer information
include an address of a mobile device associated with the
customer, information defining one or more payment instru-
ments that may be utilized by the customer to complete a
purchase transaction, and a verification code or codes that are
associated with the customer, the token, or the payment
instruments. If multiple payments instruments are defined,
the customer information may also specify a default payment
instrument or a set of parameters for determining which pay-
ment instrument should be used for a particular transaction.

After the customer management module 410 retrieves the
stored customer information, a rules module 412 determines
the service’s response to the initial authorization request. In
some embodiments, the rules module 412 is configured to
determine the type of notification to provide to the customer’s
mobile device and the required level of customer response to
the notification in order to confirm the transaction. The rules
module 412 may also determine a selected payment instru-
ment to use in the transaction. The type of notification may
vary depending on the type and amount of the transaction. For
example, the service may require different responses from the
customer depending on the total value of the purchase. At a
first level (e.g., less than $25), the service may be configured
to send a transaction notification to the mobile device without
requiring any response from the customer. At a second level
(e.g., between $25 and $100), the service may require that the
customer reply to the transaction notification with a response
that either authorizes or rejects the transaction. At a third level
(e.g., above $100), the service may require that the customer
reply to the transaction notification with a response that either
authorizes or rejects the transaction, as well as provide a
verification code with the response. Such rules may be
defined by the operator of the service, by merchants that
interact with the service, by issuing institutions, or by cus-
tomers that use the service. While three levels are provided as
an example, it will be appreciated that a greater or lesser
number of levels may be utilized by the service. If existing
service-, merchant-, or customer-defined rules do not already
specify the payment instrument to use in the transaction, the
rules module 412 will also require that the customer select a
payment instrument to use for the transaction in the response.
In some embodiments, the rules module 412 includes mer-
chant-defined rules specifying that certain payment instru-
ments are or are not accepted by a particular merchant. For
example, a particular merchant may specify a rule indicating
that it will not accept payment using American Express and
will accept payment using the merchant’s gift cards. The rules
module 412 can then use this information in selecting the
payment instrument or in limiting the number of payment
instruments from which a customer can select for a transac-
tion.

In general, the rules module 412 stores a set of rules in the
storage component 402. FEach rule includes information
specifying a customer or group of customers to which the rule
applies, a set of conditions that must be met for the rule to be
satisfied, and associated actions that are taken when the rule
has been satisfied. In the simplest case, a rule identifies a
particular customer whose transactions will be subject to the
rule. However, a rule may also apply to groups of customers
(e.g., for merchant-defined rules), or to all customers (e.g., for
service-defined rules). Whether a rule applies to a single
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customer, to a group of customers, or to all customers may be
specified by a code or other mapping to a list of customers that
the service maintains. In some embodiments, an individual
customer is allowed to create additional rules that apply to the
customer’s account. For example, the service may allow a
customer to create sub-accounts associated with a master
account (e.g., a parent creating an account for a child). The
customer is then allowed to define an additional set of rules to
apply to one or more of the created sub-accounts.

The set of conditions for a rule defines a set of tests that the
rules module 412 evaluates each time it evaluates the rule. In
order for the rule to be satisfied, all of the conditions specified
by the rule must be met. Each condition tests one or more
factors. The factors tested may include binary factors (factors
having a “true” or “false” value), factors having a numerical
value (e.g., numbers falling within a range from 1-100); fac-
tors having a range of non-numeric values (e.g., high/me-
dium/low), factors having a textual value (e.g., if a particular
string equals a vendor name), or any other value that may be
tested. A rule may connect multiple conditions using Boolean
connectors (e.g., AND, OR, or NOT operators) in order to
determine whether the rule has been satisfied in the applied
situation. For example, the service could apply a rule for a
customer that utilizes a corporate credit card of the customer
for all charges at a particular merchant that occurs during a
work week. Such a rule may be phrased as follows:

IF (day = Monday, Tuesday, Wednesday, Thursday, or Friday) AND
(vendor = Office Max) AND (below credit limit? = true)
THEN (apply <Corporate Card>)

The service could also apply a rule to carry out the transaction
value test described above, where the service executes a dif-
ferent verification procedure depending whether the transac-
tion value is within a first range (under $25), a second range
(between $25 and $100), or a third range (over $100). Such a
rule may be phrased as follows:

IF (transaction value <$25.00) THEN (apply
<Verification Procedure 1>) ELSE
IF ((transaction value >$25.00) AND (transaction value <§100.00)) THEN
(apply <Verification Procedure 2>) ELSE
IF (transaction value >$100.00) THEN (apply <Verification
Procedure 3>)

Other conditions that the service could support are discussed
in greater detail below.

Each rule also specifies a set of actions to be executed based
on the results of evaluating the conditions. In some embodi-
ments, each rule includes a single action that is executed when
the conditions are met and not executed when the conditions
are not met. Alternatively, the service may define multiple
actions that are selected based on the results of testing the
conditions. An action may be simple, such as rejecting the
authorization request, or more complicated, such as specify-
ing a verification procedure to be executed before the autho-
rization process continues. The rules module 412 may be
configured to execute each action immediately. However,
because the service will often test multiple rules for each
transaction, the rules module 412 generally tracks the actions
to be performed and executes the action(s) after testing every
applicable rule.

In some embodiments, a customer, merchant, or the service
may specify a time interval during which the rule is active.
Each rule with a specified time interval is evaluated only
during the time interval and is not evaluated at other times. By
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allowing a rule to be activated for certain time periods and
deactivated for other time periods, a rule may be flexibly
tailored to different circumstances. For example, a rule could
be tailored by a customer to automatically cover certain pay-
ment requests that occur when the customer is on vacation.

One skilled in the art will appreciate that a wide variety of
rules can be defined using information that is managed by, or
accessible to, the service. In particular, conditions may be
defined to evaluate transaction information, customer or
account information, or other service information. Examples
of factors that may be considered when defining a condition
include:

The amount of the transaction,

Whether a token was presented to the merchant for the
transaction and conveyed identifying information to the
merchant, or whether the customer manually-entered
such identifying information,

Whether a card verification code (CVV) was provided as
part of the transaction,

The location of the transaction and/or the merchant (e.g.,
whether the location is within a particular geographical
area),

Whether the customer’s location differs from the mer-
chant’s location (e.g., for Internet purchases),

The time and distance from the last transaction or from a
combination of recent transactions,

The customer’s historical purchase activity,

Rewards provided to the customer for using a particular
payment instrument for the transaction,

The merchant type (e.g., supermarket, electronics store),

The transaction value (e.g., whether the transaction value is
within a specified range),

The item type or description (e.g., whether the transaction
involves a particular item),

The transaction time,

The payment method, and

Any issuing institution-specific rules.

Similarly, the service may support a variety of actions that
can be executed based on the result of evaluating a rule.
Examples of actions that may be defined include:

Rejecting or accepting the transaction,

Specifying one or more verification procedures that are
executed as part of the transaction (e.g., specifying
whether the customer must provide a PIN to verify the
transaction),

Selecting one or more payment instruments to be used to
complete the transaction or limiting available payment
instruments that may be used in the transaction,

Selecting one or more mobile devices to receive a transac-
tion notification,

Selecting a particular shipping method or profile for prod-
ucts that are purchased during the transaction.

The “selecting a payment instrument” action enables a cus-
tomer to specify that a particular payment instrument should
always be used in specified situations, such as for transactions
with a particular merchant or transactions that exceed a speci-
fied amount. Similarly, the “selecting a mobile device” action
allows a customer to specify that multiple notifications
should be sent for some transactions (e.g., a message to a first
device requesting approval and a message to a second device
containing transaction information but not requesting
approval). As another example, a parent who has established
a sub-account for a child could specify a rule that notifications
for low-value transactions are sent to the child’s mobile
device, while notifications for higher-value transactions are
sent to the parent’s mobile device.
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The service may also maintain a transaction history that
tracks purchases for an account over a period of time. The
service can use the transaction history information to provide
rules that can respond to transactions that deviate from the
usual patterns for the account. For example, rules may be
defined to detect when purchases are made at a much higher
frequency than usual or at locations that are not typical. In
response, the rules may direct the service to require additional
verification or to reject unusual transactions.

The intermediary service 204 also includes a stored value
module 426, which is configured to apply stored value items
to a transaction. While the rules module 412 is processing the
rules that are relevant to the authorization request, or after the
rules module 412 has processed the rules that are relevant to
the authorization request, the stored value module 426 deter-
mines stored value items that can be applied to the transac-
tion. The service uses identifying information in the authori-
zation request to look up stored value items associated with
the customer, such as vouchers and saved coupons. As
described above, a customer may receive a voucher as a
payment or gift from another customer, as a rebate, or as a
refund. Moreover, a customer may have saved coupons that
were offered to the customer and saved from earlier transac-
tions. In some cases, the value or other characteristics of these
stored coupons may change over time. For example, a coupon
may increase or decrease in value as more customers use it. In
these cases, the service may request the coupon provider to
provide an updated value for the coupon before proceeding
with the transaction.

The service also uses transaction information, such as mer-
chant information and/or the identity of transaction items, to
determine if any coupons are immediately available foruse by
the customer. The service may also determine coupons by
evaluating the customer’s overall purchase history or the
customer’s purchase history for the individual merchant.
Unlike vouchers and stored coupons, immediately-available
coupons are not initially associated with the customer’s
account. Instead, the coupons are automatically identified by
the service at the time of the corresponding authorization
requests. Coupons may be provided to the intermediary ser-
vice 204 by entities such as merchants or manufacturers. For
example, a manufacturer might partner with the intermediary
service to provide a coupon to customers who purchase mul-
tiple units of the manufacturer’s products within a specified
period of time. The intermediary service 204 can then provide
the coupon regardless of where the items were purchased by
the customer. Similarly, a merchant might partner with the
intermediary service 204 to provide coupons or vouchers to
frequent customers. An advantage of using the intermediary
service to tender coupons or vouchers to customers is that a
merchant can provide benefits to frequent customers without
having to build its own infrastructure to track customer habits.
In addition, because the service aggregates transactions from
multiple merchants, the service has greater knowledge of
customer habits than any individual merchant. The service
also enables manufacturers to reward customers for pur-
chases that occur across several merchants.

In some embodiments, the intermediary service automati-
cally applies all available stored value items to the transac-
tion. The service may then provide a transaction notification
to inform the customer which items were applied. Alterna-
tively, the stored value module 426 may transmit a list of some
or all available stored value items to the customer’s mobile
device in a transaction notification. The service may then
prompt the customer to select which stored value items
should be applied to the notified transaction. Newly-gener-
ated stored value items that are not applied to the notified
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transaction, such as auto-generated coupons that the cus-
tomer does not use immediately, may be automatically stored
by the service (if allowed by the issuing merchant or manu-
facturer) in the customer’s account for subsequent use by the
customer. Items that were already stored in the customer’s
account (e.g., vouchers or stored coupons) remain in the
customer’s account without any additional customer action.
A stored value item is removed from a customer’s account if,
for example, the stored value item has expired, if the stored
value item is completely utilized (e.g., if no value remains, if
a multi-use stored value item is exhausted, etc.), or if the
customer expressly removes the stored value item. One
skilled in the art will appreciate that the intermediary service
may provide a summary web page to enable the customer to
view and manage stored value items that have been saved to
the customer’s account.

The intermediary service also includes an advertising mod-
ule 428, which is configured to provide targeted advertise-
ments to the customer’s mobile device. The advertising mod-
ule 428 evaluates the information in the authorization request,
including the merchant and the associated products and ser-
vices, and the customer’s purchase history to determine if the
service should provide one or more advertisements to the
customer. As with coupons, the intermediary service 204 may
partner with merchants or manufacturers to provide adver-
tisements based on particular purchases or groups of pur-
chases. The service may also provide advertisements based
on the merchant at which the purchase is being made.
Because the service has detailed information about the trans-
action and the customer’s overall purchase history, the adver-
tising module 428 can target the advertisements to ensure that
they are relevant to the customer. For example, when a cus-
tomer purchases a mobile device, the service might automati-
cally provide an advertisement for cases or other accessories
for use with the mobile device.

The intermediary service 204 also includes a mobile device
communication module 414, which is configured to commu-
nicate with mobile devices 206. The mobile device commu-
nication module 414 generates and transmits a transaction
notification message in response to the initial authorization
request. The transaction notification message includes trans-
action information, such as the amount of the transaction and
the name or location of the merchant requesting the authori-
zation. The transaction notification message may also specify
a payment instrument to use for the transaction or specify a
list of payment instruments and request a selection from the
list. The transaction notification may be sent to the mobile
device in a variety of messaging formats. In some embodi-
ments, the transaction notification is transmitted to mobile
devices 206 via an asynchronous XMPP message. To allow a
mobile device to receive an XMPP-encoded message, the
mobile device includes a mobile device client 418 that runs in
the background of the device. The mobile device client 418
may be pre-installed on the mobile device 206, or may be
downloaded to the mobile device 206 when a customer opens
an account with the intermediary service. In some embodi-
ments, the mobile device client 418 operates continuously,
since it is impossible to predict when a customer might
attempt to make a purchase. In these embodiments, the
mobile device 206 remains in a state where it always can
receive a transaction notification message. However, the
mobile device 206 will often operate in a standby or low-
power mode in order to preserve battery power. In these
embodiments, the mobile device client 418 cannot be oper-
ated continuously. Instead, the intermediary service 204
sends a wake-up message to the mobile device client 418
before sending a transaction notification message. The wake-
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up message may be transmitted on a different messaging
channel, such as via a binary SMS message or viaa WAP push
message or other remote push service.

Once the service has determined that the transaction has
been confirmed by the customer, an issuing institution com-
munication module 416 generates an information request
based on the received initial authorization request, the cus-
tomer information, and the information received from the
mobile device 206 (if any). In particular, the information
request may include the desired payment instrument infor-
mation, the transaction amount, transaction items, and infor-
mation about the point of purchase. The issuing institution
communication module 414 encrypts the request using the
encryption module 408 and transmits the message to the
issuing institution 112 where the information request is pro-
cessed.

After the information request is processed by the issuing
institution 112, the issuing institution communication mod-
ule 414 receives an account information message from the
issuing institution that includes account information associ-
ated with the selected payment instrument. The account infor-
mation may include, for example, the credit card number and
expiration date of a credit card selected from the set of avail-
able payment instruments. After receiving the account infor-
mation, the intermediary service 204 forwards the informa-
tion to the acquirer 106. In some embodiments, the account
information is encrypted by the issuing institution 112 such
that it can only be decrypted by the acquirer 106 (i.e., the
account information cannot be interpreted by the intermedi-
ary service 204). Alternatively, the account information may
be decrypted by the intermediary service 204 and re-en-
crypted for transmission to the acquirer 106. The acquirer 106
then proceeds according to the process discussed above in
FIGS. 2A-C.

As previously stated, the acquirer 108 may also send infor-
mation from the authorization message and/or other transac-
tion information to the intermediary service 204. The mobile
device communication module 416 then generates a receipt
message and transmits the receipt message to the mobile
device 206 using the methods discussed above. In some
embodiments, the mobile device client 418 provides a “dis-
pute” button that may be selected by the customer to indicate
that the transaction was erroneous or fraudulent such that the
issuing institution 110 should initiate dispute proceedings.

The intermediary service 204 also includes a customer
communication module 420, which is configured to commu-
nicate with a customer 422. The customer communication
module 420 works with a request evaluation module 424 to
execute requests received from the customer 422. In particu-
lar, the customer communication module 420 receives
account setup and configuration information and enables the
customer 422 to selectively change account status. The cus-
tomer 422 may also communicate with the customer commu-
nication module 420 to define customer-specified rules, as
discussed above. Customers 422 may send information to the
customer communication module 420 using a web page or a
dedicated application on a PC or mobile device.

To change the status of an account a customer 422 sends
information to the customer communication module 420 to
notify the intermediary service 204 that a selected account
should be activated or deactivated. The information may also
specify a time that the change in status should be made or a
time interval over which the change should apply. For
example, a customer who is planning a vacation for a week
may specify that a particular account should be deactivated
during that vacation but should be reactivated at the end of
that time. In response, the request evaluation 424 determines
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if activation and deactivation are to be managed by the issuing
institution 110 and, if necessary, provides an indication of any
status change (or current status) to the issuing institution 110.
The process of changing account status is discussed in greater
detail below with reference to FIGS. 10A and 10B.

FIGS. 6A and 6B illustrate a flowchart of a process 500 for
processing financial transaction data executed by the inter-
mediary service 204. Processing begins in block 502, where
the intermediary service 204 receives an initial authorization
request from an acquirer 106. As discussed above, the initial
authorization request includes unique identifying informa-
tion, transaction information (e.g., the amount of the transac-
tion, the transaction identifier, etc.), and point of purchase
information. The intermediary service 204 may also receive
additional transaction information directly from the point of
purchase 106 through a communication channel that
bypasses the acquirer. The separate communication channel
may be used to send data that cannot be sent through, or is not
typically sent through, the acquirer 108. For example, stock-
keeping units (SKU) for products purchased in the transac-
tion are not sent through the acquirer since such information
does not conform to reporting guidelines enforced by the
acquirer. The intermediary service may therefore receive the
SKUs via a separate communication from the merchant. As
another example, URLs identifying a product purchased from
a website are not sent through the acquirer due to a lack of
specified fields for transmitting URLs. As a result, the inter-
mediary service may receive URLs directly from the mer-
chant via an alternate communication channel. Supplemental
information about the transaction that is received by the inter-
mediary service may be used to process the initial authoriza-
tion request as described in more detail herein. The merchant
may also provide the supplemental information to the inter-
mediary service at a later time. In these cases, the intermedi-
ary service may append the supplemental information to
stored transaction information.

After receiving an initial authorization request, processing
proceeds to block 504, where the service validates the request
according to the methods discussed above. The validation
step may include, for example, verifying that the message is
in a proper format and verifying that the message includes the
essential data for handling the request. Processing then pro-
ceeds to block 506, where the service authenticates the
requester. As discussed above, the authorization request may
include a digital signature provided by the acquirer that can be
cryptographically verified. Alternatively, the service may
authenticate the acquirer by using a shared cryptographic key
to decrypt a portion of the data in the message.

The service then proceeds to block 508, where it retrieves
customer information corresponding to the information in the
authorization request. Retrieving customer information may
be executed by using some or all of the identifying informa-
tion in the request as an index into a customer information
database. As discussed above, the stored customer informa-
tion may include information defining one or more payment
instruments that the customer has indicated can be used to pay
for a transaction. The customer information also includes an
address of a mobile device, such as the mobile device’s tele-
phone number or IP address. The customer information is
provided by a customer during an initial registration process
in which the customer registers with the service and enters the
appropriate information. Alternatively, the customer infor-
mation may be provided by, for example, a financial institu-
tion that offers the intermediary service as an added benefit to
a financial instrument provided to the customer.

After retrieving the stored customer information, process-
ing proceeds to block 509, where the stored value module 426
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identifies and potentially utilizes any stored value that can be
applied to the transaction. This step is discussed in greater
detail below with reference to FIG. 6E. Processing then pro-
ceeds to block 510, where the service processes the rules
specified by the rules module 412. The process executed in
this step is discussed in greater detail below with reference to
FIG. 6D. The service then proceeds to block 511, where the
advertising module 428 determines any relevant advertise-
ments based on the authorization request or the customer’s
information.

In some cases, the rules module 412 determines that the
service should carry out a verification procedure that includes
atransaction notification message. Similarly, the stored value
module 426 may determine that the service should notify the
customer of some or all of the available stored value items.
The advertising module 428 may also generate one or more
advertisements that should be sent to the customer. In these
cases, processing proceeds to block 512, where the service
generates a transaction notification message. The transaction
notification message includes at least a minimum amount of
information to enable the customer to confirm the transaction.
Thus, the transaction notification message may include the
transaction time, the transaction amount, the point of pur-
chase, and/or the purchase location. The transaction notifica-
tion message may also specify a payment instrument that will
be used for the transaction, or a list of payment instruments
that may be used and require that the customer select from the
list. In addition, the transaction notification message specifies
a required response from the customer, such as an authoriza-
tion/denial of the transaction or the submission of a verifica-
tion code. The transaction notification message may also
include a listing of available stored value items and request
that the customer select items that should be applied to the
transaction. Available advertisements may be sent in a sepa-
rate message or included in the transaction notification mes-
sage.

After generating the transaction notification message, the
service proceeds to block 514, where it sends the message to
the mobile device 206. Processing then proceeds to block
516, where the service receives a reply from the mobile
device 206. As discussed above, this step is not executed if the
transaction notification message did not require a response
from the customer. The service then proceeds to decision
block 518 in FIG. 6B, where it uses the reply message to
determine whether the transaction was verified by the cus-
tomer. In some cases, the service may do so by detecting a
verification indicator in the reply message, which could sim-
ply be a single bit or a “yes” or “no” received from the mobile
device 206. Alternatively, if the reply message includes a
verification code, the service compares the received verifica-
tion code to a verification code in the stored customer infor-
mation. In some embodiments, the verification code is
encrypted by the mobile device 206 using a one-way hash
function. The intermediary service then verifies the transac-
tion by comparing the received hash value to a value gener-
ated by applying the same one-way hash function to the stored
verification code. If the reply message indicates that the cus-
tomer has denied the request or the customer’s verification
code does not match the stored verification code, processing
proceeds to block 520, where the service rejects the authori-
zation request. At this step, the service may transmit a rejec-
tion message to the acquirer to notify it of the rejected request.

If the transaction is verified by the customer, processing
proceeds to block 521, where the service processes the stored
value portion of the reply. The reply includes a specified
action for each stored value item that was included in the
transaction notification. For example, the specified action
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may direct the service to retain the stored value item in the
customer’s account for later use. The specified action may
also direct the service to apply the stored value to the trans-
action. To apply the stored value, the service reduces the
transaction amount by the stored value item’s associated
value. If the associated value is expressed as a currency
amount, the service reduces the transaction amount by the
currency amount. If the associated value is expressed in non-
currency units, the service converts the non-currency units to
a corresponding currency value at a conversion rate and
applies the converted value to reduce the transaction amount.
In some embodiments, the service converts the non-currency
units using a pre-determined conversion rate (e.g., 80 points
per dollar). In other embodiments, the conversion rate is
determined based on characteristics of the transaction, such
as the transaction time or the merchant. For example, one
merchant may offer to redeem non-currency units at one rate
(e.g. 10 points to the dollar) while another merchant may offer
to redeem non-currency units at another rate (e.g., 15 points to
the dollar). As another example, the conversion rate may
become less favorable over time so that the points become
less valuable the longer the customer stores points. Such a
variable conversion rate encourages customers to redeem
points in a timely manner. In these embodiments, the conver-
sion rate may be dynamically determined at the time of the
transaction (e.g., by querying the coupon issuer) or based on
a pre-defined schedule that specifies conversion rates based
on particular characteristics. If the associated value is
expressed as a percentage, the service converts the percentage
to a currency amount by multiplying the percentage by the
applicable portion of the transaction amount. The service then
reduces the transaction amount based on the converted cur-
rency amount. The service can then provide a new transaction
amount to the issuer based on the remaining amount of the
transaction. The service also modifies the stored value item
based on its use in the transaction. For example, the service
may reduce the currency amount of a voucher based on the
amount that was applied to the transaction. Similarly, the
service may reduce the number of remaining uses available
for a coupon. If a stored coupon only had one use remaining,
the service may delete the coupon from the customer’s
account following the last use. If customer verification is not
required, the service may apply the stored value earlier in the
process, such as during the initial processing of stored value
in block 510.

Processing then proceeds to block 522, where the service
generates an information request using information from the
initial authorization request, the customer information, and/
or the customer’s reply message. The information request
may include identifying information from the initial authori-
zation request or the customer information. After generating
the information request in block 522, processing proceeds to
block 524, where the service sends the message to the appro-
priate issuing institution.

Processing then proceeds to block 526, where the service
receives an account information message from the issuing
institution in response to the information request. As dis-
cussed above, the account information includes information
associated with the selected payment instrument that can be
used to authorize payment. The account information may be
encrypted such that it can only be accessed by the acquirer
108. After receiving the account information, processing pro-
ceeds to block 528, where the intermediary service sends the
account information and the modified transaction amount to
the acquirer 108, which can then generate the modified autho-
rization request.
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FIG. 6C is a flow chart of a process 530 for defining a rule
to be executed by the intermediary service. The service
executes the process 530 for each rule to be defined. The
process 530 may be executed by components of the interme-
diary service 204 (e.g., the rules module 412 and the customer
communication module 420 of FIG. 5) or by a separate man-
agement component that is configured to generate rules and
store the rules in the storage component 402 (FIG. 5). Rules
information may be specified remotely (e.g., by a customer)
connecting through a network connection. Processing begins
at block 532, where the service receives an indication of
whether the rule applies to an individual account, to a group of
accounts, or to all accounts. After the service receives the
applicable account information, processing proceeds to block
534, where the service receives information specifying one or
more conditions for the rule being defined. The service then
proceeds to block 536, where it receives information speci-
fying one or more actions associated with the rule. The infor-
mation specifies the actions and also associates the action
with a particular result of the conditions. For example, the
rule may specity a first action to be performed if the condi-
tions are met (i.e., the conditions return “true” when evalu-
ated) and a second action to be performed if the conditions are
not met. Processing then proceeds to block 538, where the
service generates a rule based on the received information and
stores the rule in the storage component 402. In some embodi-
ments, the service may also receive and store information
specifying an active time interval for the rule.

FIG. 6D is a flow chart of'a process 550 for processing rules
by the intermediary service. The service executes the process
550 during the processing of block 509 of FIG. 6A. Thus, the
process 550 is executed each time the service receives a new
authorization request. Processing begins at block 552, where
the service uses identifying information in the authorization
request to determine which account is requesting authoriza-
tion. Processing then proceeds to block 554, where the ser-
vice determines rules associated with the requesting account.
As discussed above, eachrule is associated with an account or
a set of accounts. In block 554, the service determines rules
that are specifically associated with the requesting account.
Processing then proceeds to block 556, where the service
determines rules that apply to any group that includes the
requesting account, including rules that are configured to
apply to every account. The service may also filter the rules to
exclude those that are not active at the current time.

Once the service has determined the full set of applicable
rules, processing proceeds to block 558, where the service
selects the first rule from the set of applicable rules. As illus-
trated in FIG. 6D, the service processes each rule in a loop
until all rules have been processed. One skilled in the art will
appreciate the service may use other methods to process the
applicable rules, such as processing the rules in parallel using
multiple threads or processes.

After the service selects the first rule to apply, processing
proceeds to block 560, where the service determines the
conditions specified by the selected rule. Processing then
proceeds to block 562, where the service determines the
relevant information for evaluating conditions for the selected
rule. The relevant information depends on the particular con-
ditions surrounding the authorization request, and may be
derived from the authorization request, from stored data such
as the stored customer information, or from data maintained
or accessible by the service, such as the current time. Pro-
cessing then proceeds to block 564, where the service evalu-
ates the conditions based on the relevant information. As
previously discussed, the conditions may be connected based
on Boolean operators, such as AND or OR operations.
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Processing then proceeds to block 566, where the service
determines a corresponding action based on the result of the
evaluation and queues the corresponding action for execu-
tion. As discussed above, actions are specified when the rule
is defined and correspond to particular results reached by
evaluation of the rule. Actions may direct the service to affirm
the authorization request, to use a particular payment instru-
ment of combination of payment instruments in response to
the authorization request, to reject the authorization request,
or to execute a pre-determined verification procedure before
affirming the authorization request. Queuing actions allows
the service to avoid executing redundant actions in response
to different rules. For example, if evaluation of a first rule
indicates that the authorization request should be rejected and
evaluation of a second rule indicates that a particular verifi-
cation procedure should be executed, only the first action
should be executed, because it would be pointless to do the
verification procedure for a rejected transaction. By queuing
actions, the service can look at all actions before attempting to
execute any action. After the action is queued, processing
proceeds to decision block 568, where the service determines
if there are additional rules to be processed. If there are
additional rules, processing returns to block 558, where the
service selects the next rule and repeats the evaluation pro-
cess. When no rules remain to be evaluated, the process ends.

The use of rules allows a customer, merchant, or the service
to specity how authorization requests are processed for par-
ticular accounts. In addition to having rules to process such
requests, in some circumstances it is beneficial to allow the
customer or service greater control over the status of the
account. That is, it would be beneficial to allow the customer
or the service to easily turn an account on or off on a tempo-
rary basis. Such a feature would allow a customer, for
example, to disable an account when desirable (e.g., when the
customer is on vacation and will not be using one of the
customer’s accounts). FIG. 10A is a flowchart of a process
1000 for controlling the status of an account through the
intermediary service. The steps of the process 1000 may be
implemented using various components of the intermediary
service 204, such as the customer communication module
420 and the request evaluation module 424. Prior to executing
the process 100, the intermediary service 204 will have reg-
istered a customer’s account. In the registration process, the
customer communication module 420 receives account infor-
mation, such as an account identifier and information identi-
fying the issuing institution, from the customer. The interme-
diary service 204 may also have also verified the account and
set up a relationship between the intermediary service 204
and the issuing institution 110, if one was not previously
established.

For any registered account, processing begins at block
1002, where the service receives a request to change the
account’s status. The request may be received at any time
after the account has been registered. The request includes
information such as the account identifier, the requested
change to the account status (e.g., to activate or deactivate the
account), and, optionally, an applicable time interval for
which the account status should be changed. After receiving
the request, processing proceeds to block 1004, where the
service uses the account identifier, or other identifying infor-
mation, to retrieve account information for the account from
the storage component 402. The retrieved information
includes the identity of the issuing institution 110 and may
also include information for verifying the authenticity of the
status change, such as the customer’s mobile telephone num-
ber. Processing then proceeds to decision block 1006, where
the service determines whether a verification procedure
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should be performed to confirm the account status change.
Whether the service performs a verification procedure con-
figured by the customer and/or the service. If a verification
procedure is to be performed, processing continues to a block
1008. At block 1008, the service performs a verification pro-
cedure before continuing with the status change process. The
verification procedure may include, for example, sending a
message to the customer’s mobile device and receiving con-
firmation from the customer via the mobile device. If the
customer does not confirm the authenticity of the request to
change the status of the account, the service rejects the status
change. The customer may be required to confirm the authen-
ticity by, for example, affirmatively responding to the verifi-
cation procedure with an appropriate verification code. Other
previously-described techniques for verifying a transaction
request may similarly be applied to the verification of the
status change.

If the verification procedure is successful, or if it is not
performed, processing proceeds to decision block 1010,
where the service determines if activation and deactivation
will be managed by the issuing institution 110. The determi-
nation of whether the activation/deactivation is managed by
the issuing institution may be based on an agreement between
the issuing institution 110 and the intermediary service 204 or
based on customer-specified settings. If status will not be
managed by the issuing institution, processing proceeds to
block 1012, where the service uses the rules module 412 to
change the account status. In particular, if the request directs
the service to deactivate the account for a selected time
period, the service defines a rule to reject authorization
requests during the specified time period. Similarly, if the
request later directs the service to activate the account, the
service controls the rules module 412 to remove or modify
previously-applied rules that rejected authorization requests
during a specified time period. The modification of rules by
the rules module is carried out according to the process dis-
cussed above with reference to FIGS. 6C and 6D.

Ifthe service determines that status will be managed by the
issuing institution 110, processing proceeds to decision block
1014 where the service determines whether the account status
information will be stored locally. As above, this may be
determined by the customer or may be based on an agreement
between the issuing institution 110 and the intermediary ser-
vice 204. An advantage of having the intermediary service
204 store status information is the issuing institution 110 can
avoid incurring the cost of developing infrastructure to
receive and store the status information. Instead, as discussed
below with reference to FIG. 10B, the issuing institution 110
can query the intermediary service 204 for status information
as needed, such as in response to an authorization request. If
the service determines that the account status information
will be stored by the issuing institution 110, processing pro-
ceeds to block 1016, where the service transmits a message to
the issuing institution 110. The message notifies the issuing
institution 110 of the new status for the specified account and
may be encrypted using the methods described above for
handling authorization requests. If the service determines that
the status will not be stored by the issuing institution, pro-
cessing proceeds to block 1018, where the service stores the
account status in the storage component 402. In some
embodiments, the service may allow the customer to specify
a start time for the change in account status. In these embodi-
ments, the service only notifies the issuing institution 110 of
any change in account status after the specified start time has
passed.

Account status may be changed at a later time using a
similar process. In one embodiment, the customer’s request
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may specify a time interval for a particular status change. At
the beginning of the interval, the intermediary service 204
provides an indication of the status change (e.g., by sending a
message to the issuing institution) and at the end of the inter-
val the service provides a second indication to return the
account to its original status. Any request to change account
status may specify a time in the future to implement a par-
ticular status change, rather than making the change imme-
diately. When the specified time is reached, the intermediary
service makes the requested change or initiates the requested
change by transmitting appropriate messages to the issuing
institution. Alternatively, the issuing institution 110 may
manage the timing itself. In this case, the intermediary service
204 provides the end time to the issuing institution 110 at the
same time that it notifies the issuing institution 110 of the first
status change. The issuing institution 110 then reverts to the
original account status after the specified end time has passed.

If an attempt is made to use a deactivated account, the
service may be configured to automatically notify the cus-
tomer of, or query the customer about, the attempt. For
example, the intermediary service 204 may send a notifica-
tion message providing transaction information when an
attempt is made to utilize a deactivated account. The notifi-
cation message allows the customer to investigate the source
of transaction and to reassess whether the account should
remain deactivated. The notification message may allow the
customer to reactivate the account from the customer’s
mobile device. Reactivation of the account could be done
using a verification procedure similar to the previously-de-
scribed procedure. That is, the service sends a notification
message to the customer and allows the customer to reactivate
the account by sending an appropriate authorization message
to the service. In some embodiments, the service may be
configured to require a verification code to reactivate the
account.

When the intermediary service allows customers to man-
age the status of their account, the issuing institution and the
intermediary service coordinate to ensure that the issuing
institution properly allows or rejects authorization requests
based on the account status. FIG. 10B is a flowchart of a
process 1040 for handling an authorization request by the
issuing institution 110. Processing begins at block 1042,
where the issuing institution 110 receives an authorization
request from the payment association 112.

Processing then proceeds to block 1044, where the issuing
institution 110 looks up account information associated with
the authorization request. Processing then proceeds to deci-
sion block 1046, where the issuing institution uses the
account information to determine whether account status is
stored by the issuing institution 110 or the intermediary ser-
vice 204. If the status is stored by the issuing institution 110,
processing proceeds to block 1048, where the institution
looksup the current account status using an account database.
Otherwise, processing proceeds to block 1050, where the
institution communicates with the intermediary service 204
to request account status information.

Once the issuing institution 110 has received the current
status for the account, processing proceeds to decision block
1052, where the issuing institution evaluates the current sta-
tus to determine if the account is activated. If the account is
activated, processing proceeds to block 1054, where the issu-
ing institution handles the authorization request using stan-
dard credit procedures. If the account is not activated, pro-
cessing proceeds to block 1056, where the institution rejects
the authorization request. After the request has been handled,
the process ends.
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FIG. 6E is a flowchart of a process 570 for processing
stored value by the intermediary service 204. The service
executes the process 570 during the processing of block 510
of FIG. 6A. Processing begins at block 572, where the service
retrieves the customer information associated with the iden-
tifying information in the authorization request. At a block
574, the service retrieves the merchant information associ-
ated with the merchant identifier in the authorization request.
Atablock 576, the service uses the listing of transaction items
in the authorization request to determine the products pur-
chased during the transaction. The service may also use a
product database to retrieve additional details about the prod-
ucts, such as product type and manufacturer.

Atablock 578, the service retrieves applicable stored value
items based on the information determined in blocks 572-
576. As previously discussed, some stored value items are
linked with the customer (i.e., stored in associated with a
customer’s account), such as vouchers and saved coupons.
Stored value items may also be generated based on aspects of
the current transaction or the customer’s transaction history.
For example, the service may generate coupons for transac-
tions with a particular merchant or for transactions that
include particular products. The service may also use a cus-
tomer’s transaction history to determine applicable coupons.
Coupons based on atransaction history may be used to reward
loyal customers, such as customers that buy from a particular
merchant, or buy a particular product more than a specified
number of times over a specified time period. The service may
also provide coupons for products that relate to a purchased
item, such as accessories for a mobile device. The service may
also provide coupons for a particular product when the cus-
tomer purchases similar products from other manufacturers.
The service may also generated coupons based on the trans-
action time; for example, the service may be configured to
generate coupons for a merchant or manufacturer during a
specified time period coinciding with a sale.

The intermediary service may be configured to handle the
stored value items in various ways. For example, the service
may be configured to handle all items identically, such as by
automatically applying each item to the transaction or auto-
matically requiring customer verification before applying any
items to the transaction. However, the service may also allow
a customer to define rules to specify how individual stored
value items should be applied. Thus, the process 570 includes
a loop that evaluates each stored value item separately. One
skilled in the art will appreciate that the loop can be collapsed
into a single iteration if the service is configured to treat all
stored value items identically.

The loop begins at block 580, where the service selects the
next stored value item on the list. Processing then proceeds to
decision block 582, where the service determines whether the
stored value item should be applied automatically. In block
582, the service evaluates a set of rules to determine whether
the service should request verification before applying the
selected stored value item. The evaluated rules may use fac-
tors similar to those discussed above with reference to the
rules module. For example, the customer may specify that
vouchers should be applied automatically, while coupons
should be applied only after the customer has approved them
by sending a response to a transaction notification. The cus-
tomer may also specity that coupons for particular products
or particular merchants should be applied automatically,
while other coupons require verification before being applied.

If the service determines that the stored value item is to be
applied automatically, processing proceeds to block 584,
where the service applies the stored value item to the trans-
action. As discussed above, the service may do so by reducing
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the transaction amount by the stored value item’s currency
amount. Thus, if the transaction amount is $35 and the service
applies a $5 coupon, the new transaction amount is $30. For
stored value items denominated in non-currency units, the
service also converts the value from non-currency units to a
corresponding currency amount before applying the value to
the transaction. If the stored value item’s associated value is
expressed as a percentage of the transaction amount, the
service first converts the percentage to a currency amount
before applying the currency amount. If the service deter-
mines that the item should not be applied automatically, pro-
cessing proceeds to block 586, where the service adds the
stored value item to a list of items that are to be included in the
transaction notification. The list is used in block 512 of FIG.
6A, where the service generates the transaction notification.
The service then applies selected stored value items in block
521 of FIG. 6B after the customer responds to the transaction
notification. After the service has handled the selected item,
processing proceeds to decision block 588, where the service
determines if there are additional stored value items to be
processed. If items remain, the service returns to block 580 to
process the next item. Otherwise, the process ends.

FIG. 7 is a flowchart of a process 700 for processing finan-
cial transaction data executed by an acquirer 108. The process
700 is executed by the acquirer 108 in conjunction with the
process 500 executed by the intermediary service of FIGS.
6A and 6B. Processing begins at block 702, where the
acquirer 108 receives an initial authorization request from the
point of purchase 106. At a decision block 704, the acquirer
determines whether the initial authorization request should be
routed to the intermediary service 204 based on the identify-
ing information contained in the initial authorization request.
The determination may include, for example, assessing
whether an identifying number contained in the initial autho-
rization request falls within a range of identifying numbers or
has a particular prefix associated with the intermediary ser-
vice 204. If the initial authorization request is not associated
with the intermediary service, at a block 706 the acquirer
forwards the initial authorization request to the payment asso-
ciation 112 for processing in accordance with traditional pro-
cesses as described in FIG. 1. If, however, the identifying
information contained in the initial authorization request
indicates that the initial authorization request is associated
with the intermediary service, processing continues to block
708. At block 708, the acquirer 108 sends at least part of the
data from the initial authorization request to the intermediary
service 204.

Processing then proceeds to block 710, where the acquirer
108 receives account information from the intermediary ser-
vice 204. The intermediary service 204 determines the
account information using the process 500 of FIGS. 6A and
6B. The received account information may be received in
encrypted or unencrypted form. If encrypted by the issuing
institution or the intermediary service, the acquirer 108 may
decrypt the account information using a locally-stored
encryption key. After receiving the account information, pro-
cessing proceeds to block 712, where the acquirer 108 gen-
erates a modified authorization request based on the initial
authorization request and the received account information.
As discussed above, the acquirer 108 may generate the modi-
fied authorization request by replacing identifying informa-
tion contained in the original request with the received
account information. The following is an example of an initial
authorization request such as might be received from a point
of purchase:
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Transaction Identifier
Identifying Information
Initial Track 2 Data (optional)
Industry Standard Code
Merchant Information
Transaction Amount
Transaction Items

The identifying information results in the initial authoriza-
tion request being sent to the intermediary service 204. After
sending the initial authorization request to the intermediary
service 204, the acquirer may receive the following account
information in response:

Transaction Identifier
Real Account Information

The acquirer 108 would then construct the following modi-
fied authorization request:

Transaction Identifier

Real Account Information
Real Track 2 Data (optional)
Industry Standard Code
Merchant Information
Transaction Amount
Transaction Items

For record-keeping purposes, and in order to ensure that
authorization requests are correctly associated with received
account information, a transaction identifier may be assigned
to each transaction and used by the acquirer and the interme-
diary server to ensure that all sent and received messages are
correctly correlated. The acquirer may store all initial autho-
rization requests, received account information, and modified
authorization requests in a data structure so that the acquirer
or a third party may subsequently audit the information and
confirm that transactions are being appropriately processed.

After the modified authorization request is generated, pro-
cessing then proceeds to block 714 where the acquirer 108
sends the modified authorization request to the payment asso-
ciation 112. In block 716, the acquirer 108 receives an autho-
rization or a denial in response to the modified authorization
request. The acquirer 108 then completes the authorization
process by sending the authorization or denial message to the
point of purchase 106 in block 718. As discussed above, the
acquirer 108 may also send the authorization or denial mes-
sage to the intermediary service 204 so that the intermediary
service 204 can send a receipt message to the customer’s
mobile device 206. The acquirer 108 may also send transac-
tion details, such as the list of transaction items, to the inter-
mediary service 204 so that the receipt message can include
additional transaction details.

While the process 700 has been described as being imple-
mented by the acquirer 108, it will be appreciated that process
700 can be implemented by any party that participates in the
transaction approval process. For example, the payment asso-
ciation 112 or an issuing institution 110 may forward initial
authorization requests to the intermediary service 204 in lieu
of'the acquirer forwarding the request. The account informa-
tion is then returned to the payment association or issuing
institution for further processing.

FIG. 8 illustrates a logical block diagram of the acquirer
108 that implements the process 700 of FIG. 7. The acquirer
108 redirects certain authorization requests to the intermedi-
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ary service 204 and generates modified authorization requests
based on information provided by the intermediary service
204. As with the intermediary service 204 shown in FIG. 5,
aspects of the acquirer 108 may be implemented as special-
purpose circuitry, programmable circuitry, or as a combina-
tion of these. The modules in the acquirer 108 may be imple-
mented in a single physical device or distributed over multiple
physical devices and the functionality implemented by calls
to remote services.

As discussed above, the acquirer 108 receives an initial
transaction authorization request from the point of purchase
106 and transmits a modified authorization request to the
issuing institution 110 via the payment association 112. The
acquirer 108 also communicates with the intermediary ser-
vice 204 to request account information associated with a
particular authorization request and to receive the requested
account information. The acquirer 108 also interacts with a
storage component 802, which is configured to store infor-
mation used to integrate with the intermediary service 204. In
particular, the storage component 802 stores identifying
information (such as ranges of account numbers or account
number prefixes) that can be used to determine which autho-
rization requests should be handled by the intermediary ser-
vice 204. The storage component 802 may also store histori-
cal transaction information to be used for auditing or if a
transaction is disputed.

The acquirer 108 includes various modules to assist in
processing authorization requests. In particular, the acquirer
108 includes a point of purchase communication module 804,
which is configured to communicate with the point of pur-
chase 106 to receive initial authorization requests and trans-
mit authorization or denial messages at the end of the trans-
action. The acquirer 108 also includes an evaluation module
806, which is configured to evaluate initial authorization
requests according to the process 700 described above to
determine if initial authorization requests should be sent to
the intermediary service 204.

The acquirer 108 also includes an intermediary service
communication module 808, which is configured to commu-
nicate with the intermediary service 204 to send authorization
requests and to receive account information. The intermedi-
ary service communication module 808 then provides the
account information to an authorization request generator
module 810, which is configured to generate a modified
authorization request based on the initial authorization
request and the received account information. The modified
authorization request is then provided to a payment associa-
tion communication module 812, which is configured to com-
municate with the payment association 112 to send the modi-
fied authorization requests to the issuing institution 110. After
the issuing institution 110 approves or denies a transaction,
the payment association communication module 812 also
receives an authorization or denial message from the payment
association 112. The acquirer 108 then forwards the message
to the point of purchase 106 and/or the intermediary service
204.

One of the advantages of the disclosed intermediary ser-
vice 204 is that it allows routing of encrypted messages
through the service without revealing sensitive information
that is contained in the messages to the operator of the service.
FIG. 9 is a block diagram depicting various message routing
paths through the intermediary service 204. Complementary
encryption keys are depicted as being maintained by different
parties that participate in the processing of a financial trans-
action. For example, a key A that is maintained by acquirer
108 allows the acquirer to encrypt messages and communi-
cate in a secure fashion with the intermediary service 204,
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which maintains a complementary key A' for decoding the
encrypted messages. Similarly the intermediary service 204
maintains a key B' that allows it to communicate in a secure
fashion with the mobile device 206, which maintains a
complementary key B. Moreover, the intermediary service
204 also maintains a key C' that allows it to communication in
a secure fashion with the issuing institution 110, which main-
tains a key C. Of note, however, is the ability of the acquirer
108 and the issuing institution 110 to exchange encrypted
messages or portions of messages through the intermediary
service without allowing the service to read or otherwise act
onthe contents of the messages. For example, certain portions
of the point of purchase information from the initial authori-
zation request (e.g., the specific products being purchased)
may be encrypted by the acquirer 108 using an encryption key
D. When the intermediary services 204 receives messages or
portions of messages that are encrypted, the service copies the
encrypted messages or portions of messages and forwards the
copied messages to the issuing institution 110. The issuing
institution 110 is able to decrypt the encrypted message or
portion of the message using key D'. Similarly, the issuing
institution 110 may encrypt account information using key D
so that the information may be read only by the acquirer 108.
An advantage of this is that the intermediary service 204
never has usable access to the encrypted information. This
allows the acquirer to retain control over non-essential cus-
tomer information, such as certain point of purchase infor-
mation, and increases the privacy of the information. It also
allows the issuing institution to pass certain account informa-
tion, such as the card number and PIN number of a customer’s
debit card, to the acquirer 108, thereby allowing the acquirer
to process financial transactions that might not have been
previously available to the acquirer (e.g., such as during an
online purchase).

From the foregoing, it will be appreciated that specific
embodiments of the invention have been described herein for
purposes of illustration, but that various modifications may be
made without deviating from the invention. For example,
those skilled in the art will further appreciate that the depicted
flow charts may be altered in a variety of ways. The order of
the steps may be rearranged, steps may be performed in
parallel, steps may be omitted, or other steps may be included.
Accordingly, the invention is not limited except as by the
appended claims.

We claim:

1. A computer-implemented method for processing finan-
cial transaction data in a computing system including a pro-
cessor and a storage area, the method comprising:

receiving an authorization request generated as a result of

atransaction by a purchaser at a point of purchase via an
acquirer configured to receive authorization requests
from a plurality of points of purchase, wherein the
authorization request includes a purchaser identifier and
transaction information, the transaction information
including a transaction amount, and wherein the pur-
chaser identifier identifies the purchaser that initiated the
transaction;

based on the authorization request, determining one or

more stored value items to apply to the transaction,

wherein each stored value item includes an associated

value,

wherein the one or more stored value items are selected
from a plurality of stored value items stored in the
storage area, and

wherein the plurality of stored value items includes
stored value items provided by a plurality of different
third parties;
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transmitting a transaction indication message to a mobile
device associated with the purchaser identifier, wherein
the transaction indication message includes information
about the determined one or more stored value items;

receiving an indication from a user of the mobile device
that at least one stored value item should be applied
against the transaction;
applying the indicated at least one stored value item to pay
a first portion of the transaction amount; and

initiating a payment process to pay a remaining portion of
the transaction amount by providing a modified transac-
tion amount to the acquirer for submission to a payment
association.

2. The method of claim 1, wherein a stored value item is a
coupon for use in transactions with a specified merchant or for
a specified product.

3. The method of claim 1, wherein the associated value is
expressed as a currency amount.

4. The method of claim 1, wherein the associated value is
expressed as a percentage of a portion of the transaction
amount.

5. The method of claim 1, wherein the associated value is
expressed in non-currency units and further comprising con-
verting the non-currency units to a currency amount using a
conversion rate before applying the indicated at least one
stored value item to the first portion of the transaction amount.

6. The method of claim 5, wherein the conversion rate is
determined based on characteristics of the transaction.

7. The method of claim 1, wherein the transaction infor-
mation identifies a product purchased during the transaction,
and wherein a stored value item is determined based on the
identified product.

8. The method of claim 1, wherein a stored value item is
associated with an applicable time or time period and the
stored value item is determined based on a time associated
with the transaction.

9. The method of claim 1, wherein a stored value item is
determined based on a transaction history of the purchaser.

10. The method of claim 1, wherein initiating a payment
process comprises:

generating a modified authorization request based on the

received authorization request, wherein the modified
authorization request includes a modified transaction
amount based on the remaining portion of the transac-
tion amount; and

transmitting the modified authorization request to an issu-

ing institution for authorization of payment.

11. The method of claim 1, wherein the one or more stored
value items are uniquely associated with the purchaser iden-
tifier in the authorization request.

12. The method of claim 1, wherein a plurality of stored
value items are contained in the storage area and each stored
value item has associated transaction conditions under which
a stored value item is to be applied, and wherein determining
the one or more stored value items to apply to the transaction
comprises selecting a stored value item from the plurality of
stored value items in response to determining that the asso-
ciated transaction conditions under which the stored value
item is to be applied are satisfied by the authorization request.

13. The method of claim 12, wherein the associated trans-
action conditions include an identity of a product being pur-
chased.

14. The method of claim 12, wherein the associated trans-
action conditions include a time period during which the
stored value item is valid.

15. A system for processing financial transaction data, the
system comprising:
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a processor;

a storage component configured to store a plurality of

stored value items,

wherein the plurality of stored value items includes
stored value items provided by a plurality of different
third parties;

a communication module configured to receive an autho-

rization request generated as a result of a transaction by
a purchaser at a point of purchase via an acquirer con-
figured to receive authorization requests from a plurality
of points of purchase, wherein the authorization request
includes a purchaser identifier and transaction informa-
tion, the transaction information including a transaction
amount, and wherein the purchaser identifier identifies
the purchaser that initiated the transaction; and

a stored value module configured to:

based on the authorization request, determine one or
more stored value item to apply to the transaction,
wherein each stored value item includes an associated
value,

wherein the one or more stored value items are selected
from the plurality of stored value items stored in the
storage area, and;

transmit a transaction indication message to a mobile
device associated with the purchaser identifier,
wherein the transaction indication message includes
information about the determined one or more stored
value items;

receive an indication from a user of the mobile device
that at least one stored value item should be applied
against the transaction;

apply the indicated at least one stored value item to pay
a first portion of the transaction amount; and

initiate a payment process to pay a remaining portion of
the transaction amount by providing a modified trans-
action amount to the acquirer for submission to a
payment association.

16. The system of claim 15, wherein a stored value item is
a coupon for use in transactions with a specified merchant or
for a specified product.

17. The system of claim 15, wherein the associated value is
expressed as a currency amount.

18. The system of claim 15, wherein the associated value is
expressed in non-currency units and wherein the stored value
module is further configured to convert the non-currency
units to a currency amount using a conversion rate before
applying the indicated at least one stored value item to the first
portion of the transaction amount.

19. The system of claim 18, wherein the conversion rate is
determined based on characteristics of the transaction.

20. The system of claim 15, wherein the transaction infor-
mation identifies a product purchased during the transaction,
and wherein the stored value item is determined based on the
identified product.

21. The system of claim 15, wherein a stored value item is
associated with an applicable time or time period and the
stored value item is determined based on a time associated
with the transaction.

22. The system of claim 15, wherein a stored value item is
determined based on a transaction history of the purchaser.

23. The system of claim 15, wherein initiating a payment
process comprises:

generating a modified authorization request based on the

received authorization request, wherein the modified
authorization request includes a modified transaction
amount based on the remaining portion of the transac-
tion amount; and
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transmitting the modified authorization request to an issu-

ing institution for authorization of payment.
24. The system of claim 15, wherein the one or more stored
value items are uniquely associated with the purchaser iden-
tifier in the authorization request.
25. The system of claim 15, wherein a plurality of stored
value items are contained in the storage area and each stored
value item has associated transaction conditions under which
a stored value item is to be applied, and wherein determining
the one or more stored value items to apply to the transaction
comprises selecting a stored value item from the plurality of
stored value items in response to determining that the asso-
ciated transaction conditions under which the stored value
item is to be applied are satisfied by the authorization request.
26. The system of claim 25, wherein the associated trans-
action conditions include an identity of a product being pur-
chased.
27. The system of claim 25, wherein the associated trans-
action conditions include a time period during which the
stored value item is valid.
28. A computer-readable medium containing instructions
for processing financial transaction data in a computing sys-
tem including a processor and an associated storage area, by
a method comprising:
receiving an authorization request generated as a result of
atransaction by a purchaser at a point of purchase via an
acquirer configured to receive authorization requests
from a plurality of points of purchase, wherein the
authorization request includes a purchaser identifier and
transaction information, the transaction information
including a transaction amount, and wherein the pur-
chaser identifier identifies the purchaser that initiated the
transaction;
based on the authorization request, determining one or
more stored value items to apply to the transaction,
wherein the stored value item includes an associated
value,
wherein the one or more stored value items are selected
from a plurality of stored value items stored in the
storage area, and
wherein the plurality of stored value items includes
stored value items provided by a plurality of different
third parties;
transmitting a transaction indication message to a mobile
device associated with the purchaser identifier, wherein
the transaction indication message includes information
about the determined one or more stored value items;

receiving an indication from a user of the mobile device
that at least one stored value item should be applied
against the transaction;

applying the stored value item to pay a first portion of the

transaction amount; and

initiating a payment process to pay a remaining portion of

the transaction amount by providing a modified transac-
tion amount to the acquirer for submission to a payment
association.
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29. The computer-readable medium of claim 28, wherein a
stored value item is a coupon for use in transactions with a
specified merchant or for a specified product.

30. The computer-readable medium of claim 28, wherein
the associated value is expressed as a currency amount.

31. The computer-readable medium of claim 28, wherein
the associated value is expressed in non-currency units and
further comprising converting the non-currency units to a
currency amount using a conversion rate before applying the
indicated at least one stored value item to the first portion of
the transaction amount.

32. The computer-readable medium of claim 31, wherein
the conversion rate is determined based on characteristics of
the transaction.

33. The computer-readable medium of claim 28, wherein
the transaction information identifies a product purchased
during the transaction, and wherein a stored value item is
determined based on a product purchased during the transac-
tion.

34. The computer-readable medium of claim 28, wherein a
stored value item is associated with an applicable time or time
period and the stored value item is determined based on a time
associated with the transaction.

35. The computer-readable medium of claim 28, wherein a
stored value item is determined based on a transaction history
of the purchaser.

36. The computer-readable medium of claim 28, wherein
initiating a payment process comprises:

generating a modified authorization request based on the

received authorization request, wherein the modified
authorization request includes a modified transaction
amount based on the remaining portion of the transac-
tion amount; and

transmitting the modified authorization request to an issu-

ing institution for authorization of payment.

37. The computer-readable medium of claim 28, wherein
the one or more stored value items are uniquely associated
with the purchaser identifier in the authorization request.

38. The computer-readable medium of claim 28, wherein a
plurality of stored value items are contained in the storage
area and each stored value item has associated transaction
conditions under which a stored value item is to be applied,
and wherein determining the one or more stored value items
to apply to the transaction comprises selecting a stored value
item from the plurality of stored value items in response to
determining that the associated transaction conditions under
which the stored value item is to be applied are satisfied by the
authorization request.

39. The computer-readable medium of claim 38, wherein
the associated transaction conditions include an identity of a
product being purchased.

40. The computer-readable medium of claim 38, wherein
the associated transaction conditions include a time period
during which the stored value item is valid.

#* #* #* #* #*
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https://www.evosnap.com/evo-unveils-integrated-strategy-for-emv-names-handpoint-as-early-mover-partner/
https://www.evosnap.com/evo-unveils-integrated-strategy-for-emv-names-handpoint-as-early-mover-partner/
https://www.evosnap.com/evo-unveils-integrated-strategy-for-emv-names-handpoint-as-early-mover-partner/
https://www.evosnap.com/evo-unveils-integrated-strategy-for-emv-names-handpoint-as-early-mover-partner/
https://www.xenial.com/solutions/payments/
https://www.xenial.com/solutions/payments/
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Global Payments Related Products

* The following solutions chart is based on Global Payments
and “TSYS” documentation

Accept payments in the US

VISIT HEARTLAND DEVELOPER PORTAL

Accept payments internationally
VISIT GLOBAL PAYMENTS DEVELOPER PORTAL

Integrated software providers
VISIT INTEGRATED DEVELOPER PORTAL

Card issuers
VISIT TSYS DEVELOPER PORTAL

o https://www.globalpayments.com/solutions/developers

o Click explore our developer tools



https://www.globalpayments.com/solutions/developers
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Us59292852B2

United Stat

B cownload PoF [ Find PriorAt 3 Similar

Inventor: Todd R, Coulter, Mordechai E. Kaplinsky, Christopher E.
Lewis, Jeffery A Warmington

Current Assignee : Authwallet LLC

Waorldwide applications

2010 US

Application US12/859,213 events @

* PTAE case IPR2021-01 260 filed (Final Writken
Cecision} @

2010:08-18 = Application filed by FormWallet Transaction
Solutions Inc

2010-03-18 = Priority to US12/859,213
2010-12-09 = Publication of US20M0031263641
2060322 » Application granted

20160322 = Publication of US9292852B2
Status » Active

2030-08-16  » Adjusted expiration

Show all events «

Info: Patent citations (19}, Mon-patent citations (13), Cited by (54)
. Leqal events, Similar documents, Priority and Related
Applications

External links: USPTO, USPTO PatentCenter, USPTD Assignment,
Espacenst, Global Dossier, Discuss
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We claim:

1. A computer-implernented method for processing financial transaction data in a
computing systerm including a processor and a storage area, the method
COMPprising:

receiving an authorization request generated as a result of a transaction by a
purchaser at a point of purchase via an acquirer configured to receive
authorization requests from a plurality of points of purchase, wherein the
authorization request includes a purchaser identifier and transaction
information, the transaction information including a transaction amount, and
wherein the purchaser identifier identifies the purchaser that initiated the
fransaction;

based on the authorization request, determining one or more stored value
iterns to apply to the transaction, wherein each stored value item includes an
associated value,

wherein the one or more stored value items are selected from a plurality of
stored value iterns stored in the storage area, and

wherein the plurality of stored value items includes stored value items
provided by a plurality of different third parties;

tran=mitting a transaction indication message to a mobile device associated
with the purchaser identifier, wherein the transaction indication message
includes information about the determined one or more stored value iterms;

receiving an indication from a user of the mobile device that at least one
stored value itern should be applied against the transaction;

applying the indicated at least one stored value itemn to pay a first portion of
the transaction amount; and

initiating a payment process to pay a remaining portion of the transaction
amount by providing a modified transaction amount to the acquirer for
submission to a payment association.
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US 8,099,852 : Claim 1

A computer-implemented
method for processing
financial transaction data in
a computing system
including a processor and a
storage area, the method
comprising:

globalpayments

Ecommerce

management

In person

support all checkout environments.

Transaction management

Your choice of checkout solutions, as well as payer and fraud

Semi- ar fully-integrated opticns across various hardware madels, to

Take contral Manage the full transacticn life cycle from your application

Plaintiff contends that Global Payments manages financial transaction
data, for example “so you can easily integrate best-in class payments
into software across our family of brands”, in a server including a
processor and an associated storage area, for example “One integration
powers a revenue-generating payments engine within your website,
POS, mobile app or other software solution.” encompassing various
types such as user mobile banking, mobile payments, point-of-sale
transactions, and tokenized transactions. The execution of these
processes necessitates both processors and storage spaces.

Contactus

One integration.
One ecosystem

We've scrutinized our APls and SDKs, so you can easily integrate best-in-

class payments into software across our family of brands.

One integration powers a revenue-generating payments engine within your

website, POS, mabile app, or ather software salution

All the APls you need

Data and reporting

Get all your data through one APL for actionable insights

Dispute management

Manage and respond to transaction disputes from your own envirenment.

And everything in between

Whatever tools you need, we've got therm waiting for you

https://www.globalpayments.com/solutions/developers
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receiving an authorization request
generated as a result of a transaction by a
purchaser at a point of purchase via an
acquirer configured to receive
authorization requests from a plurality of
points of purchase wherein the
authorization request includes a
purchaser identifier and transaction
information, the transaction information

Plaintiff contends that after a customer initiates a
purchase using swipe, tap, or dip, Global Payments
secures authorization from an acquirer or issuer
(requester). This authorization request, known formally
as ISO — 8583, encompasses tracks 1-2 data and
includes crucial payment details. These details consist of
purchaser identifier (authorized card owners), BIN
(Bank Identification Number),

store information, POS (Point of Sale) terminal ID, and
may contain additional transactional POS data specifics,

such as store aisle, specific location, POS details, and e-

including a transaction amount,
commerce site details.

JAVA  FHP  .NET

// create the card object

GreditCardbata card = new CreditCardbataf);
card.setlumber("4263070000085262" ) ;

card .setExpMonth{12);

card.setExpYear (2828) ;

vard . setCvn{"131") ;

vard . setCardHolderlame] " James Mason");

e
f/ process an auto-settle autherization
Transaction response = card.charge{new Bigbecimal{"10.00"))
swdthCurrency{ "EUR")

ff B8O == Buccess
ff [ test system ] AUTHORISED

result = response.getResponsetode();
message = response.getResponseMessage()

the details to save to the DB for future reguests

orderId = ff ez JDOFhENTZELTACNZNDw

authCode = response.getAuthorizationCode{); // 12345

#f pasref 14622680030731425
/¢ MMCBFBBYEABBBERBRAT 1S

response.getbrderId{);

paymentsReference = response.getTranzactionId{);

schemeReferencebata = resoonse.oetSchemeId():

catch {ApiException exce) {
ff TODO: add your error handling here
I3

https://developer.globalpay.com/sdk/card-payments
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and wherein the purchaser
identifier identifies the
purchaser that initiated the
transaction;

Plaintiff contends that the customer data stored in Global Payments
databases can be accessed and confirmed using an API information
request. This example showcases customer payment card data,
including specifics like the card owner's name (used as a purchaser
identifier) and connections to the card owner's address, supported
payment methods, email address, and contact details such as device,
number, address, MAC address, and other pertinent information.

HPP example

Payment Details

v Pay with a saved card

Card Details ame on the Card Expiring @
@ ending in 4415 ames T. Mason 04/18 #

Card Details Name on the Card Expiry Date @
~isa ending in 5262 ames Mason 10/25

B

HPP response

ar edit will alsa be returned.

> Pay with another card

@ PAY NOW

The reference of the card the customer chaoses tao pay with will be returned in the HPP respanse. Any cards they choose ta delete

https://developer.globalpay.com/docs/click-to-pay
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based on the
authorization

request, determining
one or more stored
value items to apply
to the transaction,
wherein each stored
value item includes
an associated value,;

Plaintiff contends that Global Payments receives the modified
authorization message with the “real” PAN - which contains the
account number. This is then used to check the storage area for value
that can be applied to the transaction based on the account data for
example “retrieve available Offers by AccountID and customerID”.
Each stored value item has an assigned value. For example, simply
receiving the card number has value in itself that can be applied —
value is specific to each value-add item per transaction (i.e., points per
purchase with specific card number or coupon, voucher etc.,)

TSYS QOpen APIs™ Overview Documentation Downloads Guides Tools Iy Applications

Request PIN Mailer

Travel Notice

Update Contact Information

Account Payments

Payment Information

Payors

Card Controls

Card Control Preferences

Digital Offers

Offers Presentment

Account View

Electronic Statements
Secure Message
Snapshot & Activity
Statement Preferences

View PIN

Instant Card

Apply
Cardhoclder Agreement

Cigital Engagement

Offers Presentment

GET

Retrieve Available Offers by AccountlD & CustomerlD

fissuing/digital/accountfaccou ntldl/customer/ieustomerl dlfoffers

Retrieves promotional offers for which the cardholder qualifies.

Request

Header Parameters

Authorivmiee e

authorization

Path Parameters

accountld string  Required

Aunique combination of numbers that is used to identify an account.

customerld string  Rzquirzd

Aunique combination of numbers that, when used with the accountld, identifies the customer that is asscciated with the account.

Query Parameters

https://developers.tsys.com/api/p

roduct?key=Digital+Engagement
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wherein the one or
more stored value
items are selected
from a plurality of
stored value items
stored in the
storage area, and

Plaintiff contends the cardholder utilizes the card on a purchase, and
the storage area retrieves applicable offers exclusively based on
purchase qualifications such as the card, transaction, amount, or
other metrics associated with that specific card purchase transaction
(i.e., when/where/item bought etc.,), or another qualifying perimeter
for example, “retrieves promotional offers for which the cardholder
qualifies”.

Ts5YS Deve |0pe rs Products Solutions Support
TSYS Open APIs®™ Overyiew Documentation Downloads Guides Tools My Applications
R — ,

Update Contact Informaticn

Account Payments

Payment Information

GET

Retrieve Available Offers by AccountD & CustomerlD

fissuing/digitalfaceountfaccount dcustemerfcustomerd difoffers

Payors

Card Controls

Retrieves promotional offers for which the cardholder qualifies.

Card Control Preferences

Digital Offers

Offers Presentment

I\UH“BIJ‘

Header Parameters

Authorization Raquirad

2 thorzating

https://developers.tsys.com/api/product?key=Di

gital+Engagement

10
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wherein the plurality
of stored value items
includes stored value
items provided by a
plurality of different
third parties:

TSsYs Developers

Plaintiff contends that Global Payments has the capability to
showcase a wide array of available offers from various vendors, with
each offer specifically tailored to match certain transaction
parameters of the card purchase for example, “digital offers” and
“List of available promotional offers” refers to plurality of different
third parties offering promotions.

Solutionz

Payors

Update Contact Information

Account Payments

Payment Information

Overview Documentation Downloal

TSYS Open APIs™

Specifies the type of Offers that is returned.

Response

Body

+ availableOffers array

Card Controls

Card Contrel Preferences

Digital Offers

Offers Presentment

Account View

Electronic Statements
Secure Message
Snapshot & Activity
Statement Preferences

View PIM

Instant Card

Apply

Cardhclder Agreement
In-App Provisioning

Solicitation Information

List of available Eromotional offers.

offerType string
Type of offer for the offer 1D,

offerld string

|D of the promotional offer.

» offerDetails object

Container for the promotion offer details.

description string

Deseription of the premoetion offer type.

» incentives array

List of the promotion incentives.

endDate string

The end of the promotion date range.

Date Pattern YY-WMW-DD

startDate string

The start of the premetion date range.

Date Pattern YYY-WMW-DD

https://developers.tsys.com/api/product?key=Digital+Engagement
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transmitting a transaction Plaintiff contends that Global Payments provides clients with

indication message to a the capability to personalize notification messages directed to
mobile device associated the card owner or purchaser identifier, including transaction
with the purchaser indication notifications. The following section (linked below)
identifier, wherein the facilitates a diverse array of transaction message notifications,
transaction indication with selected stored value options being among the available
message includes choices for example, for example, "You can deliver

information about the
determined one or more
stored value items;

notifications though a variety of distribution channels-at are
triggered by events and data originating across many TSYS
platforms and products.”

TSYS Open APIs™ Overview Documentation Downloads Guides Tools Iy Applications

Communications Platform

A hub for managing communications with your cardholders.

Communicating with cardholders through the right channels is critical. The Communications Platform is a centralized hub and repository for managing,

distributing, and tracking notifications to your cardholders. You can deliver notifications through 3 variea of distribution channels - configured with your logig

& branding - that are trigﬁered by events and data originating across many TSYS platforms and products.

Key Features

MNotify customers of aceount activity Choose notification delivery settings & channels Monitor cardholder notification activity

Streamline Notification Management

The Communications Platform addresses the need for a consolidated solution that provides a comprehensive, 360-degree view of cardholder communications.
It provides notification configurations, branding and message template capabilities, and also supports multiple delivery approaches to enable tracking of digital

messages when cardholders receive & respond to them.

Simplify the Complexities

https://developers.tsys.com/api/overview?key
=Communications+Platform
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receiving an Plaintiff contends that Global Payments facilitates two-way message
indication from notifications, meeting various communication needs with the card
a user of the owner, including their specific selections for applying any Value-Added
mobile device Services (VAS) to the transaction, for example, “This API allows a vendor
that at least to send a keyword response for a two-way emails or SMS
one stored communications workflow that will enable the communications
value item platform to initiate any further account updates as a result of the
shogld be _ response.” Therefore, if a stored value item should be applied to the
applied against | ¢ransaction, the user can indicate this through the “communications
the transaction platform.”
pevelope
TSYS Open APIs®" Overview Documentation Downloads Guides Tools
& Overview Communications Platform
Notification APIs TWD-Way Ref"p{’"se
Acknowledgment
Activity ROST

Te-tiier Respemss Update TwoWay Keyword Response by Correlation ID

fplatformfnotification/recervefnotificationType}

Cardholder Preferences APIs

Alert Contact Information This APl allews a vendor te 5end a keywoerd response for a two-way email or SMS
communications worlkflow that will enable the Communications Platform to
Alert Preferences initiate any further account updates as a result of the response.

Alert Preferences Config

Manage SMS STOP Request
Request SMS Verification Header Parameters
Motification Webhook Authorization Requirad

authorization

https://developers.tsys.com/api/product?key=Communications+Platform
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applying the
indicated at least one
stored value item to
pay a first portion of
the transaction
amount; and

Plaintiff contends that Global Payments (TSYS) applies a gift card
(stored value item) to the transaction. As illustrated below, the gift
card “GIFT *4256 (Auth#:00CG4C) $66.35” covers a first portion of
the transaction amount “$90.40”, with the remaining amount “
$22.45 ” forwarded to the acquirer for payment processing.

TouchBistro

Basic Burg $10.00
+ Beet Salad
+ Balsamic
Heart Attack Burger COMBO $20.00
+ Beet Salad
+ Balsamic
2 x Veggie Burger $30.00
+ Soup Of The Day
2 x IPA $10.00
Pilsner $5.00
Ale $5.00

Food Total $60.00
Alcohol Total $20.00

I ransacti on Sub Total $80.00

HST $10.40

PAYAST:
PORTION

©

How to Accept Gift Card Payments and Manage Gift Cards with TSYS

— ——
W —
—

S GGl $90.40

w= == _VIGIFT *4256 (Auth#: 00CG4C) $66.35
Remaining Balance $24.05

Thank You
Please Come Again!

https://help.touchbistro.com/s/article/How-to-Accept-Gift-Card-Payments-and-Manage-Gift-Cards-with-TSYS?language=en _US
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initiating a payment process to pay a
remaining portion of the transaction
amount by providing a modified
transaction amount to the acquirer for
Submission to a payment association.

The remaining portion or modified transaction
amount ($24.05) is processed by the acquirer
and, forwarded to the appropriate payment
association depending on card used.

TouchBistro

Basic Burg $10.00
+ Beet Salad
+ Balsamic
Heart Attack Burger COMBO $20.00
+ Beet Salad
+ Balsamic
2 x Veggie Burger $30.00
+ Soup Of The Day
2 x IPA $10.00
Pilsner $5.00
Ale $5.00
Food Total $60.00
Alcohol Total $20.00
Ir‘a nsaction Sub Total $80.00

Total/Amount T _Sow

T —
——
——
— —
—

wae o $90.40
RAYALST :
USRS U B Remaining Balance $24.05

—

PAY/REMAINING &= ** Shank vou

NASINTS Please Come Again!

How to Accept Gift Card Payments and Manage Gift Cards with TSYS

https://help.touchbistro.com/s/article/How-to-Accept-Gift-Card-Payments-and-Manage-Gift-Cards-with-TSYS?language=en US
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10. The method of claim 1, wherein initiating a payment process
COMprises:

generating a modified authorization request based on the received
authorization request, wherein the modified authorization request
includes a modified transaction amount based on the remaining
portion of the transaction amount; and

tran=mitting the modified authorization request to an issuing institution
for authorization of payment.
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The method | Plaintiff contends that Global Payments initiates the payment process

of claim 1 when it receives an initial tokenized PAN authorization request message
wherein from one of its underlying merchants. Here is an example of the code
initiating a needed to create a transaction, obviously this code will be by the
payment Merchant — that will then send the authorization request message back to
process the merchant acquirer. For example, “creating a transaction from a stored
comprises: card works the same as a standard authorization.”

Step 2: Create a transaction

Creating a transaction from a stored card works the same as a standard autharization, except instead of collecting card data you

simply send the id in the payment_method object in the request. Glabal Payments abtains the securely stored card data and
builds the autharization messags.

Under PCI DSS compliance rules, the security code {CVN, CVV) cannat be stared. However, if in your application you let the

customer use a card they previously saved, you can prompt them for their security code again. Then include the code in the
request.

Sample request

JEOM

curl --location --reguest POST 'https://fapis.=zandbox.globalpay.comfucpftransactions"' &

--header 'Content-Type: application/jsen' &
--header 'Authorization: Bearer 19MKMmKalkMzZ41ECHPHZYTRscOlUc' &
--header 'Accept: applicationfjson’ A
--header 'X-GF-Version: ZEZE-12-23' 3
--data-raw '{
"gceount_name": "Transaction_Processing”,
"channel": "CNP",
"type": "SALE",
"amount": "4588",
"currency": "USD",
“referenc S6038151",
"country": "Us",
"payment_method": {
"id": "PMT_815adafs-47f8b-43bd-934d -d0fdeRGE07 2",
"entry_mode": "ECOM"

https://developer.globalpay.com/docs/card-storaget#tapi

17
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Generating a
modified
authorization
request based on
the received
authorization
request

Plaintiff contends that Global Payments receives an initial
authorization request from the merchant containing the token PAN.
They then generate a modified authorization request by swapping the
received token PAN with the “real” PAN. This swap generates a
modified authorization request each time any PAN token is exchanged
for a “real” PAN. For example, "id": "PMT_815adaf8-4f8b-43bd-934d-
d9fd086897f2” and "masked_number_last4": "XXXXXXXXXXXX1112"

API

Sample request

JSaN

curl --location --reguest POST 'https

--header 'Content-Type: application/f] 1
1kNzZ41ECHPH2WTpxdlc ' &

--header 'Authorization: Bearer 19M
--header 'Accept: applicationfjson’' %
--header 'X-GP-Version: 2820-12-22' %
--data-raw '{
“reference”: "00388961",
"eard": {
“number”: "4812001837141112",
ry_month": "12",
"expiry_year": "2§5"
b
%

Sample response

three letters PMT_.

PHT_815adafs-4f8h-4! 4d -do fdAE6RO7 2",

E "ACTIVE",
"merchant_id": "MER_c4cBdf11039c4839063781adeaa?d6c3",
"merchant _nam: ndbox_merchant_2",

"account_id 30a1bScdad68dd8cesef2 A7 foe",

With cur API, yau can securely stare card data with Global Payments and receive a token representation of tha card. This taken
can be stared with no increased PCl Campliance requirements.

Takens can be used far recurring hilling ar to enahle ane-click checkaut, Yaou can add, delste, and update stared cards.

In this guide, you'll learn how ta stare cards {Payment Methads) and haw to charge them.

apis.sandbox.globalpay.comfucp/payment -methods ' %

The id value returned in the respanse is the taken to use ta reference the stared card when processing payments. It begins with the

https://developer.global
pay.com/docs/card-
storage#api

18
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Wherein the modified Plaintiff contends that Global Payments modifies the
authorization request authorization request when swapping the Token to PAN and
includes a modified again when reverting the PAN back to the token.
transaction zfm)ount ba.nsed A modified transaction amount will occur each time in a
on the remaining portion PAN tokenized transaction. The transaction amount can also
of the transaction amount, | e modified by “Dynamic currency conversion” “amount
and 2300 EUR, exchange rate 1.6250, payer amount 3738 AUD”

globalpayments Q

kil Payments Documentation »  Dynamic Curreney Conyersion

Dynamic Currency Conversion

Let international customers pay in their home currency.

Updated April, 2623

globalpayments Q

Sample response

“dd": "GES_LUAalxpkuleBPUREJXiATUaBySOGHN",
“time_created”: "Z0Z1-06-30T16:05:92.4012",
"model”: "FROM_TRANSACTION_CURRENCY™",
"status": "AVAILABLE",

"country": "GB",

“transaction_type": "SALE",

"amount": "Z380",

"currency": "EUR",

"exchange_rate": "1.6258",

"payer_amount": "

https://developer.globalpay.com/docs/dccH#api 19
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transmitting the
modified authrequest
to an issuing institution
for authorization of

payment processing”.

Plaintiff contends that Global Payments
transmits the modified authorization
request to an issuing institution to
“AUTHORIZE” the payment “Transaction

globalpayments Q

Example: Get a list of Acticns

clURL

SHARE

288 Success

"total_record_count": 3412
"current_page_size": 3412
"merchant_id": "MER_cd4cBdf11830c4850b063701adeaa? 63"

"merchant_nams": "Sandbox_merchant_2"
"filter":
“paging”:

"page": 1

"page_zize": §
"order_by": "TIME_CREATED"
"order": "ASC"

"gotions":

R : "AUTHORIZE"
g pP1-85-83T21:23:30 7182"
"resource”: "string”

"resource_id": "TRN_cf421088-c021-4896-hecd -2372cho476da"

"resource_status": "REVERSED"

"version": "Z021-B3-22"
"http_response_code": "string”
"response_code": “string”

"app_id": "U11RHKomEn7DNOB7RCDPhyMTiMLofy"
"app_name": "demo_app"

"merchant_name": "Sandbox_merchant_2"

"account_name": "Transaction_Processing”
I

URL & QUE

https://developer.globalpay.com/api/actions

20
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