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IN THE UNITED STATES DISTRICT COURT  
FOR THE NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 
 

AUTHWALLET, LLC, 
Plaintiff, 
 

v. 
 
GLOBAL PAYMENTS, INC., 

Defendant 
 

Civil Action No.  
 
 
 
JURY TRIAL DEMANDED 

 

 
PLAINTIFF’S ORIGINAL COMPLAINT FOR PATENT INFRINGEMENT 

COMES NOW, AuthWallet, LLC (“Plaintiff” or “AuthWallet”) files this 

Original Complaint and demand for jury trial seeking relief from patent 

infringement of the claims of U.S. Patent No. 8,099,368 (“the ’368 patent”) and 

U.S. Patent No. 9,292,852 (“the ’852 patent”) (referred to as the “Patents-in-

Suit”) by Global Payments, Inc., (“Defendant” or “Global Payments”). 

I. THE PARTIES 
 

1. Plaintiff is a Texas Limited Liability Company with its principal place of 

business located in Harris County, Texas. 

2. On information and belief, Defendant is a corporation organized and 

existing under the laws of the State of Georgia, with a regular and established 

place of business located at 3550 Lenox Road, Atlanta, Georgia, 30326.  

II. On information and belief, Defendant sells and offers to sell products and 

Case 1:24-cv-03100-WMR   Document 1   Filed 07/12/24   Page 1 of 117



 

2 
 

services throughout Georgia, and introduces products and services that 

perform infringing methods or processes into the stream of commerce 

knowing that they would be sold in Georgia. Defendant can be served 

with process through their registered agent, CT Corporation System, 289 

S Culver St, Lawrenceville, Georgia 30046, at its place of business, or 

anywhere else it may be found. 

III.  JURISDICTION AND VENUE 

4. This Court has original subject-matter jurisdiction over the entire action 

pursuant to 28 U.S.C. §§ 1331 and 1338(a) because Plaintiff’s claim arises under 

an Act of Congress relating to patents, namely, 35 U.S.C. § 271. 

5. This Court has personal jurisdiction over Defendant because: (i) Defendant 

is present within or has minimum contacts within the State of Texas and this 

judicial district; (ii) Defendant has purposefully availed itself of the privileges of 

conducting business in the State of Georgia and in this judicial district; and (iii) 

Plaintiff’s cause of action arises directly from Defendant’s business contacts and 

other activities in the State of Georgia and in this judicial district. 

6. Venue is proper in this district under 28 U.S.C. §§ 1391(b) and 1400(b). 

Defendant has committed acts of infringement and has a regular and established 

place of business in this District. Further, venue is proper because Defendant 

conducts substantial business in this forum, directly or through intermediaries, 
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including: (i) at least a portion of the infringements alleged herein; and 

(ii) regularly doing or soliciting business, engaging in other persistent courses of 

conduct and/or deriving substantial revenue from goods and services provided to 

individuals in Georgia and this District. 

IV. INFRINGEMENT - Infringement of the ’368 Patent 
 

7. On January 17, 2012, U.S. Patent No. 8,099,368 (“the ’368 patent”, 

included as Exhibit A and part of this complaint) entitled “Intermediary service 

and method for processing financial transaction data with mobile device 

confirmation” was duly and legally issued by the U.S. Patent and Trademark 

Office. Plaintiff owns the ’368 patent by assignment. 

8. The ’368 patent relates to novel and improved methods and systems for 

processing financial transaction data in a server including a processor and an 

associated storage area. 

9. Defendant maintains, operates, and administers systems, products, and 

services that infringes one or more of claims 1-29 of the ’368 patent, literally or 

under the doctrine of equivalents. Defendant put the inventions claimed by the 

’368 Patent into service (i.e., used them); but for Defendant’s actions, the 

claimed-inventions embodiments involving Defendant’s products and services 

would never have been put into service. Defendant’s acts complained of herein 

caused those claimed-invention embodiments as a whole to perform, and 

Case 1:24-cv-03100-WMR   Document 1   Filed 07/12/24   Page 3 of 117



 

4 
 

Defendant’s procurement of monetary and commercial benefit from it. 

10. Support for the allegations of infringement may be found in the chart 

attached as Exhibit B. These allegations of infringement are preliminary and are 

therefore subject to change. 

11. Defendant has and continues to induce infringement. Defendant has 

actively encouraged or instructed others (e.g., its customers and/or the customers 

of its related companies), and continues to do so, on how to use its products and 

services (e.g., processing financial transaction data in a server including a 

processor and an associated storage area) such as to cause infringement of one or 

more of claims 1-29 of the ’368 patent, literally or under the doctrine of 

equivalents. Moreover, Defendant has known of the ’368 patent and the 

technology underlying it from at least the filing date of the lawsuit.1 For clarity, 

direct infringement is previously alleged in this complaint. 

12. Defendant has and continues to contributorily infringe. Defendant has 

actively encouraged or instructed others (e.g., its customers and/or the customers 

of its related companies), and continues to do so, on how to use its products and 

services (e.g., processing financial transaction data in a server including a 

processor and an associated storage area) and related services such as to cause 

infringement of one or more of claims 1-29 of the ’368 patent, literally or under 

 
1Plaintiff reserves the right to amend and add inducement pre-suit if discovery reveals an earlier date of knowledge. 
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the doctrine of equivalents. Further, there are no substantial noninfringing uses 

for Defendant’s products and services. Moreover, Defendant has known of the 

’368 patent and the technology underlying it from at least the filing date of the 

lawsuit.2 For clarity, direct infringement is previously alleged in this complaint. 

13. Defendant has caused and will continue to cause Plaintiff damage by direct 

and indirect infringement of (including inducing infringement of) the claims of 

the ’368 patent. 

V. INFRINGEMENT – Infringement of the ’852 Patent 
 

14. On March 22, 2016, U.S. Patent No. 9,292,852 (“the ’852 patent”, attached 

as Exhibit A) entitled “System And Method For Applying Stored Value To A 

Financial Transaction” was duly and legally issued by the U.S. Patent and 

Trademark Office.  Wallet owns the ’852 patent by assignment. 

15. The ’852 patent relates to novel and improved methods and systems for 

processing financial transaction data.  

16. Defendant maintains, operates, and administers online platforms, products 

and services that facilitate financial transaction data processing that infringes one 

or more claims of the ’852 patent, including one or more of claims 1-40, literally 

or under the doctrine of equivalents. Defendant put the inventions claimed by the 

 
2 Plaintiff reserves the right to amend and add inducement pre-suit if discovery reveals an earlier date of knowledge. 
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’852 Patent into service (i.e., used them); but for Defendant’s actions, the claimed-

inventions embodiments involving Defendant’s products and services would never 

have been put into service.  Defendant’s acts complained of herein caused those 

claimed-invention embodiments as a whole to perform, and Defendant’s 

procurement of monetary and commercial benefit from it. 

17. Support for the allegations of infringement may be found in the chart 

attached as Exhibit D. these allegations of infringement are preliminary and there 

fore are subject to change. 

18. Defendant has and continues to induce infringement. Defendant has actively 

encouraged or instructed others (e.g., its customers and/or the customers of its 

related companies), and continues to do so, on how to use its products and 

services (e.g., payment products and services that facilitate purchases from a 

vendor using a bridge computer) such as to cause infringement of one or more of 

claims 1–18 of the ’852 patent, literally or under the doctrine of equivalents.  

Moreover, Defendant has known or should have known of the ’852 patent and the 

technology underlying it from at least the date of issuance of the patent.     

19. Defendant has and continues to contributorily infringe. Defendant has 

actively encouraged or instructed others (e.g., its customers and/or the customers 

of its related companies), and continues to do so, on how to use its products and 

services (e.g., payment products and services that facilitate purchases from a 
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vendor using a bridge computer) and related services such as to cause 

infringement of one or more of claims 1–18 of the ’852 patent, literally or under 

the doctrine of equivalents.  Moreover, Defendant has known or should have 

known of the ’852 patent and the technology underlying it from at least the date of 

issuance of the patent.     

20. Defendant has caused and will continue to cause Plaintiff damage by direct 

and indirect infringement of (including inducing infringement of) the claims of the 

’852 patent. 

VI. CONDITIONS PRECEDENT 
 

21. Plaintiff is a non-practicing entity, with no products to mark. Plaintiff has 

plead all statutory requirements to obtain pre-suit damages. Further, all conditions 

precedent for recovery are met. 

VII. JURY DEMAND 
 

Plaintiff hereby requests a trial by jury on issues so triable by right. 
 

VIII. PRAYER FOR RELIEF 
 
WHEREFORE, Plaintiff prays for relief as follows: 

 
a. enter judgment that Defendant has infringed the claims of the ’368 patent; 

 
b. award Plaintiff damages in an amount sufficient to compensate it for 

Defendant’s infringement of the Patents-in-Suit in an amount no less than 

a reasonable royalty or lost profits, together with pre-judgment and post-
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judgment interest and costs under 35 U.S.C. 

§ 284; 
 

c. award Plaintiff an accounting for acts of infringement not presented at trial 

and an award by the Court of additional damage for any such acts of 

infringement; 

d. declare this case to be “exceptional” under 35 U.S.C. § 285 and award 

Plaintiff its attorneys’ fees, expenses, and costs incurred in this action; 

e. provided discovery reveals that Defendant knew (1) knew of the patent-in-

suit prior to the filing date of the lawsuit; (2) after acquiring that 

knowledge, it infringed the patent; and (3) in doing so, it knew, or should 

have known, that its conduct amounted to infringement of the patent, 

declare Defendants’ infringement to be willful and treble the damages, 

including attorneys’ fees, expenses, and costs incurred in this action and an 

increase in the damage award pursuant to 35 U.S.C. § 284;; 

f. a decree addressing future infringement that either (if) awards a permanent 

injunction enjoining Defendant and its agents, servants, employees, 

affiliates, divisions, and subsidiaries, and those in association with 

Defendant from infringing the claims of the Patents-in-Suit, or (ii) awards 

damages for future infringement in lieu of an injunction in an amount 

consistent with the fact that for future infringement the Defendant will be 
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an adjudicated infringer of a valid patent, and trebles that amount in view 

of the fact that the future infringement will be willful as a matter of law; 

and 

g. award Plaintiff such other and further relief as this Court deems just and 
proper. 

 
Respectfully submitted this 12th day of July, 2024. 

      THE DUCOS LAW FIRM, LLC 

                                  Alexander Shunnarah Trial Attorneys, of Counsel 

/s/ Kristina Ducos            _ 
Kristina Ducos 
Georgia State Bar No. 440149 

                                                600 Peachtree Street NE, Suite 3710 
    Atlanta, Georgia 30308 
    (404) 469-9574 (telephone) 
    (470) 220-5130 (fax) 

      
& 
 
Ramey LLP 

/s/ William P. Ramey, III 
 William P. Ramey, III (pro hac vice anticipated) 

Texas Bar No. 24027643 
      5020 Montrose Blvd., Suite 800 
      Houston, Texas 77006 
      (713) 426-3923 (telephone) 
      (832) 900-4941 (fax) 
      wramey@rameyfirm.com 

 Attorneys for AUTHWALLET, LLC 
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US 8,099,368 Claim chart 
vs

Global Payments 
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Global Payments (and subsidiaries) PAN 
Tokenization Public Announcements / Timeline

852-patent PAN Tokenization 
stat date

TSYS Executes FonWallet 
NDA

Global Payments (TSYS)

DEC 8, 2008

2008

2017https://www.businesswire.com/ne
ws/home/20170530005164/en/TS
YS-Enables-Tokenization-for-
Commercial-Card-Issuers

VISA / MasterCard start 
token vault / services

EMVco starts PAN 
tokenization Services

2012

2016

https://patents.google.com/patent/US
9292852B2/en?inventor=todd+r+coult
er&oq=todd+r+coulter

https://www.cybersource.com/en-
us/blog/2018/bringing-our-tms-service-
to-clients.html

https://www.emvco.com/emv-
technologies/payment-tokenisation/

2014

Global Payments (Heartland) 2013
https://paymentsafrika.com/heartland-
payment-systems-and-levelup-launch-
mobile-payments-across-usa/

https://www.evosnap.com/evo-unveils-
integrated-strategy-for-emv-names-
handpoint-as-early-mover-partner/

2015

Global Payments (EVO)

https://www.xenial.com/solutio
ns/payments/

Global Payments (Xenial)
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1. A method for processing financial transaction data in a server including a processor and an 
associated storage area, the method comprising:

receiving from a requester an authorization request generated as a result of a transaction at a 
point of purchase, wherein the authorization request includes a purchaser identifier, a 
transaction amount, and information identifying the point of purchase;

authenticating the authorization request;

retrieving customer information associated with the purchaser identifier from the storage area, 
the customer information including data defining multiple payment instruments and an address 
associated with a mobile device of the customer;

generating a transaction indication message for transmittal to the mobile device of the 
customer, the transaction indication message including information about the transaction and 
specifying a response that allows a selection of a payment instrument from at least two of the 
multiple payment instruments associated with the customer;

transmitting the transaction indication message to the mobile device using the mobile device 
address;

receiving a customer confirmation message from the mobile device in response to the 
transaction indication message, wherein the customer confirmation message includes a 
selected payment instrument;

obtaining customer account information from an issuing institution, wherein the customer 
account information includes information associated with the selected payment instrument 
from the multiple payment instruments associated with the customer, the customer account 
information including a first part encrypted according to a first encryption method and a second 
part encrypted according to a second encryption method, the first encryption method and the 
second encryption method selected such that the server is capable of decrypting the first part 
and is not capable of decrypting the second part; and

providing the customer account information to the requester in response to determining that the 
customer confirmation message indicates that the transaction is authorized by the customer.
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• The following solutions chart is based on Global Payments 
“TSYS” documentation 

https://www.globalpayments.com/solutions/developers

Click explore our developer tools

1

2
https://web.archive.org/w
eb/20240000000000*/htt
ps://www.globalpayments.
com/solutions/developers
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1. A method for 
processing 
financial 
transaction data in 
a server including 
a processor and an 
associated storage 
area, the method 
comprising:

https://www.globalpayments.com/solutions/developers

Plaintiff contends that Global Payments manages financial 
transaction data, for example “so you can easily integrate best-in 
class payments into software across our family of brands”, in a 
server including a processor and an associated storage area, for 
example “One integration powers a revenue-generating payments 
engine within your website, POS, mobile app or other software 
solution.” encompassing various types such as user mobile banking, 
mobile payments, point-of-sale transactions, and tokenized 
transactions. The execution of these processes necessitates both 
processors and storage spaces.
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receiving from a requester 
an authorization request 
generated as a result of a 
transaction at a point of 
purchase, wherein the 
authorization request 
includes a purchaser 
identifier, a transaction 
amount, and information 
identifying the point of 
purchase;

https://developer.globalpay.com/sdk/card-payments

Plaintiff contends that after a customer initiates a purchase 
using swipe, tap, or dip, Global Payments secures 
authorization from an acquirer or issuer (requester). This 
authorization request, known formally as ISO – 8583, 
encompasses tracks 1-2 data and includes crucial payment 
details. These details consist of purchaser identifier 
(authorized card owners), BIN (Bank Identification 
Number), transaction amount, store information, POS 
(Point of Sale) terminal ID, and may contain additional 
transactional POS data specifics, such as store aisle, specific 
location, POS details, and e-commerce site details.

https://web.archive.org/we
b/20240000000000*/https:
//developer.globalpay.com/
sdk/card-payments
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authenticatin

g the 

authorization 

request;

https://developer.globalpay.com/api/authentications

Plaintiff contends that when a customer initiates a purchase, the 
transaction authorization request message requires authentication from 
the acquirer and from all entities throughout the card processing chain. 
This authentication step is essential before the transaction can be 
reviewed, declined, or successfully completed by the issuer.

https://web.archive.org/web/2024000000
0000*/https://developer.globalpay.com/a
pi/authentications
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retrieving customer 
information associated with 
the purchaser identifier from 
the storage area, the 
customer information 
including data defining 
multiple payment 
instruments and an address 
associated with a mobile 
device of the customer;

https://developer.globalpay.com/docs/click-to-pay

Plaintiff contends that the customer data stored in 
Global Payments databases can be accessed and 
confirmed using an API information request. This 
example showcases customer payment card data, 
including specifics like the card owner's name (used as 
a purchaser identifier) and connections to the card 
owner's address, supported payment methods, email 
address, and contact details such as device, number, 
address, MAC address, and other pertinent 
information.

https://web.archive.org/we
b/20240000000000*/https:
//developer.globalpay.com
/docs/click-to-pay
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retrieving customer 
information associated with 
the purchaser identifier from 
the storage area, the 
customer information 
including data defining 
multiple payment instruments 
and an address associated 
with a mobile device of the 
customer;

https://developer.globalpay.com/docs/click-to-pay

Plaintiff contends that the customer data stored in 
Global Payments databases can be accessed and 
confirmed using an API information request. This 
example showcases customer payment card data, 
including specifics like the card owner's name (used as 
a purchaser identifier) and connections to the card 
owner's address, supported payment methods, email 
address, and contact details such as device, number, 
address, MAC address, and other pertinent 
information.
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generating a transaction indication 
message for transmittal to the 
mobile device of the customer, the 
transaction indication message 
including information about the 
transaction and specifying a 
response that allows a selection of 
a payment instrument from at 
least two of the multiple payment 
instruments associated with the 
customer;

https://developer.globalpay.com/docs/click-to-pay

Plaintiff contends that Global Payments allows for 
the customization of transaction indication 
messages across all devices for example, “ 
amount: 19.99, style: gp-default, apms: [click –to-
pay]”. The precise code, including all transaction 
details, is contained within their code developers 
web site. The checkout form provides customers 
with the option to choose their payment methods 
(selecting 1 of 2 of the stated cards), which are 
exclusively available for that specific transaction , 
customer, and store. 
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transmitting the 
transaction indication 
message to the mobile 
device using the mobile 
device address;

https://developer.globalpay.com/docs/click-to-pay

Plaintiff contends that the transaction indication message is 
sent to the customer’s “James Mason” mobile device (such 
as tablet, laptop, Wi-Fi-enabled desktop, watch, earplugs, 
etc.) utilizing the mobile device's MAC/POTS/IP address for 
example, “confirm payment with click to pay”, that is done 
on a mobile device.
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14

receiving a customer 
confirmation message from the 
mobile device in response to the 
transaction indication message, 
wherein the customer 
confirmation message includes a 
selected payment instrument;

Plaintiff contends the customer “James Mason”  has 

chosen their VISA debit card as the designated 

payment instrument. This selection is confirmed by 

the customer and transmitted back to Global 

Payments in response to the preceding 

message/slide. This serves as the necessary 

confirmation message.

https://developer.globalpay.com/docs/click-to-pay
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15

obtaining customer account information 
from an issuing institution, wherein the 
customer account information includes 
information associated with the selected 
payment instrument from the multiple 
payment instruments associated with the 
customer

https://developer.globalpay.com/api/transactions

Plaintiff contends that the code from 
Global Payments demonstrates  initiating a 
request and obtaining a response/receipt 
containing the customer account 
information and the selected payment 
method for processing.

https://web.archive.org/web/2024000
0000000*/https://developer.globalpay.
com/api/transactions
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US 8,099,368 : Claim 1

16

the customer account 
information including a first 
part encrypted according to a 
first encryption method and a 
second part encrypted 
according to a second 
encryption method, the first 
encryption method and the 
second encryption method 
selected such that the server is 
capable of decrypting the first 
part and is not capable of 
decrypting the second part; and

https://developer.globalpay.com/api/transactions

Plaintiff contends that Global payments provides the 
required code on who needs to encrypt / decrypt the 
authorization message. This all depends on who in the 
payment processing chain holds that specific key – i.e., 
which participant needs only that specific information 
for continued processing. For example, the acquirer 
and payment association do not need to see the 
customer’s debit card PIN #, but the issuer needs to 
see it. The issuer is the only holder of a key that can 
unlock that specific PIN# information. Thus, anyone in 
the payment chain can only unlock, with only their 
specific key, that specific information, be it first part or 
second part encryption. 
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2nd  part encryption explanation can be found in Fig 9 of the 368-patent. 

“After receiving the account information, the intermediary service 204 forwards the information to the 
acquirer 106. In some embodiments, the account information is encrypted by the issuing institution 112 Such 
that it can only be decrypted by the acquirer 106 (i.e., the account information cannot be interpreted by the 
intermediary service 204). Alternatively, the account information may be decrypted by the intermediary 
service 204 and re-encrypted for transmission to the acquirer 106.”   14: 1-19 of 368-patent

1st  part encryption explanation can be found in Fig 9 of the 368-patent. 

“Moreover, the intermediary service 204 also maintains a key C′ that allows it to communication in a secure 
fashion with the issuing institution 110, which maintains a key C. Of note, however, is the ability of the 
acquirer 108 and the issuing institution 110 to exchange encrypted messages or portions of messages 
through the intermediary service without allowing the service to read or otherwise act on the contents of 
the messages. For example, certain portions of the point of purchase information from the initial 
authorization request (e.g., the specific products being purchased) may be encrypted by the acquirer 108 
using an encryption key D.” 18: 49-60 of 368-patent

Fig 9 of the 368-patent

the customer account information including a first part encrypted according to a first 
encryption method and a second part encrypted according to a second encryption 
method, the first encryption method and the second encryption method selected such that 
the server is capable of decrypting the first part and is not capable of decrypting the second 
part; and
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the customer account information including a first part encrypted according to a first 
encryption method and a second part encrypted according to a second encryption method, 
the first encryption method and the second encryption method selected such that the 
server is capable of decrypting the first part and is not capable of decrypting the second 
part; and

Plaintiff contends that all banks that handle sensitive payment card information MUST be 
certified according to the 'Payment Card Industry Data Security Standard: Requirements and 
Testing Procedures' (PCI-DSS). 

quoting from version 4 of this document that can be found at this 
URL:https://www.pcisecuritystandards.org/document_library/

Global Payments, as both an issuing and acquiring processor, is subject to and must adhere 
to the PCI-DSS standard.

In Section 3.5.1 of the PCI-DSS:  
PAN is rendered unreadable anywhere it is stored by using any of the  following approaches:    

• One-way hashes based on strong cryptography of the entire PAN.    • Index tokens.  
 • Strong cryptography with associated key-management processes and  procedures.

This means that any entity that handles a PAN (Personal / Primary Account Number ,i.e. 
Credit Card Number) must either use a one-way hash, an index token or strong encryption 
when storing a PAN in non-volatile memory.

This section also refers to this document for standards involving Index Tokens.    • ANSI 
X9.119-2-2017: Retail Financial Services - Requirements For Protection Of Sensitive Payment 
Card Data - Part 2: Implementing Post-Authorization Tokenization Systems

https://web.archive.org/web/2024000000
0000*/https://docs-
prv.pcisecuritystandards.org/PCI%20DSS/S
tandard/PCI-DSS-v4_0.pdf

https://webstore.ansi.org/preview-
pages/ASCX9/preview_ANSI+X9.95-2012.pdf
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Annex D.2 of this document illustrates that even when Tokens are used to enhance the 
security of the PAN, every Requesting Entity in the chain from Merchant to Settlement 
MUST handle the PAN directly at some point. They are therefore required to use a one-way 
hash or strong encryption when handling the PAN.

Annex D.2 of this document also references another standard on how to handle encryption 
of sensitive card data:  • ANSI X9.119 - Part 1 - Requirements for Protection of Sensitive 
Payment Card Data – Part 1: Using Encryption Methods.

In Section 6.2.2 of ANSI X9.119 - Part 1 states that:: The PAN digits 1 through 19 SHALL be 
protected when transmitted,    processed, or stored as a single data field (i.e., not parsed 
into    sub-fields) outside of an SCD.

This extends the protection of the PAN with a one-way hash or strong encryption to any 
time the PAN is transmitted, processed or stored by any Requesting Entity.

Therefore, any entity that handles a card transaction with a PAN must use a form of 
encryption to secure the PAN at all times. This satisfies  the portion of the claim 'a first part 
encrypted according to a first encryption method'.

Section 4 - Overview of the PCI-DSS states:    

PAN transmissions can be protected by encrypting the data before it is transmitted, or by 
encrypting the session over which the data is  transmitted, or both. While it is not required 
that strong  cryptography be applied at both the data level and the session  level, it is 
recommended.

the customer account information including a first part encrypted according to a first 
encryption method and a second part encrypted according to a second encryption method, 
the first encryption method and the second encryption method selected such that the 
server is capable of decrypting the first part and is not capable of decrypting the second 
part; and

URL:https://www.pcisecuritystandards.org/document_library/

https://web.archive.org/web/20240000
000000*/https://www.pcisecuritystand
ards.org/document_library/
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Section 4.2 specifically requires that the PAN is protected with strong encryption during 
transmission. Examples of this include but are not limited to, the use of SSH, SFTP, HTTPS, 
SMTPS and other encrypted protocols for the transmission of the PAN between servers. 
These protocols do not use the same encryption methodology to encrypt the data 
transmission as is used to encrypt the PAN as demonstrated above.

This satisfies the portion of the claim 'a second part encrypted according to a second 
encryption method' as the PAN encryption is not the same methodology as the protocol 
encryption.

In Section 2.2.3 of the PCI-DSS:    Primary functions requiring different security levels are 
managed as  follows:      
• Only one primary function exists on a system component,    OR    • Primary functions 
with differing security levels that exist on the      same system component are isolated 
from each other,  OR 
• Primary functions with differing security levels on the same system component are all 
secured to the level required by the function with the highest security need.

In common practice this means that the transmission of sensitive data is not handled by the 
same servers that store such data. This implies that edge servers that handle the 
transmission of data between external entities and this bank do NOT have the capability of 
decrypting the PAN that is being transmitted over an encrypted protocol. This then satisfies 
the final portion of the claim that states 'the first encryption method and the second 
encryption method selected such that the server is capable of decrypting the first part 
and is not capable of decrypting the second part'.

the customer account information including a first part encrypted according to a first 
encryption method and a second part encrypted according to a second encryption method, 
the first encryption method and the second encryption method selected such that the 
server is capable of decrypting the first part and is not capable of decrypting the second 
part; and
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providing the customer account 
information to the requester in 
response to determining that 
the customer confirmation 
message indicates that the 
transaction is authorized by the 
customer.

https://developer.globalpay.com/a
pi/verifications

Plaintiff contends when a customer utilizes biometric 
ID, such as a “fingerprint”, the biometric fingerprint 
signature serves as the authorization for the 
disclosure of customer account information. 
Additionally, it grants approval for the information to 
be transmitted (authorized by the customer) to the 
requester, whether it be the card issuer, acquirer, or 
payment association.
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Authwallet 
US 9,292,852 vs. 
Global Payments
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Global Payments (and subsidiaries) PAN 
Tokenization Public Announcements / Timeline

852-patent PAN Tokenization 
stat date

TSYS Executes FonWallet 
NDA

Global Payments (TSYS)

DEC 8, 2008

2008

2017
https://www.businesswire.com/
news/home/20170530005164/en
/TSYS-Enables-Tokenization-for-
Commercial-Card-Issuers

VISA / MasterCard start 
token vault / services

EMVco starts PAN 
tokenization Services

2012

2016

https://patents.google.com/patent/
US9292852B2/en?inventor=todd+r+c
oulter&oq=todd+r+coulter

https://www.cybersource.com/en-
us/blog/2018/bringing-our-tms-
service-to-clients.html

https://www.emvco.com/emv-
technologies/payment-tokenisation/

2014

Global Payments (Heartland) 2013
https://paymentsafrika.com/heartlan
d-payment-systems-and-levelup-
launch-mobile-payments-across-usa/

https://www.evosnap.com/evo-
unveils-integrated-strategy-for-emv-
names-handpoint-as-early-mover-
partner/

2015

Global Payments (EVO)

https://www.xenial.com/soluti
ons/payments/

Global Payments (Xenial)
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Global Payments Related Products

3

• The following solutions chart is based on Global Payments 
and “TSYS” documentation 

https://www.globalpayments.com/solutions/developers

Click explore our developer tools

1

2
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CLAIM 1 OF 852-PATENT 
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6

A computer-implemented 
method for processing 
financial transaction data in 
a computing system 
including a processor and a 
storage area, the method 
comprising: 

US 8,099,852 : Claim 1
Plaintiff contends that Global Payments manages financial transaction 
data, for example “so you can easily integrate best-in class payments 
into software across our family of brands”, in a server including a 
processor and an associated storage area, for example “One integration 
powers a revenue-generating payments engine within your website, 
POS, mobile app or other software solution.” encompassing various 
types such as user mobile banking, mobile payments, point-of-sale 
transactions, and tokenized transactions. The execution of these 
processes necessitates both processors and storage spaces.

https://www.globalpayments.com/solutions/developers
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US 8,099,852 : Claim 1
receiving an authorization request 
generated as a result of a transaction by a 
purchaser at a point of purchase via an 
acquirer configured to receive 
authorization requests from a plurality of 
points of purchase wherein the 
authorization request includes a 
purchaser identifier and transaction 
information, the transaction information 
including a transaction amount, 

Plaintiff contends that after a customer initiates a 
purchase using swipe, tap, or dip, Global Payments 
secures authorization from an acquirer or issuer 
(requester). This authorization request, known formally 
as ISO – 8583, encompasses tracks 1-2 data and 
includes crucial payment details. These details consist of 
purchaser identifier (authorized card owners), BIN 
(Bank Identification Number), transaction amount, 
store information, POS (Point of Sale) terminal ID, and 
may contain additional transactional POS data specifics, 
such as store aisle, specific location, POS details, and e-
commerce site details.

https://developer.globalpay.com/sdk/card-payments
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and wherein the purchaser 
identifier identifies the 
purchaser that initiated  the 
transaction; 

US 8,099,852 : Claim 1
Plaintiff contends that the customer data stored in Global Payments 
databases can be accessed and confirmed using an API information 
request. This example showcases customer payment card data, 
including specifics like the card owner's name (used as a purchaser 
identifier) and connections to the card owner's address, supported 
payment methods, email address, and contact details such as device, 
number, address, MAC address, and other pertinent information.

https://developer.globalpay.com/docs/click-to-pay
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based on the 
authorization 
request, determining 
one or more stored 
value items to apply 
to the transaction, 
wherein each stored 
value item includes 
an associated value,; 

US 8,099,852 : Claim 1
Plaintiff contends that Global Payments receives the modified 
authorization message with the “real” PAN - which contains the 
account number. This is  then used  to check the storage area for value 
that can be applied  to the transaction based on the account data for 
example “retrieve available Offers by AccountID and customerID”. 
Each stored value item has an assigned value. For example, simply 
receiving  the card number  has value in itself that can be applied – 
value is specific  to each value-add item per transaction (i.e., points per 
purchase with specific  card number or coupon, voucher etc.,) 

https://developers.tsys.com/api/p
roduct?key=Digital+Engagement
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wherein the one or 
more stored value 
items are selected 
from a plurality of 
stored value items 
stored in the 
storage area, and 

US 8,099,852 : Claim 1

https://developers.tsys.com/api/product?key=Di
gital+Engagement

Plaintiff contends the cardholder utilizes the card on a purchase, and 
the storage area retrieves applicable offers exclusively based on 
purchase qualifications such as the card, transaction, amount, or 
other metrics associated with that specific card purchase transaction 
(i.e., when/where/item bought etc.,), or another qualifying perimeter 
for example, “retrieves promotional offers for which the cardholder 
qualifies”.
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wherein the plurality 
of stored value items 
includes stored value 
items provided by a 
plurality of different 
third parties: 

US 8,099,852 : Claim 1

https://developers.tsys.com/api/product?key=Digital+Engagement

Plaintiff contends that Global Payments has the capability to 
showcase a wide array of available offers from various vendors, with 
each offer specifically tailored to match certain transaction 
parameters of the card purchase for example, “digital offers” and 
“List of available promotional offers” refers to plurality of different 
third parties offering promotions.
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12

transmitting a transaction 
indication message to a 
mobile device associated 
with the purchaser 
identifier, wherein the 
transaction indication 
message includes 
information about the 
determined one or more 
stored value items; 

US 8,099,852 : Claim 1

https://developers.tsys.com/api/overview?key
=Communications+Platform

Plaintiff contends that Global Payments provides clients with 
the capability to personalize notification messages directed to 
the card owner or purchaser identifier, including transaction 
indication notifications. The following section (linked below) 
facilitates a diverse array of transaction message notifications, 
with selected stored value options being among the available 
choices for example, for example, "You can deliver 
notifications though a variety of distribution channels-at are 
triggered by events and data originating across many TSYS 
platforms and products.”
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receiving an 
indication from 
a user of the 
mobile device  
that at least 
one stored 
value item 
should be 
applied against 
the transaction

US 8,099,852 : Claim 1
Plaintiff contends that Global Payments facilitates two-way message 
notifications, meeting various communication needs with the card 
owner, including their specific selections for applying any Value-Added 
Services (VAS) to the transaction, for example, “This API allows a vendor 
to send a keyword response for a two-way emails or SMS 
communications workflow that will enable the communications 
platform to initiate any further account updates as a result of the 
response.” Therefore, if a stored value item  should be applied to the 
transaction, the user can indicate this through the “communications 
platform.”

https://developers.tsys.com/api/product?key=Communications+Platform
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applying the 
indicated at least one 
stored value item to 
pay a first portion of 
the transaction 
amount; and 

US 8,099,852 : Claim 1

https://help.touchbistro.com/s/article/How-to-Accept-Gift-Card-Payments-and-Manage-Gift-Cards-with-TSYS?language=en_US

Plaintiff contends that Global Payments (TSYS) applies a gift card 
(stored value item) to the transaction. As illustrated below, the gift 
card “GIFT *4256 (Auth#:00CG4C) $66.35” covers a first portion of 
the transaction amount “$90.40”, with the remaining amount “ 
$22.45 ” forwarded to the acquirer for payment processing.
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initiating a payment process to pay a 
remaining portion of the transaction 
amount by providing a modified 
transaction amount to the acquirer for 
Submission to a payment association.

US 8,099,852 : Claim 1

https://help.touchbistro.com/s/article/How-to-Accept-Gift-Card-Payments-and-Manage-Gift-Cards-with-TSYS?language=en_US

The remaining portion  or modified transaction 
amount ($24.05) is processed by the acquirer 
and, forwarded to the appropriate payment 
association depending on card used. 
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The method 
of claim 1 
wherein 
initiating a 
payment 
process 
comprises:

Plaintiff contends that Global Payments initiates the payment process 
when it receives an initial tokenized PAN authorization request message 
from one of its underlying merchants.  Here is an example of the code 
needed to create a transaction, obviously this code will be by the 
Merchant – that will then send the authorization request message back to 
the merchant acquirer. For example, “creating a transaction from a stored 
card works the same as a standard authorization.”

US 9,292,852 : Claim 10

https://developer.globalpay.com/docs/card-storage#api
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Generating a 
modified 
authorization 
request based on 
the received 
authorization 
request

Plaintiff contends that Global Payments receives an initial 
authorization request from the merchant containing the token PAN. 
They then generate a modified authorization request by swapping the 
received token PAN with the “real” PAN. This swap generates a 
modified authorization request each time any PAN token is exchanged 
for a “real” PAN. For example,  "id": "PMT_815adaf8-4f8b-43bd-934d-
d9fd086897f2“ and "masked_number_last4": "XXXXXXXXXXXX1112" 

US 9,292,852 : Claim 10

https://developer.global
pay.com/docs/card-
storage#api
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Wherein the modified 
authorization request 
includes a modified 
transaction amount based 
on the remaining portion 
of the transaction amount, 
and

Plaintiff contends that Global Payments modifies the 
authorization request when swapping the Token to PAN and 
again when reverting the PAN back to the  token. 

A modified transaction amount will occur each time in a 
PAN tokenized transaction. The transaction amount can also 
be modified by “Dynamic currency conversion” “amount 
2300 EUR, exchange rate 1.6250, payer amount 3738 AUD”

US 9,292,852 : Claim 10

https://developer.globalpay.com/docs/dcc#api
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transmitting the 
modified authrequest 
to an issuing institution 
for authorization of 
payment

Plaintiff contends that Global Payments 
transmits the modified authorization 
request to an issuing institution to 
“AUTHORIZE” the payment “Transaction 
processing”. 

US 9,292,852 : Claim 10

https://developer.globalpay.com/api/actions
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