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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS
MARSHALL DIVISION

SOVEREIGN PEAK
VENTURES, LLC,

Plaintiff,

CASE NO. 2:24-cv-840
V.

ZYXEL COMMUNICATIONS JURY TRIAL

CORPORATION and ZYXEL

NETWORKS

CORPORATION,

N L L LD LD L L L L L L LN

Defendants.

COMPLAINT AND JURY DEMAND

Plaintiff Sovereign Peak Ventures, LLC (“SPV”) brings this action against
Zyxel Communications Corporation and Zyxel Networks Corporation
(collectively, “Zyxel”) for infringement of U.S. Patent Nos. 7,796,512, 8,045,531,

8,270,384, 8,442,569, 8,467,723, and 8,792,453 and alleges the following:

THE PARTIES

1. Sovereign Peak Ventures, LLC, is a Texas Limited Liability Company
with its principal place of business in Allen, Texas.

2. Upon information and belief, both Zyxel Communications and Zyxel
Networks are corporations duly organized and existing under the laws of Taiwan,

with a place of business located at No. 2, Industry East Rd. X, Hsinchu Science
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Park, Hsinchu, 30076, Taiwan. Zxyel Communications may also be served with
process by serving the Texas Secretary of State, 1019 Brazos Street, Austin, Texas
78701, as its agent for service because it engages in business in Texas but has not
designated or maintained a resident agent for service of process or a regular place
of business in Texas as required by statute. This action arises out of that business.

3. Zyxel and each of their respective foreign and United States
subsidiaries, affiliates, and related companies comprise the Zyxel brand under and
through which they import, market, sell, and distribute an extensive portfolio of
computer networking and communication products.

4. Zyxel and its affiliates, subsidiaries, and related companies are part of
the same corporate structure and distribution chain for the making, importing,
offering to sell, selling, and using of the accused devices in the United States
including in the State of Texas and this judicial district.

5. Zyxel and its affiliates, subsidiaries, and related companies share the
same management, common ownership, advertising platforms, facilities,
distribution chains and platforms, and product lines, products, and related
technologies that infringe SPV’s patents.

6. Zyxel and its affiliates, subsidiaries, and related companies regularly
contract with customers for provision of products or services by and on behalf of

Zyxel and its affiliates, subsidiaries, and related companies.
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7. Zyxel and its affiliates, subsidiaries, and related companies operate as
a unitary business venture and are jointly and severally liable for the damages
caused by infringing SPV’s patents as alleged herein.

JURISDICTION AND VENUE

8. SPV brings this action for patent infringement under the patent laws
of the United States, namely 35 U.S.C. §§ 271, 281, and 284-285, among others.
This Court has subject-matter jurisdiction pursuant to 28 U.S.C. §§ 1331 and
1338(a).

0. Zyxel is subject to this Court’s personal jurisdiction pursuant to the
Texas Long-Arm Statute and consistent with due process in view of its
substantial and ongoing business in Texas and in this judicial district including (a)
its infringing activities alleged in this complaint by which Zyxel purposefully
avails itself of the privilege of conducting business activities in this state and
district, and thus, submits to the jurisdiction of this Court; and (b) regularly
doing or soliciting business, contracting with and engaging in other persistent
conduct targeting residents of Texas and this district, and deriving substantial
revenue from goods and services offered for sale, sold, and imported to and
targeting residents of Texas and this district directly and through, or in concert
with, intermediaries, agents, distributors, importers, customers, subsidiaries and/or

consumers, retail and wholesale outlets, and via Internet sales.
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10.  Zyxel’s presence and conduct directed to residents of Texas and into
this district 1s intended to further and advance the development, design,
manufacture, importation, distribution, sale, and use, including use by customers
induced by Zyxel, of infringing Zyxel products in Texas and in this district.

11.  Venue is proper in this judicial district pursuant to 28 U.S.C. §§
1391(c)(3) which provides that “a defendant not resident in the United States may
be sued in any judicial district.”

12.  Zyxel transacts business in this judicial district and has committed
acts of infringement in this judicial district.

13.  Zyxel directly or through intermediaries, make, use, offer for sale,
import, sell, advertise, or distribute products and services in the United States, the
State of Texas, and in this district.

14.  Zyxel advertises its products to residents in Texas and in this district
via its website: www.zyxel.com.

15.  Zyxel conducts its business of marketing, distributing, deploying, and
selling products and services in Texas and in this district through its agents,
representatives, affiliates, subsidiaries, related entities, partners, distributors, and
retailers.

16.  Zyxel continuously and systematically solicits business and contracts

with residents of Texas and this district.
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17. By way of example, and as a predicate for access and use, Zyxel
requires end users, customers, and subscribers to enter a written contract
containing certain terms and conditions governing their access and use of Zyxel’s
mobile applications including the Zyxel Nebula App, Nebula Control Center,
Zyxel MPro Mesh App, and Zyxel Air App.

Zyxel Registers the Infringing Products with the FCC.

18.  To sell the infringing products in the United States, Zyxel applied for

and obtained registrations from the United States Federal Communications

Commission (FCC). See, e.g., https://fcc.report/FCC-ID/I8SEE6601-00/.

19. Inits application and disclosure to the FCC, Zyxel identified itself as
the responsible manufacturing party of infringing products intended for the
domestic market and for use by United States residents. See, e.g., https://

fcc.report/FCC-ID/18803935/; https://fce.report/ FCC-ID/ISSEE6601-00/.

20. Zyxel identified itself as “Grantee” for a non-transferrable “equipment
authorization” from the FCC for the sale of certain Zyxel products in the United

States. See, e.g., https://fccid.io/I8SNBG416N.

Attention: Emma Bao , Section Manager

NOT TRANSFERABLE
EQUIPMENT AUTHORIZATION is hereby issued to the named GRANTEE, and is VALID ONLY for the equipment
identified hereon for use under the Commission's Rules and Regulations listed below.

FCC IDENTIFIER: |88NBG416N
Name of Grantee: ZyXEL Communications Corporation
Equipment Class: Digital Transmission System

Notes: Wireless N-lite Home Router
Frequency Output Frequency Emission
Grant Notes FCC Rule Parts Range (MHZ) Watts Tolerance Designator
MO 15C 2412.0 - 24620 0.0566
MO 15C 2422.0 - 2452.0 0.0207
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21.  Zyxel sought and obtained from the FCC authorization for
“equipment for operation at approved frequencies and sale within the USA.” See
FCC Grant of Equipment Authorization Certification for Zyxel, available at
https://fccid.io/ISSNBG416N.

22.  Zyxel’s FCC product registrations include infringing Zyxel Access
Point devices enabled for 802.11k/r: NWA/WAC series (https://fcc.report/FCC-
ID/ISSNWAS5123-ACHD/); NWA/WAC/WAX Series (https://fcc.report/FCC-

ID/I8811AXAP246E); NXC2500 (https://fccid.io/ANATEL/01545-15-

08311/Manual-NXC-2500/82A9A4C7-8C95-4558-B158-9FC997E4F57B); and

5G NR Outdoor Router (https://fccid.io/ISSNR7112).

FCC IDENTIFIER: I88NR7112
Name of Grantee: ZyXEL Communications Corporation
Equipment Class: Digital Transmission System

Notes: 5G NR Outdoor Router
Frequency Output Frequency
FCC Rule Parts Range (MHZ) Watts Tolerance
15C 2412.0 - 2462.0 0.436

23.  Zyxel identified itself on product labels as the importer.
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& B
0 Vodafone MachineLink 5G
S/N: XXX XXXXX This device complies with Part 15 of the FCC
Rules. Operation is subject to the following
Il IIII I Il |I I ||III I I II |I ||I l Il two conditions: (1) this device May not cause
MAC: XXOOOOXXXXXX harmful interference, and (2) this device must

accept any interference received, including

T
operation.

IME: XXXXXXXXXXXXXXX

UK Importer: Zyxel Communications UK Ltd.,
WMATARARATANRTRARARAPRANOOTE 2 o o o et wiintom.

ICCID: XXXXXXXXXXXXXXX RS ad Hnacneeitn)

AR MAMAHHOTMRA e s s e
Gladsaxevej 378, 2. th. 2860 Sgborg, Denmark,

https://www.zyxel.com/dk/da/

US Importer: Zyxel Communications, Inc
1130 North Miller Street Anaheim, CA 92806-
2001, https//www.zyxelL.com/us/en/

FCCID: I188NR7112
X Contains FCC ID: XMR2020RM502QAE ZY )’ E L
A )

FC &85 C€ oo = s )

https://fceid.io/I88NR7112/Label/ID-Label-Location-Info-5873511.

.

ZYXEL communications Corporation

Model Number(##%): NWA1123-AC HD

il 8021ac Wave 2@?!%3!121%!&@28&1&::
Power Rating(#A): Input 12V ==, 2A

Power Consumption: 177 Watt Max.
FCC ID:I88NWAS123-ACHD
IC:2468C-NWAS123ACHD "‘"‘3

Designed by Zyxel in Taiwan. Assembled in Chma

| SRR PRNE.

https://fcc.report/FCC-ID/ISSNWAS5123-ACHD/3560687.
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24.  Zyxel certifies that its products comply with all necessary FCC
requirements governing usage in the U.S. See e.g., https://spdl.zyxel.com/
MES3500-24F/certification/MES3500-24F 001.351-01-00326.pdf; https://
fcc.report/FCC-ID/I88NBG5615/1948302; https://biz.zyxel.com/webinar-08-15-

2024.

Model Name: MES3500-24F

Applicant: ZyXEL Communications Corporation

11F., NO.223, SEC. 3, BEIXIN RD., XINDIAN DIST., NEW TAIPEI CITY
23143, TAIWAN (R.O.C.)

Is here with confirmed to comply with the requirements set out in the FCC Rules and
Regulations Part 15 Subpart B and CISPR PUB. 22 and the measurement procedures were
according to ANSI C63.4-2003. The said equipment in the configuration described in this
report shows the maximum emission levels emanating from equipment are within the

compliance requirements.

FCC part 15 subpart B Class A

https://spdl.zyxel.com/MES3500-24F/certification/MES3500-24F 001.351-01-
00326.pdf.
25.  Zyxel certifies compliance with FCC requirements in order to sell

Zyxel products in the United States.
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Zyxel Designs and Packages Products for Sale in the United States.

26.  Zyxel includes with the accused products sold in the United States
power cords and electrical plugs compatible with United States power outlets.
Zyxel knowingly and intentionally directs distribution of infringing products into
the United States.

27.  Zyxel identifies itself on packaging of infringing products imported

and sold in the United States.

’
ZY)\ E L Communications Corporation PEa——.
[=0 UL 4.2 \ .
g‘" *ﬂ iiﬂﬁfﬁﬁmﬁa Designed by Zyxe! In Talwan. Made in China

Model Number(#$fill): NWA220AX-6E
E MBI 80211ax (WIiFi 6E) ¥ 7l PoE MG IS

| IIIIIIIIIIIIII\III\IIlIHI|\I||\I|\||\||Il\ ‘%’&%
If II||I|I||||III||I|IIHII\|H\I\III\NH BRI ooy vee oty

LAN MAC: FO875661DC19

Power Rating(# A): 12V =2A; Power Consumption: 21 Watt max. FCC ID: IBB11AXAP246E
This device complies with Part 15 of the FCC Rules. Operation is subject |C:; 2468C-11AXAP246E

to the following two conditions: (1) this device may not cause harmful CAN ICES-3(B)/NMB-3(B)
interference, and (2) this device must accept any interference received, \«(( \
including interference that may cause undesired operation.

EU Importer: Zyxel Communications A/S,

Gladsaxevej 378, 2. th. 2860 Seborg, Denmark. { _I N\
https//www.zyxel.com/dk/da/ TPB Y v V’
US Importer: Zyxel Communications, Inc, 130 o;;:‘usa

North Miller Street Anaheim, CAS2806-2001,

https//www.zyxel.com/us/en/ U K | ==—===q}
UK Importer: Zyxel Communications UK Ltd,, C ADCP
2 Old Row Court, Rose Street, Wokingham, ' g

RG40 1XZ, United Kingdom (UK)

28.  Zyxel includes written notices to U.S. customers that direct U.S.

residents to ask Zyxel about its GNU General Public Licenses.
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GPL-OSS Software Notice

Request for open source code covered under GPL, Lesser GPL, and OSI Licenses

The following licenses allow you to run, copy, distribute, study, change, and improve any code covered by these

licenses without any restrictions from Zyxel or the Zyxel End User License Agreement (¢

* Open Source Initiative (OSI) licenses (htf; pensource.org)
* GNU General Public License (GPL) (https://opensource org/licenses/gpl-license)

o GNU Lesser General Public License
To request open source code covered under these licenses, please fill in the form below.

We strongly advise you to consult with your local ISP (Internet Service Provider) before running any firmware

installation on the ISP-provided Zyxel device.

29.  Zyxel includes English-language product manuals in its products

along with the Zyxel logo.

ZY X EL

NETWORKS

User’'s Guide

NWAS50/90/55 Series

802Ma/b/g/n/ac/ax Access Point

Default Login Details Version 6.29/6.55 Edition 1, 04/2023

Management IP http://DHCP-assigned IP
Address OR
http://1921681.2
User Name admin
Password 1234

30. Zyxel purposefully places infringing Zyxel products into established
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distribution channels in the stream of commerce destined for Texas via distribution
partners, retailers (including national retailers), reseller partners, affiliates, related
entities, solution partners, service providers, subsidiaris, consumers, and users.

Zyxel Purposefully Directs Sales Activities to Residents of Texas and this
District Through Its Zyxel Website and Sales Channels.

31. Zyxel operates the www.Zyxel.com website, which provides United

States customers with sales and product information, including referring links and
directions on how to purchase Zyxel products in the United States, in Texas, and in
this district.

32.  Zyxel holds U.S. copyright registrations corresponding to Zyxel’s
websites. See https://www.zyxel.com/us/en-us/home;

https:// www.Zyxel.com/us/where-to-buy/; https://www.zyxel.com/us/en-us/where-

to-buy/retail-stores and https://www.zyxel.com/us/en-us/products/wireless

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved.

33.  Zyzxel controls the content of its website, gathers consumer
information through it, and controls how such information is utilized. For
example, Zyxel and its affiliates are listed as the responsible parties on the Zyxel
privacy policy. See https://www.zyxel.com/us/en-us/privacy-policy.

34.  Zyxel represents on its website that its Data Protection Representative
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may be reached by U.S. customers by contacting “Zyxel Communications Corp. at
No. 2, Industrial East 9th Road, Hsinchu Science Park, Hsinchu City 30076,
Taiwan (R.O.C.) or privacy@zyxel.com.tw.”

35.  Zyxel provides specifications, user manuals, installation videos, and
other technical support documents for certain referenced products on its website.

See https://www.zyxel.com/us/en-us/support.

36. Zyxel ships products (including the accused products) to its affiliate
Zyxel USA. Accused Zyxel products are currently sold at major retailers in Texas
and in this district including Target and Home Depot stores.

37. Zyxel’s website directs customers to purchase accused products from
its website (i.e., “Where to Buy”) and through its store, online stores, distribution
partners, retailers, reseller partners and solution partners. For example, Zyxel lists
and includes referring links to retailers that sell Zyxel products in this district

including Amazon and Micro Center Computers & Electronics.

Retail Stores

We are building the networks of tomorrow, helping unlock the world's potential, and meeting the needs of our customers and partners. We are also building the best-of-
breed eCommerce partnership to reinforce the time to market together and offer the best-in-class products and services experience for your business. Find the

nformation below and enjpy online shopping from a great selection with our official eCommerce partners

amazon MO EN=R

computers & electronics
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United States
—
INGRAM @) TD SYNNEX “TARGET
D&H MICRO R & e o],
4 2525 North Seventh Street, ) 1600 E St. Andrews Place, ) 44201 Nobel Drive, Fremont, ) 19560 Amaranth Drive,
' PO Box 5967Harrisburg, PA ¥ Santa Anag, CA 92799 7 CA 94538 ' Germantown, MD 20874
T7m0-0967 800-456-8000 &, 510-656-3333 \, 800-873-5528
&, 800-340-1001 Fe) Q v Q w
(€]
AVAV/ o \V4
v moke the internet vavork

38.  Zyxel sells its products in the United States and to residents in Texas
and this district through the Online Stores, Distribution Partners, Retailers, and
Reseller Partners.

39. Through its website, Zyxel provides weblinks to distributors (i.e.,
referring links) and directs consumers where to purchase Zyxel products (including
the Accused Products). See https://www.zyxel.com/us/en-us/where-to-
buy/distributors.

40. Zyxel has sold and continues to sell infringing Zyxel products (e.g.,

NWA Series Access Points) to customers in Texas and in this district.
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Zyxel Maintains Established Channels for Providing Pre- and Post-Sale
Advice to Customers in Texas.

41. Zyxel provides technical support to users of its products (including
applications) in Texas through its website, available at https://www.zyxel.com/us/
en-us.

42.  Zyxel provides technical support to its customers on its website
through its download center, community, help center, resources, security

advisories, and other terms & announcement tabs.

Support Overview

Community

Discuss with your peers and Zyxel
specialists to ask for help.

FAQ

Help Center

Find out all your need to ki
Zyxel's products and solution

N Ty,

—
Download Libra

Manual, firmware and quick stort
guides.

Other Terms &
Announcements

Find details on our terms for various items,
along with major announcements on our
products.
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43.  Zyxel provides contact information for users in Texas to access

Technical Support for their home and business products.

(%

Phone Support (For North America Customers)

https://mysupport.zyxel.com/hc/en-us/requests/new.
Zyxel Markets and Distributes Mobile Applications to Texas Residents.

44.  Zyxel makes, distributes, develops, and operates application software,
such as the Zyxel-branded MPro Mesh app and Zyxel Air, making them available
to residents of Texas and this district for download and use in connection with
Zyxel products including Wi-Fi routers and home network management devices.

45. The Zyxel applications are available via digital distribution platforms
operated by Apple and Google.

46. Zyxel directs customers in the United States, in Texas, and in this
district to download its applications for use with infringing Zyxel products.

47.  Zyxel instructs customers in Texas and in this district to use the Zyxel

applications with Zyxel products.
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View all wireless or wired
devices at home

Home ¢ ®

=3 EX5510-163 >
Mesh Devices +
% WX3310-BO_RP_23465 >
% WX3310-BO_RP_23464 >
% WX3310-BO_RP_23463 > A
ON
20 ©

Guest
WiFi
Connected >
Devices ———
D
NR7301/NR7302/NR7303 SERIES

5G NR Outdoor Router

The Zyxel 5G NR Outdoor Router - NR7301/NR7302/NR7303 Series
delivers exceptional performance for both subscribers and service
providers. With ultra-high speeds, large capacity, low latency, and truly
dependable coverage, the Series boasts unmatched performance and

provides an outstanding user experience. [Thanks to our in-house apg and

installation kit, you can also reduce deployment and service call costs with
our purpose-built Series, which is easy to set up and manage.

4x4 MIMO 4G/5G
86 5GNR,Sub-6GHz @) NSA&SAmodes % =

antennas

@ Remote management ﬁ 802.3af/at 2.5G PoE ‘,\' Self-installation

@ IP67-certified P Zyxel mobile app Fota  FOTA
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48.  Zyxel provides instructions to customers in the United States, in
Texas, and in this district directing them to manage their Zyxel devices (e.g., the

5G NR Outdoor Router) via the Zyxel Air App.

1.3 How to Manage your Zyxel Device

You can use the following way to manage your Zyxel Device.

* Web Configurator. This is recommended for everyday management of Zyxel Device using a
(supported) web browser.

» Zyxel Air app. The Zyxel Air app is available on App Store for Apple devices and Google Play for
Android devices. Use the Zyxel Air app for setup and management of the Zyxel Device on your
smartphone. You can also use the app for finding the optimal 5G NR signal strength. See the Zyxel Air
app QSG for more information. To install the app. scan the QR code on the QSG.

https://spdl.zyxel.com/NR7302/user guide/NR7302 NR%200utdoor%200PAL-
Series UG V1.00 Ed5 2023-09-25.pdf.

49.  Zyxel promotes the management of infringing devices using the Zyxel
Air app products in the United States, in Texas, and in this district. See https://
spdl.zyxel.com/NR7302/user guide/NR7302 NR%200utdoor%200PAL-
Series UG V1.00 Ed5 2023-09-25.pdf.
Zyxel Configures Products for Operation in the United States.

50.  Zyxel configures its products for operation in the United States.

51.  To sell infringing products in the United States, Zyxel certifies to the
FCC that the accused products only operate on permitted channels one through

eleven. https://fce.report/FCC-ID/ISSNBG7510/5823598.pdf.
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Zyxel Communications Corporation

Attestation Letter

Federal Communications Commasion

Authorization and Evaluation Division

We
Name: Zyxel Communications Corporation
Address: No.2, Industry East Road IX, Science Park Hsinchu,Taiwan

Declare that the device does not support channel 12 ~ 13 in 2.4GHz band and any non-US channels
in all the operational mode(s) for the following product.

Product: AX1800 Dual-Band WiFi 6 Router
FCCID: IS8SBNBG7510

Model No.: NBG7510

Sincerely,

__:_/;'fy__f_:if..___

Name: Emma Bao

Title: Manager

Email: Emma.bao@ ryxel.com.tw
Date: 2022/04/12

Zyxel Advertises and Offers to Sell Infringing Products to Residents of Texas.
52.  Zyxel markets its products to U.S. consumers through its website. See
https://www.zyxel.com/us/en-us/home.
53.  Zyxel markets infringing products to consumers in the United States
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through social media.
54.  Zyxel markets its products to consumers in the United States at
conferences and tradeshows. See https://www.zyxel.com/us/en-

us/newsroom/events.

ZY><EL About Zyxel v  Solutions ¥  Products ¥  Support v Q

COMMUNICATIONS

Home > Events >

When and where

25TH ANNUAL
Date: September 16 - September 19, 2024 TRI BALN ET
Location: Westgate Las Vegas, NV

Booth: #102

CONFERENCE & TRADESHOW
sy 3 TriBALHUB

Learn more >

https://www.zyxel.com/service-provider/na/en/events/tribalnet-conference-

tradeshow-2024.

Zyxel Registered U.S. Trademarks for Use in Selling Infringing Products.
55.  Zyxel has registered trademarks in the United States, including
trademarks used with the accused products (e.g., Zyxel Nebula) and identifies itself

as the owner of the marks.
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STATUS | DOCUMENTS  MAINTENANCE @ ¥ Downioad a §& Print Preview

Generated on: This page was generated by TSDR on 2024-09-27 10:25:38 EDT

Mark: ZYXEL
US Serial Number: 74276917 Application Filing Date: May 19, 1992
US Registration Number: 1790188 Registration Date: Aug. 31, 1993

Register: Principal
Mark Type: Trademark

TM5 Common Status LIVE/REGISTRATION/Issued and Active

Descriptor:
The trademark application has been registered with the Office.

Status: The registration has been renewed.

Status Date: Aug. 23, 2013

Publication Date: Mar. 09, 1993

https://tsdr.uspto.gov/#caseNumber=74276917

STATUS DOCUMENTS MAINTENANCE @ ¥ Download ~ \% Print Preview

Generated on: This page was generated by TSDR on 2024-09-27 10:26:32 EDT

Mark: ZYXEL
US Serial Number: 87253886 Application Filing Date: Dec. 01, 2016
US Registration Number: 5362834 Registration Date: Dec. 26, 2017
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56. Zyxel represented to the Patent and Trademark Office that it uses its
marks in commerce in the United States.

Zyxel’s Activities Directed into Texas and this District Give Rise to SPV’s
Claims.

57.  SPV’s claims for infringement arise out of and relate to Zyxel’s
activities in Texas and this district.

58.  Zyxel’s websites, mobile applications, affiliates, related entities,
distributors, and retailers (including retailer physical stores) comprise Zyxel’s
intertwined omnichannel sales strategy for the sale of Zyxel products in the United

States, in Texas, and in this district.
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59. Through the Zyxel website, mobile applications, retailers, and
distributors, Zyxel intends to serve Texas residents and sells to consumers in Texas
and in this district.

60. Zyxel’s marketing and sales strategy is intentional and designed to
increase sales of Zyxel products (including products accused of infringement) in
Texas and in this district.

61. Zyxel does not limit distribution of its products or services to exclude
Texas residents. Nor has Zyxel changed or sought to change the functionality of
its products and applications to operate in a non-infringing way in Texas or this
district.

62. Zyxel has taken no action to limit its advertisement or sales in Texas.
Zyxel has not refused to sell or ship its products to Texas customers or blocked
access to Zyxel applications for Texas customers.

63. Zyzxel, alone and in concert with its affiliates, distributors, retailers,
and related entities, has purposefully directed its activities at Texas and reasonably
anticipates being named as a defendant in this Court on this basis.

64. This Court has personal jurisdiction over Zyxel, directly and/or
through the activities of Zyxel’s intermediaries, affiliates, distributors, retailers,
importers, and related entities. Through its own conduct and through direction and

control of these entities, Zyxel has committed acts of direct and/or indirect patent
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infringement within Texas, and elsewhere within the United States, giving rise to
this action and/or has established minimum contacts with Texas such that personal
jurisdiction over Zyxel would not offend traditional notions of fair play and
substantial justice.

Zyxel is Subject to Personal Jurisdiction in this Court Under Rule 4(k)(2).

65. In the alternative, the Court has personal jurisdiction over Zyxel under
Federal Rule of Civil Procedure 4(k)(2) because the claims for patent infringement
in this action arise under federal law; Zyxel is not subject to the jurisdiction of the
courts of general jurisdiction of any state; and exercising jurisdiction over Zyxel
comports with due process under the U.S. Constitution.

66. Zyxel is subject to personal jurisdiction in this Court in view of its
activities including through intermediaries, agents, related entities, affiliates,
distributors, importers, customers, subsidiaries, and/or consumers. Alone and in
concert with these entities, Zyxel has sufficient contacts do satisfy due process and
has committed acts of direct and/or indirect patent infringement within Texas, and

elsewhere within the United States, giving rise to this action.

SPV’S COMPLAINT AND JURY DEMAND — ZYXEL Page 23



Case 2:24-cv-00840-JRG-RSP Document 1 Filed 10/18/24 Page 24 of 143 PagelD #: 24

THE SOVEREIGN PEAK VENTURES PATENTS AND HOW ZYXEL
INFRINGES THEM

67. SPV owns a portfolio of patents invented by employees of Panasonic
Corporation. Since its founding in 1918, Panasonic has been at the forefront of the
electronics industry for over a century. Since acquiring the Panasonic portfolio,
SPV has promoted adoption of technologies claimed in the Panasonic portfolio and
has entered into license agreements with numerous companies.

68.  Over the years, Panasonic has innovated in the home appliance,
battery, mobile phone, and television industries. Panasonic’s invention of the
“Paper Battery” in 1979 is widely credited as enabling the compact electronics of
today. In 1991, Panasonic released the Mova P, the smallest and lightest mobile
phone on the market, which revolutionized the industry by demonstrating the
public’s demand for a compact, lightweight device. Panasonic also produced the
first wide-format plasma display and developed the first digital television for the
U.S. market.

69. Panasonic’s history of innovation is borne out by its intellectual
property. Searching the Patent Office’s database for Panasonic as patent assignee

yields more than 27,000 matches.
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70.  Marking its centennial in 2018, Panasonic opened the Panasonic

Museum to showcase its history of design philosophy and innovation.

ZYXEL INFRINGES U.S. PATENT NO. 7,796,512.
71.  The Patent Office issued U.S. Patent No. 7,796,512, titled “Switching

Source Device, Switching Destination Device, High Speed Device Switching
System, and Signaling Method,” on September 14, 2010, after a thorough
examination and determination that the subject matter claimed is patentable.

72.  Zyxel Accused Products with respect to the *512 patent include
numerous models of Zyxel Business line APs enabled for 802.11k/r. By way of
example, specific Zyxel Accused products include:

e 802.11ac Dual-Radio Ceiling Mount PoE Access Point

e 8012.11ac Wave 2 Dual-Radio Ceiling Mount PoE Access Point
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e 802.11ac Dual-Radio Dual Mount PoE Access Point

e 802.11ac Wave 2 Dual-Radio Dual Mount PoE Access Point
e 802.ax (WiFi 6) Dual-Radio PoE Access Point

e 802.11ac Unified Wall Plate Access Point

e 802.11ac Unified Dual Radio Access Point

e &802.11ac Dual-Radio Unified Access Point

e 802.11ac Wave 2 Unified Wall Plate Access Point

iUniF-APSOOOurnI \uanADGOOOnnn
Ll el —— SRS e — e ————
NWAS1T20 series ! WACSE100 Series i WiFi 6 { WACSE300 Series
s o ———— et ——il e et
| WACS302D-Sv2 ‘ WACE103D-1 ‘TWAXGIOD 1 WACE303D-8
Product Name 8021ac Unified Wall 802 1ac Unified Wall 8021 a/b/g/njoc Duol-  802Tlax (WiFi 6) Dual-  802Tlac Wave 2 Duol-
Platel Access Point Platel Access Point Rodio Business Access  Radio Unified Access Radio Unified Pro
Point Poin Access Point

e I R— =

| UniFi AP 6000 series

| WACE500 sereis ‘ | WACESS50 series
| i
| wacssos0-s i ‘ | WACES530-E WACE5562D-8

Product Name 8021 a/blg/nfoc Duol- 8021 a/blg/n/oc Dual-  BO2Max (WIFi 6) 8021 a/blg/nioc Duol- 8021 a/big/n/oc Dual-
Radio Business Access  Rodio Business Access  Duol-Radio Business  Radio Business Access Rodio Business Access
Point Point Access Point Pc:‘m = Point
- -

{ \ { \ -

| Nebula Cloud Managed Access Points

| NAP102 | NAP203
Product description 802 Nac Duol-Rodio 802110c Dual-Radio, 802MNoc Duol-Rodio Smort  802.11oc Dual-Rodio
Nebula Cloud Monoged Dual-Optimized Antenna Antenna 3x3 Nebula Cloud  External Antenna 3x3
Access Point 3x3 Nebula Cloud Monoged Managed Access Point Outdoor Nebula Cloud
Access Point Manoged Access Point
Fast roaming Pre-authentication, Pre-authentication, Pre-authentication, Pre-authentication,

PMK caching and 80211ir/k/v  PMK coching and 8021Ir/k/v  PMK coching and 80211r/k/v  PMK caching and 8021r/k/v

73. The Accused Zyxel APs are switching source devices that assist
connected clients with roaming to a switching destination device (a destination
AP).
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74.  The Accused Zyxel APs support 802.11k/r (sometimes indicated as

“fast roaming”):

ZY XEL

NETWORKS

Models

75.  Zyxel Accused APs supporting 802.11k/r operate as switching source

devices for moving a session with connected clients to switching destination

devices or APs.

4.3.11.10 Neighbor report

The neighbor report request is sent to an AP, which returns a neighbor report containing information about
known neighbor APs that are candidates for a service set transition. Neighbor reports contain information
from dotl | RMNeighborReportTable concerning neighbor APs. This request/report pair enables a STA to
gain information about the neighbors of the associated AP to be used as potential roaming candidates.
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76.  Zyxel Accused APs include a service discovery section for obtaining

information used to compile a neighbor report:

11.11.10 Usage of the neighbor report
11.11.10.1 General

A neighbor report is sent by an AP and it contains information on neighboring APs that are members of
ESSs requested in the neighbor report request. A neighbor report might not be exhaustive either by choice,
or due to the fact that there might be neighbor APs not known to the AP. The neighbor report contents are
derived from the NeighborListSet parameter of the MLME-NEIGHBORREPRESP.request primitive. The
mechanism by which the contents of this table are determined is outside the scope of this standard, but it
may include information from measurement reports received from the STAs within the BSS, information
obtained via a management interface, or the DS.

The BSSID Information field can be used to help determine neighbor service set transition candidates. It is
4 octets in length and contains the subficlds as shown in Figure 9-296.

BO B1 B2 B3 B4 B9 B10 B11 B12 B13 B14 B31
AP . P Mobility High Very High
Reachability Security | Key Scope | Capabilities Domain | Throughput | Throughput FTMm Reserved

Bits: 2 1 1 6 1 1 1 1 18
Figure 9-296—BSSID Information field
The AP Reachability field indicates whether the AP identified by this BSSID is reachable by the STA that

requested the neighbor report. For example, the AP identified by this BSSID is reachable for the exchange of
preauthentication frames as described in 12.6.10.2. The values are shown in Table 9-150.

B4 BS B6 B7 B8 B9

Delayed Block Immediate Block
Ack

Spectrum QoS APSD Radio Measurement Ack

Management

Bits: 1 1 1 1 1 1

Figure 9-297—Capabilities subfield

The Mobility Domain bit is set to | to indicate that the AP represented by this BSSID is including an MDE
in its Beacon frames and that the contents of that MDE are identical to the MDE advertised by the AP send-
ing the report.

The High Throughput bit is set to | to indicate that the AP represented by this BSSID isan HT AP including
the HT Capabilitics element in its Beacons, and that the contents of that HT Capabilities element are identi-
cal to the HT Capabilities element advertised by the AP sending the report.

The Very High Throughput bit is set to 1 to indicate that the AP represented by this BSSID isa VHT AP and
that the VHT Capabilities element, if included as a subelement in the report, is identical in content to the
VHT Capabilities element included in the AP’s Beacon.
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77.  Accused Zyxel APs include a service discovery section for obtaining
information about neighboring communication devices from measurement reports
or background scans. For example, Zyxel APs perform load balancing and band

steering operations among clients and other APs:

WLAN Portfolio Lineup

Key Features

« 802 1ac dual radio concurrent 2.4 « NebulaFlex Pro enables the deployment flexibility to be standalone,

and 5 GHz support controller managed or cloud managed mode
« Smart antenna technology » Zyxel smart antenna provides premium performance anywhere
« 3 spatial streams « Advanced IEEE 802 Mac offers up to 1.75 Gbps combined data rates

« Dynamic Channel Selection, Load Balancing and Smart Client
Steenng ensure optimal wireless experience in high density

« 8021ac dual radio concurrent 2.4 environments
and § GHz support » APFlexTM and tool-less bracket design ease deployment
« Smart antenna technology « Unified Pro AP with high scalability to convert from standalone to

managed mode
» Outdoor AP are designed for harsh outdoor environments with up to
IP67 industrial-grade weather proofing
« 802 Tac dual radio concurrent 2.4 » Enterprise-grade security for the wireless network edge
and 5 GHz support « Streamlined network initialization, troubleshooting and configuration
« Smart antenna technology by supporting ZON utility, Zyxel Smart Connect and ZAC
« Simplified WiFi planning, deployment and management by
supporting ZWO
« Plenum rated housing

« 2 spatial streams

« Outdoor coverage
« IP67 weather protection

https://www.zyxel.com/library/assets/tech library/Quick Sales Guide/SMB

WLAN.pdf.
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78.  Zyxel Accused APs instruct their respective service discovery sections
to inquire whether a service can be provided by requesting beacon reports from

connected clients at arbitrary times:

11.11.9 Specific measurement usage

11.11.9.1 Beacon report

If a STA accepts a Beacon request it shall respond with a Radio Measurement Report frame containing

-1 - 1

detail requested in the Reporting Detail. If the Reporting Detail is 1 and the optional Request subelement is

The BSSID is the BSSID of the BSS being reported. The subsequent fields in the Neighbor Report element
pertain to this BSS.

The BSSID Information field can be used to help determine neighbor service set transition candidates. It is
4 octets in length and contains the subfields as shown in Figure 9-296.

BO B1 B2 B3 B4 B9 B10 B11 B12 B13 B14 B31
AP : o Mobility High Very High
Reachability Security | Key Scope | Capabilities Domain | Throughput | Throughput FTM Reserved
Bits: 2 1 1 6 1 1 1 1 18

Figure 9-296—BSSID Information field

79.  Zyxel Accused APs determine switching destination candidate APs
using information obtained by the service discovery sections. The determination
may be made based upon the BSSID of a known AP or information relating to

settings and capabilities of an AP.

80. The Accused Zyxel APs generate a switching destination candidate
device list (e.g., a neighbor list) describing the switching destination candidate

APs:
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The following MLME primitives support the signaling of neighbor report responses.

6.3.33.2 MLME-NEIGHEORREPRESP.request

Name Type Valid range Description
NeighborListSet Setof Neighbor | As defined in A set of Neighbor List elements, each representing a
List elements 94.237 neighboring AP being reported as defined in the
each as defined Neighbor Report element format.

in the Neighbor
Report element

format
VendorSpecificInf | A set of As defined in Zero or more elements.
0 clements 94.2.26

81. The Neighbor Report element for each neighbor contains the AP
BSSID, which the Accused Zyxel APs use to establish a Fast Transition session

with that AP:

Element B3SID Operating Channel PHY Optional
1D Length BSSID Information Class Number Type Subelements

1 1 6 4 1 1 1 variable

Figure 9-295—Neighbor Report element format
9.6.9.2 FT Request frame

The FT Request frame is sent by the STA to its associated AP to initiate an over-the-[28 fast BSS transition,

Figure 9-688 shows the format of the FT Request frame Action field.

5TA Targel AP

Catagory FT Action Address Addrass FT Request frame body

Octels 1 1 6 & variable
Figure 9-668—FT Request frame Action field format
The Category field is defined in 94.1.11,
The FT Action field is defined in 9.6.9.1.

The STA Address field is set to the fast BSS transition originator’s (FTO's) MAC address
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82. Innormal operation of exemplary Zyxel Accused APs, the Source AP
establishes a session, either over the air or over the distribution system, with a

destination candidate device or target AP.

distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and integrated
local area networks (LANS) to create an extended service set (ESS).

13.10.2 Remote request broker (RRB)

The RRB resides in the SME on the APs and acts as a forwarding agent (at the current AP) and termination
point (at the target AP) for protocol messages over the DS.

The RRB allows APs that are part of the same mobility domain to exchange information over the DS. APs
that advertise the same MDID shall be reachable over the DS and support the over-the-DS communication.

As a termination point, when the RRB at the target AP receives a request frame from the current AP, it
interacts with the MAC and other parts of the SME to process the request and respond with a Remote
Response frame, through the RRB on the current AP, back to the requesting FTO.

As a forwarding agent, when the RRB at the current AP receives a request from an FTO directed to another
AP in the same mobility domain, the current AP forwards the request to that target AP. The RRB on the

83.  Zyxel Accused APs include an input section for receiving a switching
destination candidate device list (e.g., the Neighbor Report) request from

connected users’ devices:

11.11.10.3 Responding to a neighbor report request

If dot] IRMNeighborReportActivated is true, an AP receiving a neighbor report request shall respond with a

Neighbor Report Response frame containing zero or more Neighbor Report elements, If an SSID element is

84. Zyxel Accused APs include an output section for presenting the

Neighbor Report to a connected client in response to a neighbor report request:

4.3.11.10 Neighbor report

The neighbor report request is sent to an AP, which retumns a neighbor report containing information about
known neighbor APs that are candidates for a service set transition. Neighbor reports contain information
from dotl IRMNeighborReportTable concerning neighbor APs. This request/report pair enables a STA to
gain information about the neighbors of the associated AP to be used as potential roaming candidates.
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11.11.10 Usage of the neighbor report
11.11.10.1 General

A neighbor report is sent by an AP and it contains information on neighboring APs that are members of
ESSs requested in the neighbor report request. A neighbor report might not be exhaustive either by choice,
or due to the fact that there might be neighbor APs not known to the AP. The neighbor report contents are
derived from the NeighborListSet parameter of the MLME-NEIGHBORREPRESP.request primitive. The
mechanism by which the contents of this table are determined is outside the scope of this standard, but it
may include information from measurement reports received from the STAs within the BSS, information
obtained via a management interface, or the DS.

85. Innormal operation of the Accused Zyxel APs, when an AP receives
a switching request (e.g., an FT Action Request) from a user device, the Zyxel AP

sends a RemoteRequest to the Target AP:

FTO Current AP Target AP
SME MAC MAC SME MAC SME
MLME-REMOF-REOUEST.reques(
FT Action Request (elemerﬁ
MLME-RENC TE-REQUEST.indication
RemoteRequest (elements)
et
‘Target AP proresses
zemoteResponse (elements) the requgst
FT Action Response | (gME-REMOE-REQUEST request

(elements)

w.ME-REMO lE-REQUEST. indication
MLME-REASBOCIATE.request
E—
Reassociation Request
(elements) >
MLME-REAS‘SOCATEAinq‘caion
Reassociation Response MLME-REAS$OCATE.respofise
el s
- (elements)
MLME—REASSOCIATEconﬁrm

Figure 13-6—MLME interfaces for over-the-DS FT protocol messages
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86. The RemoteRequest message contains a switching instruction
including, for example, instructions for the robust security network (RSN)

association:

robust security network association (RSNA): The type of association used by a pair of stations (STAs) if
the procedure to establish authentication or association between them includes the 4-way handshake or FT
protocol. Note that existence of an RSNA between two STAs does not of itself provide robust security,
Robust security is provided when all STAs in the network use RSNAs,

13.8 FT authentication sequence
13.8.1 Overview

The FT authentication sequence comprises four sets of FT clements. Each set of FT elements is referred to in
13.8 as a message. These messages are included in the FT Protocol frames or FT Resource Request Protocol
frames to initiate a fast BSS transition. The FT authentication sequence is always initiated by the FTO and
responded to by the target AP.

In an RSN, the first two messages in the sequence allow the FTO and target AP to provide association
instance identifiers. SNonce and ANonce, respectively. SNonce and ANonce are chosen randomly or
pseudorandomly and are used to generate a fresh PTK. The first two messages also enable the target AP to
provision the PMK-R1 and the FTO and target AP to compute the PTK. The third and fourth messages
demonstrate liveness of the peer, authenticate the elements, and enable an authenticated resource request.

ZYXEL INFRINGES U.S. PATENT NO. 8,045,531.
87.  The Patent Office issued U.S. Patent No. 8,045,531, titled “System

and method for negotiation of WLAN entity,” on October 25, 2011, after a
thorough examination and determination that the subject matter claimed is
patentable.

88.  Zyxel Accused Products with respect to the *531 patent include Zyxel
Nebula (the Zebula WiFi System) comprising, by way of example, Zyxel Nebula

cloud controller devices that interface with Zyxel APs to provide WLAN service:
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On information and belief, &
Zyxel Nebula cloud - Branch Office

~
controller = SPV ‘531 claim \\

o , ‘)" ~
1 “control nodes (CN) S~ K12 Campus t
S TN e -
~ e

Retail Store/Teleworker

~ 1
S 1 1 —
S 1 1
** ﬁ* ‘\~\ = ;ﬂig Cloud : O =
— Sk :

1 ."} Networking 1 — -

1 nebula 1 —=| == (o]
1
1! :
Boutique Hotel / i 1

rl‘.‘#—‘i‘."— "-4'"'4-'. Browser & Apps-based
Exemplary Zyxel Nebula APs = 1 ﬁ Management

L

Nebula

SPV ‘5 laim 1 “wireles
ISPV ‘531 claim 1 eless MR REttaF

access points (WAP)”

-5

Management
i Traffic

-+
———

=

Department Store
Nebula Security Gateway/Firewall

on.nr. i Nohiila Hardware

https://www.zyxel.com/library/assets/tech library/Solution
Guide/Nebula CC Solution Guide.pdf.

89.  Accused Zyxel WiFi Systems comprise one or more APs (WAPs)
managed by a Nebula Controller including, without limitation, Zyxel APs
identified at https://www.zyxel.com/us/en-us/products/wireless such as Zyxel
Access Points Models NWAS0AX, NWA9OAX, NWASSAXE, NWAI110AX,
NWA210AX, NWA1122ACv2, NWA1123-AC PRO, WAX510D, WAX610D,
WAX6305, WAX5505, NWAS5123-AC HD, WAC6302D-5v2, WACS50D,
WACS500H, WAC6103D-1, WAC6302D-5, WAC6503D-S, WAC6553D-5, and

WAC6552D-E.
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Cloud Hosted

Management Intermst
TrafMmc Traffic

Ixel

h---1----

‘5631 claim 1
“wireless access
. W _-="" points (WAP)”
r ‘th\ f"/ ’ ( )
I r"
= I
WLAN Trarrie --I

https://www.zyxel.com/library/assets/tech-library/SolutionGuide/

Nebula CC Solution Guide.pdf.

90. Inthe Accused Zyxel Systems, WLAN functionality is distributed
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among the Nebula controller devices and the Zyxel APs. For example, Nebula

APs are configured by a Nebula controller to implement (process) certain client-

facing WLAN functions including, for example, load balancing, smart steering,

and assisted (802.11k) + fast (802.11r) roaming functions that are a subset of

functionality defined for the WLAN.

Table § NCC Menu Summaory (continued)

LEVEL 1 LEVEL 2 / LEVEL 3 | FUNCTION
Access Pont Use these menus o monitor ana configure the Access Points manogea by
he NCC. The settings are appliea when a Hebula Access Point s
registersd ond Qrrocned to e electes e
Monitor
AcCCess points Use this menu 10 view the st of Access Points added to the site.
Céents Listhomersis vies WiEiclen anicn ore conrectes o tne Acces
Points inthe site,
Eventiog Use this menu 10 view al events on the Access Point. An event s

something that has happened 1o & Nebulka mancged device.

Wirzless hegitn

Use this menu 1o view heaitn of the WiFi nerwores for the supporrea Access
Points and connectad clients.

summary Use this menu 10 view Nenwork s1atistics specfic 10 Access Points in the site,
report

Configure
SSID settings Use this menu 10 view and configure SSID settings and authentication

merhods

$5ID cavanced
seftings

Use this menu to configure network access, traffic options and advanced
settings for SSID profies.

Captive porta
customization

Use this menu to configure captive portal settings for SSID profies.

SSID availablity

Use this menu to configure SSID visibiity settings and set whether the SSID is
enablea or dsablea on each cay of the week.

Rogio settings

Use this menu to configure global radio settings, such as maximum outpyt
powver or channel wiath, and enable smart client steefing for al Access
Points in the site.

Troffic shaping

Use this menu 1o configure the maximum banawidth and loag balencing |

Security service

Use this menu 10 enabie appiication visibiity ana optimization, and IP
reputation firer on the mancged Access Point.

AP & port
settings

Use this menu to configure load balancing settings and enable or dsabie
Q port on the Mmanagea Access Point and configure the port's VLAN
settings.
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Table 183 Acces: Point > Configure > Radio settings (continued)

LABEL DESCRIPTION
5 GHz channel Select now you want 10 specify the channels the Nebuia Device switches between for §
cepoymen? GHz operation.

select Auto 10 nave he Nebula Device automatically seect 1he Dest channel,

Select Manual 10 12iect the indivicual channels he Habulg Device switches batweaan.

Note: The method is automatically s2t ‘o Auto when no chonnel is selected or
any one of the previously selected channels is not supportea.

Allow 8C2.11ax/ac/n | Select ON 10 have the Nebulo Device aliow only IEEE 802.1 1n/ac/ax cients 10 connect,
stations only ana reject IEEE 802.11a/b/g clients.

Smarnt Steefin Select ON 10 enghie smart glient feerng on the Nebuig Device. Client steefing helps
monstor wireless clhients and arop their connechons 1o optimize the bandvadth when the
chents are idle or have Q low signal. Wnhen a wireless clent s dropped they nave me
opportunity 1o steer 1o an Nebuia Device with g strong signal. Additionally, dual band
wireless chents can ako steer from one band 10 another.

Select OFF 10 asobie this fegture on the Nebuis Device.

Toble 177 Acce:s: Pont » Con’»gm » 351D advonced :oﬂings [continued)
LABEL DESCRIPTION

Assgied rooming | Select 10 fum on or off IBEE 802 1 1 k/v Qissted roSming on the Hebula Device.

When the cornnected clents request 802.1 1k regnoorize he Netuio Device will rezporse
win g 51 of neignoor Hebuwia Devices That can De conaoates for rooming. Wnen e
802.11v CODODIE CHENTS Ore LSING e 2.4 GHE DANS, e NEDUIA Device can 1ena 802.11v
mes30ges 10 *eer clients *0 the 5 Gz band

Select 10 1um on or off IEEE 802 117 fast roeming O the Hebula Device.

:

802.11r fozt roaming recuce: the deicy when the chents switch from one Nebula Device o
ANIINEr. Dy QIOWING SRCUITY K@y 10 D@ SI0red ON G HeDUIS Devices N G Nenwonk
Informarion f#om Me orignal CSIOSIaTION § DASES 10 NE NEW NEDUID Device wnen me
clent roams. The clent Soes Not need 0 perform the wnoie 202 Ix authentication proces:

https://download.zyxel.com/Nebula CC/user guide/Nebula CC_V14.00 Ed1.pdf.
91. Zyxel Accused Systems comprise one or more control nodes (cloud
controllers (on information and belief, cloud servers with WLAN controller

application functionality).
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r--------------ﬁ

1 |

i 1

i i
One or more Zyxel 1 I
rovided cloud - ment Internat
p KEENRA 'I Network Service Tame Troffic
controllers = SPV : ——
‘631 claim 1 “control i I
nodes (CN)” s
Nebula secure doud networking solution provides control equipment or overiay management systems.
cloud-based, centralized control and visibility over With comprehensive product portfolio that can be
all Nebula wired, wireless, security, and mobile router centrally managed from the doud, Nebula offers simple,
hardware — all without the cost and complexity of on-site  intuitive and scalable management for all networks.
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The Nebula Cloud provides a networking paradigm for
building and managing networks over the Internet in
the Software as a Service model Software as a Service
(Soas) is defined as a way of deivering software for
users to accass via the Intemet rather than local
installation. In the Nabula architectura network
functions and management services are pushad to the
cloud and delivered as a service that provides instant
control to the entire network without wireless controllers
and overlay network management applionces.

All Nebula devices are built from the ground up for cloud
managament with the capability to communicate with
Nebula’s doud control center through the Internet This
TLS-secured connactivity betwean hardware and the
cloud provides network-wide visibility and control for
network management using the minimal bandwidth.

Over the cloud, thousands of Nebula devices around

the world can be configured, contralled, monitored and
managed under a single pane of glass. With multi-site
natwork management tools, businasses are allowad to
deploy new branches of any size, while administrators
are able to make policy changes any time from a cantral
control platform.

https://www.zyxel.com/library/assets/tech-library/Solution-Guide/
Nebula CC_Solution Guide.pdf.

92. Inthe Zyxel Accused Systems, WLAN functionality is distributed
among the Nebula controller devices (‘531 CN) and the Zyxel APs. For example,
Nebula controller devices provide certain network-facing WLAN functions that are

a subset of functionalities defined for the WLAN. Functions include, without
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limitation, Group-wide & Organization-wide configuration; configuring VLANSs;

and monitoring Groups, Organizations, and Sites.

Chapter § Group-wioe

5.3 Configure

Use the Configure menus to create a new group and manage group general settings, administrator
accounts and VPN members.

5.3.1 Group Settings

Use this screen ‘o change your general group seftings, such as the group name and members. Click
Group-wide > Configure > Seftings to occess this screen.

Chaopter & Organization-wide

6.3 Configure

Use the to cregte new sites _register or ynra ra N k vi h
Qraanization general settings, ond manage licenses, user accounts, coministrator accounts or VPN

members in the organization.

6.3.1 Organization Settings

Use this screen ‘o change your general organization settings, such as the organization nome ana
security. Click Organization-wide > Configure > Seftings fo access this :creen.

https://download.zyxel.com/Nebula CC/user guide/Nebula CC_V14.00 Ed1.pdf
93. The Accused Zyxel Systems provide for configuring and managing a

management VLAN:
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w (continued)

LEVEL 2 / LEVEL 3 | FUNCTION
Access Point Use these menus 10 monitor ana configure the Access Points managea by
the NCC. The settings are applied when a Nebula Access Point s
registerad ond Qrtoched o the selected site.
Moniter

AcCcess points

Use this menu 10 view the |5t of Access Points aadded 1o the site.

Cients Use this menu 1o view WIFi clients which are connected 10 the Access
PoINs in the site.
Eventiog Use this menu 10 view al @vents on the Access Point. An event s

something that has happened to o Nebuic managed device.

Wireless health

Use this menu 10 view heaith of the WIFi networks for the supportea Access
Points ond connected clients.

Summory Use This menu to view network statstics specfic 1o Access Ponts in the site,
report

Configurs
SSID settings Use this menu 1o view and configure SSID seftings and authentication

methods.

551D cavanced
settngs

Use this menu to configure network access, traffic oprions and aavanced
settings for SSID profies.

Captive portal
customization

Use this menu to configure captive portal settings for 5510 profiles.

SSID availabiity

Use this menu 1o configure SSID visibiity settings ond sat wnether the SSID s
enableda or gisablea on each ooy of the week.

Rogio seings

Use this menu to configure global radio settings, such as maximum output
power or channel wiath, and enabile smart client steenng for ol Access
PoINts in the site.

Troffic shaping

Use this menu 1o configure the maximum banawidth and locd balancing.

secunty service

Use this menu 10 enabie appication visibiity ang optimization, and IP
reputation fiter on the mancged Access Point.

AP & port
sefttings

Use this menu 1o configure load Dalancing settings and enable or asabie

o port on the managed Access Point and gonfigurs the port's VIAN
senings.

https://download.zyxel.com/Nebula CC/user guide/Nebula%20CC V14.00 EdI.

pdf

94.

In normal operation of the Zyxel Accused Systems, Nebula APs

convey their capabilities to a Nebula cloud controller (control node) that utilizes

this information to configure the network and establish a secure session. This

signaling exchange is handled via the NETCONF protocol via, at least in part, a
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WAP negotiation unit.

NETCONF Standard

Nebula is an industry-first solution that implements
NETCONF protocal for safsty of configuration changes
in cloud management as all NETCONF messages

are protected by TLS and exchanged using secure
transports. Prior to NETCONF, CLI scripting and SNMP
were two common approaches; but they have several
limitations such as lacking of transaction management
or useful standard security and commit mechanisms.
The NETCONF protocol has bean designed to address
the shortcomings of the existing practices and protocols.

https:// www.zyxel.com/library/assets/tech-library/Solution-

Guide/Nebula CC_Solution_Guide.pdf

NETCONF Layering Model

NETCONF Example
Configuration Notification
data data
<get> <edit-config>
<get-config>
<config>
...Content...
<fconfig>
</edit-config>

Basic NETCONF Session

Capabilities Exchange

[ Perform operations
f <rpc> <rpc-reply> u
\_’!" -

server

li A
cueng End session

<close-session>/<kill-session>

https://www.ietf.org/slides/slides-edu-network-configuration-with-netconf-00.pdf
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95.  The discovery and AP/network confirmation process involves the
Nebula cloud controller and the Nebula AP negotiating a functional split
arrangement.

The Network Configuration Protocol (NETCONF) defines a simple mechanizm through which 2 network
device can be managed. confizuration data can be retrieved. and new confizuration data can be uploaded
and manipulated. NETCONF uses Extensible Markup Language (XML)-based data encodmg for the

confizwration data and protocol messages

NETCONF Operations (RFC6241)

> get-config(source, filter) — data

Retrieve all or part of the configuration datastore source.

> edit-config(target, default-operation,
test-option, error-option, config)

Edit the configuration datastore target by merging,
replacing, creating, or deleting new config elements.
The test-option parameter allows to do a “dry run”
while the error-option parameter controls how the
server reacts to errors (stop, continue, rollback).

https://www.ietf.org/slides/slides-edu-netconf-yang-00.pdf
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Chapter 5 Chapter 12
T R —— Access Palnt. i i
) INtCBUCHON oo, 121 OVEIVIEW et aaseennn .
5.1.1 Creating @ Group w............. 12.1.1 Nebuia Smart Mesh .............ccoeeeee
5.1.2 Group-Wide Menu ............... L SN T N R
5.2 MOAION oo " 2]";;”;” """" S
: X SO POIE .o :
5.2.1 Overview .................... i 1222Ctents ... »
S522Inventory ...

12.23 Event Log JE
SWACLS o ]ge SHE<ls IR 12.2.4 Wireless Heath oo

5.3 Configure

(ol 1225 SummaryReport ......................... :
5.3.1 Group Se'?mgs 123 Configure ........ccoeeeeeerereneenn
5.3.20rg-to-Org VPN L.......oceeeeeee 12.3.1 SSID Settings .
5.3.3 Administrators ...L.......cccccvurunee 12.3.2 SSID Advanced Sef' ings ...
Chopler b :2 .3.3 Coptive fod?l Customization ..J1...
OrganiZORonN-"WIE . ccisessmssssssmscrisinsisassosseases - SS'D,AVG']C,’D'"W """""""""""
12.3.5 Radio Settings ............cccoooe........
B OVBIVIEWN = i 12.3.6 Traffic Shaping ............coeeeueuene. .
0.2 VORI s i esrosiissmivassssssimesmaimanninss 12.3.7 Security Service ...
6.2.1 Organization Overview ... 12.3.8 AP & Port Settings .....
6.2.2Change Log ................. essine
6.3 Configure ..
63.1 Orgonszo' on Sef‘ ngs ..
6.32Create SHe ........oooeeeereereereenne Functional split arrangement
Tl — configured between network-
v ministrators ........................
6.3.5 Cloud Authentication .........]  facing functions handled by the

6:3.6 Configuration Management § - control node and client-facing
6.3.7 Configuration Template

6.3.8 Security Prefile Sync ... ] functions handled by the WAP
6.3.9 VPN Orchestrator ...................
6.3.10 Firmware Management ...

https://download.zyxel.com/Nebula CC/user guide/Nebula%20CC V14.00 EdI.
pdf.

96. The Control Node responds to discovery and connection request
messages from the APs and delivers configurations to the APs during adoption.

97.  Zyxel Control Nodes provide complimentary functionality for the APs
by, for example, providing the network facing functions used by the APs—this
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network facing functionality forming a complete WLAN functionality with the

APs client-facing functionality.

5.3 Configure .........

5.3.1 Group Settings ..J.....cccoeneee....

Chapter 5 Chapter 12
GIOUD - WIS s AcCCess Point.......ccuuiiiiereeneiniresessssssressssssssssssssssssses
S IntrCaUCHON e L I210vevIeW ...
5.1.1 Creating a Group ................... 12.1.1 Nebuia Smart Mesh ...
5.1.2 Group-Wide Menu ....... 12.1.2 Smart Mesh Network Topology .....
] DNRO csiiivsovsinsosoncossasive esasonsss s uonsostiomd
D2 MOMMON i snaeiiiniiscrsnissnss SRR o )
59 1 Overview 1221 AccessPoints .o
5-:."I ; IRRRCIINE s
e EPRISE GGi—— . 12.2.3 EVENt LOG oo
523 ChanQe Lo e 12.2.4 Wireless Health .............c..ccccovuennnnee.

1225SummaryReport ...

123 Configure ..........cccoveeernrrnnnes S— .
53.20rg-t0-Org VPN I.........ccoce..c... 123.18SDSeings ... .|
5.3.3 Administrators ...J....... s 12.3.2 SSID Advanced Settings
12.3.3 Caoptive Portal Custemization _.J...
g“’:"‘;’c’zon wide 12.3.4 SSID AVGRQDIY ........ccooeceee
RS ittt B 12.3.5 Radio 5etings oo .
61 Overview ... s 12.3.6 Troffic ShAPING ......ovvucecciiinanns .
O NIOTHION cssivesssnersmmsssrasrensassmss W 12.3.7 Security SEMVICe e -
4.2.1 Organization Overview 12.3.8 AP & Port Settings .............cceeu.. '
6.22Change log ...... i
6.3 Configure ......... — —
6.3.1 Organization Settings .............
63.2Create Ste .............. - Functional split arrangement
6.3.3 License & Inventory ....... . .
. configured between network-
6.3.4 Administrators ........................

facing functions handled by the
control node and client-facing
functions handled by the WAP

6.3.5 Cloud Authentication ...

6.3.6 Configuraticn Mancgement
6.3.7 Configuration Template .
6.3.8 Security Profile Sync .....

8.3.9 VPN Orchestrator ...................
6.3.10 Firmware Management

98.  Zyxel Control Nodes provide complimentary functionality for APs by,
for example, managing the APs provisioning, configuration, and operation—this
network wide management functionality forming a complete WLAN functionality
with the AP-specific operational functionality (e.g. running a specific
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configuration, specific firmware, etc).

99.  Additional Zyxel Accused Products with respect to the 531 patent
include the Zyxel Systems featuring Zyxel APs and Zyxel access controllers (ACs
including, for example, Zyxel NXC2500 and NXC5500 wireless controllers) that

support configuration using the CAPWAP protocol to provide service in a WLAN:

Wireless LAN Controller
25 Xt U - . :
NXC2500 = Il s anew
Control and Provisioning
Model NXC2500
Managed AP discovery Broadcast/DHCP Option/DNS/Manual
I CAPWAP Yes

https://www.zyxel.com/products_services/Wireless-LAN-Controller-NXC2500/specification

Wireless LAN Controller

- .

Control and Provisioning

Model NXCS500
Managed AP discovery Broadcast/DHCP option/DNS/Manual
CAPWAP Yes
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100. Zyxel APs support configuration using the CAPWAP protocol.

The Zyxel NXC2500 Wireless LAN Controller supports the management of the Zyxel Unified, Unified Pro and NWAS0O00 Managed Series of
Access Points to provide complete wireless LAN functions for the business. As standard the Zyxel NXC2500 supports the initial management of
8 APs and provides scalability with a maximum supported total up to 64* APs, the “pay-as-you-grow” principle provides reassurance and
future proofing for small and medium-sized businesses, hotels and educational institutes to implement secured, centralized wireless LAN
networks.

https://www.zyxel.com/products_services/Wireless-LAN-Controller-NXC2500/overview#benefits

https://www.zyxel.com/products_services/Wireless-LAN-Controller-

NXC2500/overview#benefits.

Centralized management and provision

With demand for Internet connection of mobile devices growing rapidly, high scalability WLAN and centralized management become
necessary for wireless device deployments. The Zyxel NXC5500 WLAN controller has great scalability to manage up to 1024 APs centrally. The
NXCS500 utilizes CAPWAP protocol to minimize issues of Wi-Fi deployments that are new, or belong to extension programs on top of the

existing networks.

101. Zyxel APs and ACs support configuration using the CAPWAP
protocol to provide service in a WLAN. Zyxel ACs manage one or more Zyxel

APs.

This document describes the CAPWAP protocol, a standard,
interoperable protocol that enables an Access Controller (AC) to
manage a collection of Wireless Termination Points (WTPs). The
CAPWAP protocol is defined to be independent of Layer 2 (L2)
technology, and meets the objectives in "Objectives for Control and
Provisioning of Wireless Access Points (CAPWAP)" [REC4564].

CAPWAP assumes a network configuration consisting of multiple WTPs
communicating via the Internet Protocol (IP) to an AC. WTPs are
viewed as remote radio frequency (RF) interfaces controlled by the
AC. The CAPWAP protocol supports two modes of operation: Split and
Local MAC (medium access control). In Split MAC mode, all L2
wireless data and management frames are encapsulated via the CAPWAP
protocol and exchanged between the AC and the WTP. As shown in
Figure 1, the wireless frames received from a mobile device, which is
referred to in this specification as a Station (STA), are directly
encapsulated by the WTP and forwarded to the AC.

https://tools.ietf.org/html/rfc5415.

102. In Accused Zyxel Systems, WLAN functionality is distributed among
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the ACs and APs in the network. Zyxel ACs manage one or more Zyxel APs.

Provisioning WTPs with security credentials and managing which WTPs
are authorized to provide service are traditionally handled by
proprietary solutions. Allowing these functions to be performed from
a centralized AC in an interoperable fashion increases manageability

and allows network operators to more tightly control their wireless

network infrastructure.

1.1.

ld.

Goals

The goals for the CAPWAP protocol are listed below:

1.

To centralize the authentication and policy enforcement functions
for a wireless network. The AC may also provide centralized
bridging, forwarding, and encryption of user traffic.
Centralization of these functions will enable reduced cost and
higher efficiency by applying the capabilities of network
processing silicon to the wireless network, as in wired LANs.

To enable shifting of the higher-level protocol processing from
the WTP. This leaves the time-critical applications of wireless
control and access in the WTP, making efficient use of the

computing power available in WITPs, which are subject to severe
cost pressure.

103. Through the discovery process, Zyxel APs convey their capabilities to

an AC, which utilizes this information to configure the network and establish a

secure DTLS session.

The CAPWAP Protocol begins with a Discovery phase. The WTPs send a
Discovery Request message, causing any Access Controller (AC)
receiving the message to respond with a Discovery Response message.
From the Discovery Response messages received, a WTP selects an AC
with which to establish a secure DTLS session. In order to establish
the secure DTLS connection, the WTP will need some amount of pre-
provisioning, which is specified in Section 12.5. CAPWAP protocol
messages will be fragmented to the maximum length discovered to be
supported by the network.

Once the WTP and the AC have completed DTLS session establishment, a
configuration exchange occurs in which both devices agree on version
information. During this exchange, the WTP may receive provisioning
settings. The WTP is then enabled for operation.
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8.1.1. Configuration Flexibility

The CAPWAP protocol provides the flexibility to configure and manage
WTPs of varying design and functional characteristics. When a WTP
first discovers an AC, it provides primary functional information

Calhoun, et al. Standards Track [Page 113]

RFC 5415 CAPWAP Protocol Specification March 2009

relating to its type of MAC and to the nature of frames to be
exchanged. The AC confiqures the WTP appropriately. The AC also
establishes corresponding internal state for the WTP.

ld.

104. For example, the Zyxel System network may be set up with one of

two modes of encapsulation: 802.3 or native wireless.

4.4.2. Data Payload

A CAPWAP protocol Data Paylcad packet encapsulates a forwarded
wireless frame. The CAPWAP protocol defines two different modes of
encapsulation: IEEE 802.3 and native wireless. IEEE 802.3
encapsulation requires that for 802.11 frames, the 802.11
*Integration* function be performed in the WIP. An IEEE 802.3-
encapsulated user payload frame has the following format:

+ e e e e e +
| IP Header | UDP Header | CAPWAP Header | 802.3 Frame |

The CAPWAP protocol also defines the native wireless encapsulation
mode. The format of the encapsulated CAPWAP Data frame is subject to
the rules defined by the specific wireless technology binding. Each
wireless technology binding MUST contain a section entitled "Payload
Encapsulation", which defines the format of the wireless payload that
is encapsulated within CAPWAP Data packets.

For 802.3 payload frames, the 802.3 frame is encapsulated (excluding
the IEEE 802.3 Preamble, Start Frame Delimiter (SFD), and Frame Check
Sequence (FCS) fields). If the encapsulated frame would exceed the
transport layer's MTU, the sender is responsible for the
fragmentation of the frame, as specified in Section 3.4. The CAPWAP

protocol can support IEEE 802.3 frames whose length is defined in the
IEEE 802.3as specification [FRAME-EXT].
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CAPWAP assumes a network configuration consisting of multiple WTPs
communicating via the Internet Protocol (IP) to an AC. WTPs are
viewed as remote radio frequency (RF) interfaces controlled by the
AC. The CAPWAP protocol supports two modes of operation: Split and
Local MAC (medium access control). In Split MAC mode, all L2
wireless data and management frames are encapsulated via the CAPWAP
protocol and exchanged between the AC and the WTP. As shown in
Figure 1, the wireless frames received from a mobile device, which is
referred to in this specification as a Station (STA), are directly
encapsulated by the WIP and forwarded to the AC.

The Local MAC mode of operation allows for the data frames to be
either locally bridged or tunneled as 802.3 frames. The latter
implies that the WTP performs the 802.11 Inteqgration function. In
either case, the L2 wireless management frames are processed locally

ld.

105. The Accused Zyxel ACs provide complimentary functionality for APs
by, for example, performing the 802.11 integration function if split MAC mode is

utilized.

8.3. Configuration Status Response

The Configuration Status Response message is sent by an AC and
provides a mechanism for the AC to override a WIP's requested
configuration.

ld.

ZYXEL INFRINGES U.S. PATENT NO. 8,270,384.
106. The Patent Office issued U.S. Patent No. 8,270,384, titled “Wireless

Point that Provides Functions for a Wireless Local Area Network to be Separated
Between the Wireless Point and One or More Control Nodes, and Method for
Providing Service in a Wireless Local Area Network Having Functions Separated

Between a Wireless Point and One or More Control Nodes,” on September 18,
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2012, after a thorough examination and determination that the subject matter
claimed is patentable.

107. Zyxel Accused Products with respect to the *384 patent include the
Zyxel Nebula WiFI system comprising Zyxel Nebula cloud controller devices that

interface with Zyxel Nebula APs to provide WLAN service:

Cloud Hosted

Management Intermst
Trafmc Traffic

i i

i I

i i

il revel il

i [

T :

N . - “m .
LAN Traffic !
B

‘384 claim 1

“wireless point”

https://www.zyxel.com/library/assets/tech-library/Solution-Guide/

Nebula CC_Solution Guide.pdf
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108. Infringing Zyxel WiFi Systems comprise one or more Nebula APs

(WAPs) managed by an Nebula Controller including, without limitation, Zyxel

APs identified at https://www.zyxel.com/us/en-us/products/wireless such as Zyxel

Access Points Models NWAS0AX, NWA9OAX, NWASSAXE, NWA110AX,

NWA210AX, NWA1122ACv2, NWA1123-AC PRO, WAX510D, WAX610D,

WAX6305, WAXS5505, NWAS5123-AC HD, WAC6302D-5v2, WACS50D,

WACS500H, WAC6103D-1, WAC6302D-5, WAC6503D-S, WAC6553D-5, and

WAC6552D-E.

Access Points with NebulaFlex Product Options

Model NWA130BE NWA220AX-6E NWA210AX
Product BETMOOO WiFi 7 Triple-Radio AXES5400 WiFi 6E Dual-Radio AX3000 WiFi 6 Dual-Radio
name NebulaFlex Access Point NebulaFlex Access Point NebulaFlex Access Point
Typical High density and interference- Medium to high density Medium to high density
deployment laden indoor envrionments deployments deployments
Radio «1x 8021 b/g/n/ax/be radio «1x 8021 b/g/n/ax radio «1x 8021 b/g/n/ax radio
specification «1x 80211 a/n/ac/ax/be radio «1x 80211 a/n/ac/ax radio «1x 8021 a/n/ac/ax radio

« 11 Gbps max rate « 5.375 Gbps max rate «2.975 Gbps max rate

« Spatial Stream: 2+2+2 « Spatial Stream: 2+4 « Spatial Stream: 2+4
Power DCinput:12VDC2A DC input:12VDC 2 A DC input:12VDC 2 A

POE (802.3at): power draw 24 W PoE (802.3at): power draw 21W  PoE (802.3at): power draw 19 W
Antenna Internal antenna Internal antenna Internal antenna

* Bundled licenses are not applicable to NebulaFlex AP.

SPV’S COMPLAINT AND JURY DEMAND — ZYXEL

Page 53



Case 2:24-cv-00840-JRG-RSP Document 1 Filed 10/18/24 Page 54 of 143 PagelD #: 54

Access Points
with NebulaFlex/
NebulaFlex Pro

Meede NWALOAX NWASOAX NWASSAXE NWANOAX

Product o2 Tiox (WK &) P02 Nax (WIR & 02 Nax (WFIQ P02 Max (WF 6

mame Duck-Rodo PoE Dual-Rodio PoE Dual-Rodio Outdoor Ducd-Rodio PoE
Accwss Poirt Access Poirt. Pok Access Point Access Polnt

NWAOAX NWATI2IAC Y] NWAN2I-AC PRO

202 Nax (WF( & 802 Noc Wove 2 Duol-Rodio 802 Tiac Duol-Radio
Duol-Rodio PoE Ceoling Mot PoE Oual-Mount Access Poart
Acomss Pount Access Port
WAXEW0 WAXEWD WAXE200
Product name  BO2Nax (W & Dual-Rodso 202 Nax (WFI 6) Duot-Rode 802 Nax (WFI 6) Duok-Rodo
Unified Accees Point Urefied Pro Access Port Unified Pro Acosss Pore
[V WAXLEDS NWASIZ1AC HD WACSI020-9v2
Produot nome 802 Nax (W1 & Duol-Rodwo 802 Moo Wave 2 Duol-Rode 802 No0 Dual-Rodio Ureed
Uniffied Pro Access Pamt Urefied Acces Powrtt Access Point
Moo WACS00 WACBOOM WACEI03D 4
Product namwe 202000 Wove 2 Duck-Rodic 802 Too Wove 2 Woll-Plate 802100 Dudt-Rodn
Unified Accwss Posmt Urvfied Access Posrt Duol-optini zed Antenno 3x3
LR WACSIOXD-3 WACA503D- WACES5ID-9 WACES530-k
Product namw 802700 Wove 2 802 Noo Duol-Rodwe 802 Moo Duol-Rodie  B021oc Duck-Rodw
Dual-Radeo Unifed Pro  Srart Anvtenna 3x3 Unified Pro Outdom  Externol Artenna 3x3
Accew Powrt Acoess Port Accemn Point Outdoor Access Point
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109. The Accused Zyxel Accused Systems include a separation between

the AP functions and control node functions. For example, control nodes perform

network-facing functions while APs perform client-facing functions. Additionally,

control nodes perform network wide WLAN management functions while APs

perform AP-specific operational functions.

6.3.5 Cloud Authentication ...
6.3.6 Configuration Management
6.3.7 Configuration Template ........
6.3.8 Security Profile Sync ...............
6.3.9 VPN Orchestrator .......... —
6.3.10 Firmware Management

Chapter 5§ Chapter 12
CROUD - NIOE s i it Access Point...c.oiiiiiniii,
51 IntrodueHon o 12,1 Overview ... eeeeeeeeeesnes e
5.1.1 Creating a Group ................... 12.1.1 Nebula Smart Mesh ...
5.1.2 Group-Wide Menu .................. 12.1.2 Smart Mesh Network Topology ...
5.2 MONHOr oo 12.2]l\2ﬂz.’;l1zr ......... P e ————————
: 2.1 ACCess Points ........cocoeeecueeererennenens
S 1'OVRVIOW o
5221 ) 1222 CIONE crmmnrsnmss
EERESRESRRINY scmssmmssmnaammnss 12.2.3 EVENT LOG oo
Rt IONQC L0 iy e 12.2.4 Wireless Health .............ccocceceecreene
5.3 Configure ......... S M 12.2.5 Summary Reoort ...
5.3.1 Group Setfings .. f...ccoonnnn. 12.3 CONfIGUIE oo e
5.3.20rg-to-Org VPN f.......... 12.3.1 SSID Settings ........cooveveeeeeeceeeennnc -
5.3.3 Administrators ...L.................... 12.3.2 SSID Advanced Settings ..........J...
12.3.3 Captive Portal Customization ..J...
Chapter 6 —_—
Osacrdealon ulds 12.3.4 SSID Availability .........cccccoeeeueeneen ..
e e s, 12.3.5 Radio Sethings ........ccooceececeececnn o
6.1 OVRIVIEW oo 12.3.6 Traffic Shaping .......cccccceeeeeveeee e
6.2 MOntor oo R R 12.3.7 Security Service .................c...... ...
6.2.1 Organization Overview . 12.3.8 AP & Port Settings ......................} .-
6.22CHANOBLOT <ccsssvssissssssssssamsns
I 6.3 Configure ......... S —
6.3.1 Organization Settings .....
632CreateSte .............coeanee.. Exemp|ary indication of
633 License & Inventory ................
6.3.4 Administrators .........ccceeceeeeennn Sepa rated Nel)UIa platfonn

functions between those

network-facing functions
handled by the control node and
those client-facing functions
handled by the AP

https://download.zyxel.com/Nebula CC/user guide/Nebula%20CC V14.00 EdI.
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pdf

110. In the infringing Nebula WiF1 system, the discovery unit of a Nebula
AP sends (via broadcast) a discovery request message to Nebula controller devices
(said one or more control nodes) on the AP’s network. The discovery request

messages are sent during the Nebula AP discovery and adoption signaling process.

'Zero touch' - Efficient
Deployment

Simply scan the QR Code on each Nebula device or on the outer
carton before on-site deployment. After being reqgistered to a
network, Nebula devices are automatically discovered when
thev're connected and preconfigured settings are automatically
applied.

https://www.zyxel.com/us/en/products _services/NCC-Nebula-Control-Center/

8.2 NCC Discovery Commands

Tne following table cescribes the commandas avaiicbie for NCC discovery ana proxy server. You mus?
use he configure terminal command to enter the configuration moae before you can use these
commands.

Toble 16 Commana Summary: NCC Discovery
COMMAND DESCRIFTION

[no] netconf inactivate Turrs off NCC dizcovery on *he Iyxel Device. If NCC
discovery = deabled, *he Tyxel Device will not discover the
NCC ond remoin in stondalone AP mode.

The no command fumns on NCC discovery. The Zyxel
Device wil ‘ry *o dzcover *he NCC and go into cloud
management mode when # is connected to the infemet
and haz been regzfered in the NCC.

https://download.zyxel.com/NWA1123-AC_PRO/cli_reference guide/NWA1123-
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AC%20PRO_V6.25.pdf

What to benefit from Cloud central
management?

When youTe ready to Join our Nebula cloud management
solution, simply register your NWA1123-AC PRO* via Nebula

Control Center and the device will automatically join, auto
provision and begin to give real-time Information. The

Intultive platform allows you to group your access points
together, control centrally, galn access to diagnostics

https://download.zyxel.com/NWA1123-AC PRO/datasheet/NWA1123-

AC%20PRO_10.pdf

Tne following are e LED aescrptions for your NWA1123-ACv2.

Toble ¢ NWAI1123-ACv2 LED

COLOR STATUS DESCRIFTION
Amber Blnks amber for | second | The LED bink: omber and green alternatively when the Zyxel
I e~ and green for | second Cevice is booting up oris connecting to the NCC,

[ — alternatively.
Amber Sinks amber and green | g Logl Daes LliSSistog e il
T — alternatively 3 Smez and
! then tums zolid green for 2
== seconds.

https://download.zyxel.com/NWA1123-AC_PRO/user_guide/NWA1123-

AC%20PRO_V6.20.pdf

111. Discovery request messages are sent during the Nebula AP discovery
and adoption process via the NETCONF protocol (via an AP/client initiated Hello

call).
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NETCONF Standard

Neabula is an industry-first solution that implements

NETCONF protocal for safety of configuration changes
in cloud management as all NETCONF messages

are protected by TLS and exchanged using secure
transports. Prior to NETCONF, CL scripting and SNMP

were two common approaches; but they have several
limitations such as lacking of transaction management

or useful standard security and commit mechanisms.
The NETCONF protocol has been designed to address
the shortcomings of the existing practices and protocols.

https://www.zyxel.com/library/assets/tech-library/Solution-Guide/

Nebula CC_Solution_Guide.pdf.

Basic NETCONF Session

Capabilities Exchange

Perform operaticns

<rpc> <rpc-reply>

End session

<close-session>/<kill-session>
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Capabilities Exchange - Hello

<?xnl version="1.0" encoding="UIF-6%7>

<hello xmlns="urn:ietf:paraxs:xml:ns:netconf:base:l.1%>
p <capabilitics>
'/ <capability>urn:ietf:params:netconf:base:1.1c¢/capablility>

s’ T </capabilitica>
7 s </hello>
a®
Representatjve of <2xnl version="1.0" encoding="UIF-8"2>
<hello xmlns="urn:ictf:params:xml:na:netconf:base:1.1">
& i <capabllicies>

a 384 Cla’m 1 <capability>urn:ietf:params:netconf:base:1.1</capability> T A
“ani int” = <capability>urn:ietf:params:netconf:capabllity:writable-running:1.0</capabilicy '

ereless pOInt <capability>urn:ictf:params:nctconf:capability:candidate:1.0</capabilicy> ;

Nebula AP

</capabilitiea>
<session-id»5</session-id>

</hello>

https://www.ietf.org/slides/slides-edu-network-configuration-with-netconf-00.pdf.
112. Infringing Nebula APs select a Nebula controller (one control node)
based on a received discovery response message from the controller. Selecting is
accomplished via the Nebula AP using a NETCONF <get> operation to obtain its
configuration from the Nebula cloud controller. Further, according to the
NETCONF protocol these discovery response messages include information

regarding the functions offered by the control node

NETCONF Layering Model

Layer NETCONF Example
Configuration Notification
Content
data data
| |
1 1
‘ o~ T .
Operations <get <edit-config>
<get-config>
<config>
««.Content...
</config>

</edit-config>

e - e

SPV’S COMPLAINT AND JURY DEMAND — ZYXEL Page 59



Case 2:24-cv-00840-JRG-RSP Document 1 Filed 10/18/24 Page 60 of 143 PagelD #: 60

Getting Data

How do | get all configuration and
operational data?

We will use:
* The <get > operation to get the configuration and operational data in a datastore

* The <get-config>operation to get only the configuration data in a datastore

Example of using the <get> operation

— o ——
Obtaining All Data from device - ﬂ i l“
. odiaods!

-

<IpC mMeasage-id="1" e
xplns="urn:ietf:params:xzl:ns:netconf:base:1.0%> r

. /s : <get>

<get/>
</xpc>
<zpc-reply message-id="1"
xeplns="urn:ietf:params:xzl:ns:netconf:base:1.0%>

<data’ )

ol . . < <data>

<i== ... €atire aet Of data returned ... ==Y

</data>

</zpc-zeply>

https://www.ietf.org/slides/slides-edu-network-configuration-with-netconf-00.pdf.
113. A discovery response message (The NETCONF server’s a <get>

response) to the client’s <get> call includes information of functions offered by the

control node, including without limitation, information regarding interfaces and

addresses for the client to use.
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More Realistic <get> Response

<rpc-reply message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> <::

<data>
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>eth0</name>
<type xmins:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">ianaift:ethernetCsmacd</type>
<enabled>true</enabled>
<ipvé xmlns="urn:ietf:params:xml:ns:yang:ietf-ip">
<address>
<ip>2001:db8:cl8:1::3</ip>
<prefix-length>128</prefix-length>
</address>
</ipvé>
</interface>
<interface>
<name>ethl</name>
<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-type">ianaift:ethernetCsmacd</type>
<enabled>true</enabled>
<ipvé xmins="urn:ietf:params:xml:ns:yang:ietf-ip">
<address>
<ip>2001:db8:cl8:2::1</ip>
<prefix-length>128</prefix-length>
</address>
</ipvé>
</interface>
</interfaces>
</data>
</rpc-reply>

<data> |

https://www.ietf.org/slides/slides-edu-network-configuration-with-netconf-00.pdf.
114. During the adoption process the Nebula AP establishes a secure

session with the chosen control node.

NETCONF Layering Model

Layer NETCONF Example
Configuration Notificadon
Content e o
Operations <get> <edit-config>
<get-config>
<config>
...Content...
</config>
</edit-config>

https://www.ietf.org/slides/slides-edu-network-configuration-with-netconf-00.pdf.
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All Nebula devices are built from the ground up for cloud
management with the capability to communicate with
Nebula’s cloud control center through the Internet. This
TLS-secured|connectivig between hardware and the
cloud provides network-wide visibility and control for
network management using the minimal bandwidth.

https://www.zyxel.com/library/assets/tech-library/Solution-Guide/
Nebula CC_Solution Guide.pdf

115. Nebula APs use a negotiation unit (software on the AP including
NETCONF implementation) to exchange information with the Nebula cloud
controller about the functions to be separated between the controller and the AP.

Operations

NETCONF is an XML-formatted command and response protocol that runs primarily over Secure Shell (SSH) transport. The
NETCONF protocol is analogous in some ways to traditional device console Command Line Interface (CLI), except that the
XML-formatted commands and results are designed for management applications. Details of NETCONF communication
between NNMi and therefore the managed device are transparent to the NNMi user. However, the subsequent overview

could also be helpful for troubleshooting:

¢ A NETCONF client establishes an SSH connection with the NETCONF server on the managed device. Valid SSH user name
and password credentials must be specified by the client and authenticated by the device.

¢ The client application and device exchange capabilities in the form of <hello> messages.

¢ The client initiates requests to the device in the form of Remote Procedure Call (RPC) messages; including standard <get>
or <get-config> operations, plus any vendor-specific operations that are defined for the device.

« The device responds with results of the operations within the sort of RPC reply messages.

« When the client application has finished sending requests and processing the responses, it sends a <close-session> RPC

message to the device.
¢ The device acknowledges with an <ok> RPC reply message.

¢ Finally, both sides terminate the SSH connection.

https://networkinterview.com/what-is-netconf-protocol/.

116. Additional Zyxel Accused Products with respect to the >384 patent
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include the Zyxel Systems featuring Zyxel APs (including, for example, Zyxel
NXC2500 and NXC5500 WLAN controllers) that support configuration using the

CAPWAP protocol to provide service in a WLAN.

117. Zyxel APs support configuration using the CAPWAP protocol:

The Zyxel NXC2500 Wireless LAN Controller supports the mcnagement of the Zyxel Unified, Unified Pro and NWASCOO Managed Series of
Access Points to provide complete wireless LAN functions for the business. As standard the Zyxel NXC2500 supports the initicl management of
8 APs and provides scalability with a maximum supported totol up to 64* APs, the “pay-as-you-grow” principle provides reassurance and

future proofing for small and medium-sized businesses, hotels and educational institutes to implement secured, centralized wireless LAN
networks

ts services/‘Wireless-LAN-Controller-NXC2500/overviewabenefits

Centralized management and provision

With demand for Internet connection of mobile devices growing rapidly, high scalability WLAN and centralized monagement become
necessary for wireless device deployments. The Zyxel NXCSS00 WLAN controller has great scolability to manage up to 1024 APs centrally. The
NXCSS00 utilizes CAPWAP protocol to minimize issues of Wi-Fi deployments that are new, or belong to extension programs on top of the
existing networks.

httes.//www.ooel som/products services/Wirsless-LAN-Contraller-NXC5300/ overvicndibencfits

Wireless LAN Controller

as +
NXC2500 [ il nnn‘

Control and Provisioning

Model NXC2500
Managed AP discovery Broadcast/DHCP Option/DNS/Manual
CAPWAP Yes

hrtps://www 2yl com/products senvices'Wireles-LAN-Controller-NX C2500/speci fication

Wireless LAN Controller

e .
NXC5500 N LAl Ll X da
Control and Provisioning
Model NXCE800
Managed AP discovery Broodoast/DHCP option/DNS/Manuol
CAPWAP vac

https://www.zyxel.com/products services/Wireless-LAN-Controller-
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NXC5500/specification.

https://www.zyxel.com/products_services/Wireless-LAN-Controller-
NXC2500/specification

118. Zyxel Access Points and Access Controllers support configuration
using the CAPWAP protocol to separate WLAN functions between them.

This document describes the CAPWAP protocol, a standard,
interoperable protocol that enables an Access Controller (AC) to
manage a collection of Wireless Termination Points (WTPs). The
CAPWAP protocol is defined to be independent of Layer 2 (L2)
technology, and meets the objectives in "Objectives for Control and
Provisioning of Wireless Access Points (CAPWAP)" [REC4564].

1.1. 6Goals

The gcals for the CAPWAP protoccl are listed below:

1. To centralize the authentication and policy enforcement functions
for a wireless network. The AC may also provide centralized
bridging, forwarding, and encryption of user traffic.
Centralization of these functions will enable reduced cost and
higher efficiency by applying the capabilities of network
processing silicon to the wireless network, as in wired LANs.

2. To enable shifting of the higher-level protocol processing from
the WTP. This leaves the time-critical applications of wireless
control and access in the WIP, making efficient use of the
computing power available in WTPs, which are subject to severe
cost pressure.

https://tools.ietf.org/html/rfc5415.

119. Zyxel APs send discovery requests to the one or more ACs in the

network.
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The CAPWAP Protocol begins with a Discovery phase. The WTPs send a
Discovery Request message, causing any Access Controller (AC)
receiving the message to respond with a Discovery Response message.
From the Discovery Response messages received, a WTP selects an AC
with which to establish a secure DTLS session. In order to establish
the secure DTLS connection, the WTP will need some amount of pre-
provisioning, which is specified in Section 12.5. CAPWAP protocol
messages will be fragmented to the maximum length discovered to be
supported by the network.

Discovery Thread: The AC's Discovery thread is responsible for
receiving, and responding to, Discovery Request messages. The
state machine transitions in Figure 4 are represented by numerals.
Note that the Discovery thread does not maintain any per-wTP-
specific context information, and a single state context exists.
It is necessary for the AC to protect itself against various
attacks that exist with non-authenticated frames. See Section 12
for more information.

1d.
120. Zyxel APs select an AC based on the discovery response message

received, through which the AC advertises its services.

Upon receiving a Discovery Request message, the AC will respond with
a Discovery Response message sent to the address in the source
address of the received Discovery Request message. Once a Discovery
Response has been received, if the WTP decides to establish a session
with the responding AC, it SHOULD perform an MTU discovery, using the
process described in Section 3.5.

5.2. Discovery Response Message

The Discovery Response message provides a mechanism for an AC to
advertise its services to requesting WTPs.

When a WTP receives a Discovery Response message, it MUST wait for an
interval not less than DiscoveryInterval for receipt of additional
Discovery Response messages. After the DiscoverylInterval elapses,
the WTP enters the DTLS-Init state and selects one of the ACs that
sent a Discovery Response message and send a DTLS Handshake to that
AC.

ld.
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121. The AP establishes a secure DTLS session with the chosen AC.

The CAPWAP Protocol begins with a Discovery phase. The WTPs send a
Discovery Reguest message, causing any Access Controller (AC)
receiving the message to respond with a Discovery Response message.
From the Discovery Response messages received, a WTP selects an AC
with which to establish a secure DTLS session. In order to establish
the secure DTLS connection, the WTP will need some amount of pre-
provisioning, which is specified in Section 12.5. CAPWAP protocol
messages will be fragmented to the maximum length discovered to be
supported by the network.

Once the WTP and the AC have completed DTLS session establishment, a
configuration exchange occurs in which both devices agree on version
information. During this exchange, the WTP may receive provisioning
settings. The WTP is then enabled for operation.

Id.
122. Zyxel APs contain a negotiation unit that sends functional information
to the AC.

8.1.1. Configuration Flexibility

The CAPWAP protocol provides the flexibility to confiqure and manage
WTPs of varying design and functional characteristics. When a WTP
first discovers an AC, it provides primary functional information

Calhoun, et al. Standards Track [Page 113]
RFC 5415 CAPWAP Protocol Specification March 2009

relating to its type of MAC and to the nature of frames to be
exchanged. The AC configures the WTP appropriately. The AC also
establishes corresponding internal state for the WTP.

ld.

123. Zyxel APs contain a negotiation unit that sends functional information
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to the AC. For example, functions may be split using two modes of operation:

Split MAC and Local MAC.

CAPWAP assumes a network configquration consisting of multiple WTPs
communicating via the Internet Protocol (IP) to an AC. WTPs are
viewed as remote radio freguency (RF) interfaces controlled by the
AC. The CAPWAP protocol supports two modes of operation: Split and
Local MAC (medium access control). In Split MAC mode, all L2
wireless data and management frames are encapsulated via the CAPWAP
protocol and exchanged between the AC and the WTP. As shown in
Figure 1, the wireless frames received from a mobile device, which is
referred to in this specification as a Station (STA), are directly
encapsulated by the WTP and forwarded to the AC.

The Local MAC mode of operation allows for the data frames to be
either locally bridged or tunneled as 802.3 frames. The latter

implies that the WTP performs the 802.11 Integration function. 1In
either case, the L2 wireless management frames are processed locally

ld.

124. As another example, functions may also be split using two modes of

encapsulation, including 802.3 and native wireless.

4.4.2. Data Payload

A CAPWAP protocecl Data Payload packet encapsulates a forwarded
wireless frame. The CAPWAP protocol defines two different modes of
encapsulation: IEEE 802.3 and native wireless. IEEE 802.3
encapsulation requires that for 802.11 frames, the B02.11
*Integration* function be performed in the WTP. An IEEE 802.3-
encapsulated user payload frame has the following format:

| IP Header | UDP Header | CAPWAP Header | 802.3 Frame |
+ - e e et e e e e e e e +

The CAPWAP protocol alsc defines the native wireless encapsulation
mode. The format of the encapsulated CAPWAP Data frame is subject to
the rules defined by the specific wireless technology binding. Each
wireless technology binding MUST contain a section entitled "Payload
Encapsulation”, which defines the format of the wireless payload that
is encapsulated within CAPWAP Data packets.

For 802.3 payload frames, the 802.3 frame is encapsulated (excluding
the IEEE 802.3 Preamble, Start Frame Delimiter (8FD), and Frame Check
Sequence (FCS) fields). If the encapsulated frame would exceed the
transport layer's MTU, the sender is responsible for the
fragmentation of the frame, as specified in Section 3.4. The CAPWAP
protocol can support IEEE 802.3 frames whose length is defined in the
IEEE 802.3as specification [ERAME-EXT].

ld.
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ZYXEL INFRINGES U.S. PATENT NO. 8,442,569.
125. The Patent Office issued U.S. Patent No. 8,442,569, titled “Radio

Reception Apparatus, Radio Transmission Apparatus, and Radio Communication
Method,” on May 14, 2013, after a thorough examination and determination that
the subject matter claimed is patentable.

126. Zyxel Accused Products with respect to the *569 patent include the
Zyxel devices that support License-Assisted Access (LAA), a plank of LTE-
Advance. Zyxel’s 5G NR/4G LTE CPE (under its Service Provider products) and
its Mobile Broadband 4G LTE products (under its Business products) are

exemplary infringing products enabled for LAA.

5G NR/4G LTE CPE

LTES388-5905

4G LTE-A CBRS Indoor Router

4G

Hardware specifications

LTE interface

e Standard-compliant: 3GPP UE Category 16
¢ Supports LTE band 48 (CBRS) (LTE TDD 3550-3700 MHz)

e Supports DLTM1/2/3/4/6/7/8/9

https://service-provider.zyxel.com/na/en/products/5g-nrdg-lte-cpe/4g-lte-

cpe/idus/Ite5388-s905#specifications/.
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Mobile Broadband

Zyxel LTE7480-S90S 4G LTE-A Outdoor
Router supports Cat. 16 and 35 GHz
CBRS band by sharing their spectrums ZYXEL
across legacy and new users. This

provides your subscribers with a high-

speed internet service and enables fast

customer service without the

reconstruction of wires '

LTE interface

e Standard-compliant: 3GPP UE Categorx 16
e Supports LTE band 48 (CBRS) (LTE TDD 3550-3700 MH2z)
e Supports DL TM1/2/3/4/6/7/8/9

https://www.zyxel.com/us/en/products_services/4G-LTE-Advanced-Outdoor-

Router-LTE7480-S905/specifications.

127. The ’569 patent family predates standardization and implementation

of LTE-Advanced Licensed Assisted Access (LAA).
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3GPP Rel 13 End Date
(March 11, 2016).

http://www.3gpp org/specifications/
releases 3

3-year timespan

’IlllllllllllIllllllIlIllll’

2009 2011 /2013 2015 / 2017
569tt.t'. 3GPP Rel 13 Start 3GPP workshop on U.S. First Live
: PIAEL phong: 2 Date (Sept 30, 2012). LAA (August 2015). Commercial Network
: (MarCh 16, 2009) i http://www.3gpp.org/specificatio http://www.38pp.org/news- 2 i
e — Test of LAA by T-Mobile
ns/releases events/3gpp-news/1726-
laa_beijing (June 26, 2017)
https://newsroom.t-
(also earliest priority date of mobile.com/news-and-blogs/Ite-
exemplary Qualcomm and Intel u.htm

LAA-related patent
applications, May and August
2015 respectively)

128. LAA uses a discovery reference signal (DRS) for cell detection,

synchronization, and radio resource management (RRM) measurement.

3.1.8.3 Physical Channels and Signals in an LAA SCell

LAA SCell supports:
® PDSCH, (E)PDCCH, CRS, CSI-RS and DRS

LAA SCell does not support:
® PHICH, PBCH and PMCH

Discovery reference signal (DRS)

DRS is 1ms (or 12 OFDM symbols) long and is transmitted at most once in any sub-
frame during periodical occasions refereed as DRS measurement timing configuration
(DMTC). The DMTC occasions have duration of 6 ms and a configurable period of 40
ms, 80 ms or 160 ms.

e DMTC pariod ‘
- WORS
bfisetl LBT \
- - | Il POSCH
| | | () DRS occasion
| .
RERERS BER. O RRE Suttrants
Figure 3-35: DRS allocation
DRS = Discovery reference signal
LBT = Listen-before-talk
DMTC = DRS measurement timing configuration
DRS occasion = Subframes during the DMTC period where DRS can occur
PDSCH = Physical DL shared channel
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129. LAA user equipment (UE) are radio reception apparatuses used in
radio communication systems, such as cellular phone networks. LAA UE use
certain cellular modems that are enabled to perform Licensed-Assisted Access
using a primary cell (PCell) and one or more secondary cells (SCell).

57 Licensed-Assisted Access

Camier aggregation with at l2ast one SCell operating in the unlicensed spectium 15 refamred to as Licensed-Assisted
Access (LAA) In the confizured set of servmz cells for a UE therefore always mcludes at least one SCell

operating in the unlicensed spectrum according to Frame stucture Type 3, also called LAA SCell. Unless otherwizs
specﬁla, TN DCels act 2 regufa.r SCells and are limuted to downlink transmizsions in this release.

If the abzence of IEEE802.11n/11ac devices sharmgz the camer cannot be guaranteed on a long term basis (e.z., by level
of regulation). and for this release 1f the maximum nmumber of unlicensed channels that E-UTRAN can simultaneously
transmit on 15 equal to or less than 4, the maxamum Fequency separation between any two camer center fraquencies on

which LAA SCell ransmissions are performed should be less than or equal to 62MHz. The UE :s requered to support
frequency separation in accordance with TS 36.133 [21].

LAA eNB applies Listen-Before-Talk (LBT) before performing a transomssion on LAA SCell. When LBT 15 apphiad.
the transmitter listens to/senses the channel to determine whether the channel 15 free or busy. If the chammel 15
determined to be fres, the transmutter may perform the transmission; otherwise, it does not perform the transmission. IF
an LAA eNB uses channel access signals of other technologies for the puposze of LAA channel access, it shall contimue

to meet the LAA maxinmm enerzy detection threshold requirement.

The combined time of tansmissions compliant with the chammel access procadwe described m section 15.1.2 of [6] by
an eNB should not excesd 50 ms in any contiguous 1 second period on an LAA cell.

ETSI TS 136 300 V13.10.0 (2018-01)

http://www.etsi.org/deliver/etsi_ts/136300_136399/136300/13.10.00_60/ts_13630

0v131000p.pdf.

130. In both the LTE downlink and uplink, resources are defined by
Resource Elements, which are mapped into Resource Blocks. See, e.g., https://

cdn.rohde-schwarz.com/pws/dl downloads/dl application/application notes/

1ma245/1MA245 2e LTE Vulnerabilities.pdf,
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1 sublrame « 1 ms » 14 SC-FOMA symbols
(normal cyche profix)

1“-0£m-7ﬁc¥mm
( cychic profix)

- >

Resource Slock
(12 subcarriers in Fequency
domain, 1 slot in time domain)
N

Subcarriers (numbored with index k)

-
"
L=

i=0

SC-FDMA symbols (numbered with iIncex )

Fig. 2-2: Formation of a resource grid [1]

Fig. 2-2 shows the content of a resource grid. Each single element in the resource
block is called a Resource Element (RE). A resource block consists of 12 consecutive
subcarriers in the frguem domain and 7 OFDM symbols in the time domain [3]. This

techmgue of maggng information into blocks with r&rd to time and frgueng makes

it possible for the interference or jamming to be selective with regards to information.

2.2.1.3 Downlink Data Transmission

Data is allocated to a device (User Equipment, UE) in terms of resource blocks, i.e.
one UE can be allocated integer multiples of one resource block in the frequency

domain. These resource blocks do not have to be adjacent to each other. In the time

domain, the scheduling decision can be modified every transmission time interval of 1

2.2.2.3 Uplink Data Transmission

Scheduling of uplirk resources is done by eNodeB. The eNodeB assigns certain
time/frequency resources to the UEs and informs UEs about transmission formats to
be used. The scheduling decisions may be based on QoS parameters, UE buffer
status. uplink channel quality measurements, UE capablities, UE measurement gaps.
etc. In the uplink, data is allocated in mulﬁeles of one resource block. Uplink resource
block size in the frsueng! domain are 12 subcarriers, i.e. the same as in downlink.
However, not all integer multiples are allowed in order to simplify the DFT design in the
uplink signal processing and so only factors 2, 3, and 5 are allowed.
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131. LTE uses Orthogonal Frequency Division Multiple Access (OFDMA)
for its downlink transmission scheme, in which each of the OFDMA subcarriers
carries a separate stream of information mapped in both the frequency and time

domains (i.e. defined in a frequency-time domain).

§ MHz Bandwidth

/\ Sub-carmxrs
l‘ ’
-
v

o
.

x
b 2

‘l Al

i
s - -
Symbaols ’y ",
; ) ‘ Frequency

v

. A A A A A A A A
Time

Fig. 2-1: Frequency- Time representation of an OFDM signal [2]

132. SC-FDMA (Single Carrier Frequency Division Multiple Access),
which is used for the LTE UE’s uplink transmission scheme, similarly allocates
resources in a frequency-time domain.

133. Inan applicable use case, an identified LAA UE (radio reception
apparatus) is communicating via LAA with a base station comprising co-located
PCell and SCell (radio transmission apparatus). The PCell represents a first
communication system (i.e. LTE over licensed spectrum) and the SCell represents

a second communication system (i.e. LTE over unlicensed spectrum).
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Annex J (informative): E;xe:pi::rx r:freg:tat/or:s ;:zfco—lomted LAA PcCell and Scell
Carrier Aggregation (radio transmission apparatus)

o1 Deployment Scenarios Repr.esentangn of identified LAA UE
' (radio reception apparatus)’

potencia] d

Lo b oy e — :
s b, St st ik i b CA s g s R L1 Fo e vl ol e LAA a key enabler of Gigabit LTE—pavin
should be suppored in Rel-10 —

Table J.1-1: CA Deployment Scenarios (F2 > F1).

the path to 5G NR

Examgple

= — = ! Evolves 10 oLAA
Carriar = =
Pty ——ep Enables MulteFire
n rm_‘ aggregation
PR -
P — ——— 50 for arin
1

s RS 3.5G
= :
% T Commercial Common LBT FCC granted first
launches in 2017 ensures fair sharing equipment certification
) =35
), #he. 1818 e ciad Tt F 1 A £ 2 cai of e sams eNE

can ba ag5reqated where CErane oNeraps -

http://www.etsi.org/deliver/etsi_ts/136300_136399/136300/13.10.00_60/ts_13630

0v131000p.pdf (pg. 305); https:// www.mobiusconsulting.com/papers/the-essential-

role-of-gigabit-lte-lte-advanced-pro-in-a-5Sg-world.pdf

134. Each of the PCell and the SCell of the radio transmission apparatus
transmit a reference signal—in the considered use case the PCell transmits a first
reference signal and the SCell transmits a second reference signal. The radio
transmission apparatus radios share physical-layer transmission information, such
as the location of a DRS (distribution resource information), to allow the UE to
properly detect and descramble DRS via the UE’s resource information acquiring
section, which US20170134148A1 (see below) labels the UE’s “reference signal

identification component”.
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= https://patents.google.com/patent/US20170134148A1 (emphasis added below)

=  “The present aspects generally relate to transmitting and receiving transmissions including physical layer reference signals. For
example, a discovery reference signal (DRS) may include physical-layer signals, such as a primary synchronization signal (PSS), a
secondary synchronization signal (SSS), and a cell-specific reference signal (CRS). A user equipment (UE) may use a DRS to
identify, select, and synchronize with a cell (e.g. of a base station such as an evolved Node B). Other physical-layer reference
signals may include, but are not limited to, a channel state information reference signal (CSI-RS) and/or a channel-state
information—interference measurement (CSI-IM) signal, such as for radio resource management (RRM) measurements and/or
channel estimation (e.g.. channel quality indicator (CQI)) measurements.” [0031]

=  “In an aspect, the UE may periodically or aperiodically measure physical-layer reference signals transmitted by neighbor cells to
determine whether to select the neighbor as a new cell for service.” [0032]

= “Moreover, in the LAA context, the DRS may be transmitted periodically or aperiodically, either by design or based on clear
channel assessment (CCA) or listen before talk (LBT) restrictions on transmitting in unlicensed spectrum. As such,
the UE may receive the DRS at a variable timing with respect to the discovery window. This variable timing, along with the fact that
the UE may not know the timing of the transmitting neighboring cell, may cause problems for the UE in relation to cell detection.
synchronization, and neighbor cell measurement.” [0033]

135. Qualcomm U.S Patent Application Publication US20170134148A1
(earliest priority 11/6/2015, published 5/11/2017) titled “Discovery reference
signal configuration and scrambling in license-assisted access,” is illustrative of

identified radio reception apparatuses using such a receiver.

“The disclosure relates in some aspects to techniques referred to
herein as carrier sense adaptive transmission (CSAT), which may be 100
used to facilitate co-existence between different technologies NETWORK Esbrioh . tation of co-located LAA PCell
operating on a commonly used resource (e.g., a particular ENTITIES X; P a/;y '85_ e IO.H .o S =
unlicensed RF band or co-channel). The access point 106 includes 1 and SCell (radio transmission apparatus)
co-located radios (e.g., transceivers) 112 and 114. The radio 112 I
uses a second RAT (e.g., LTE) to communicate. The radio 114 is = ACCESS POINT
capable of receiving signals using a first RAT (e.g., Wi-Fi). In addition, ,EACSCESS POINT (E.G.. FIRST RAT)
aninterface 116 enables the radios 112 and 114 to communicate { L 108
with one another. In another aspect, the radio 114 may REFERENCE SIGNAL
communicate using a second RAT (e.g., LTE in unlicensed spectrum) | GENE';EA;Eg:I\(‘:COEMi'gNNQ;'nm cossggz;:l‘?:‘m
that s related to the first RAT (e.g., LTE in licensed spectrum). /n/ =2
Radios 112, 114 may share physical-layer transmission information, SECOND RAT
such as the location of a DRS. Accordingly, the second radio 112 RADIO FIRST RAT RADIO
may transmit a DRS in a secondary component carrier while the (E.G., LTE) (E Gﬁ"ﬂ’
first radio 114 sends an indication of the placement of the DRSona 112
primary component carrier.” [0045] (emphasis added)
INTERFACE 116 \
Exemplary representations of : ACCESS TERMINAL
* distribution resource information for a second reference signal \ (E.G., FIRST RAT)
second reference signal ACCESS TERMINAL Exemplary representation of: 10e
second communication system (E.G., SECOND RAT) | 4— radio reception apparatus (e.g. LAA UE), REFERENCE SIGNAL
* first reference signal 102 resource information acquiring section é‘ﬁ:‘:&gﬁ'm
first communication system REFERENCE SIGNAL A'/
IDENTIFICATION
COMPONENT 420
FIG. 1

136. This patent publication describes techniques for detecting and
descrambling discovery reference signals (DRS) by user equipment (UE) using
licensed-assisted access (LAA) in an unlicensed spectrum. UE uses the detected

DRS for neighbor cell measurements related to processes like cell selection in the
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unlicensed spectrum. UE receives a DRS in a subframe, with a transceiver,
processor, and memory component supporting communication. DRS includes
physical layer signals such as primary/secondary synchronization signals
(PSS/SSS) and cell-specific reference signals (CRS) used for cell identification and
synchronization. The UE’s receivers process RF signals and forward information
to the RX processor for Layer 1 (L1) signal processing.

137. 1In a downlink (DL) frame structure in LTE, a frame (10 ms) is divided
into 10 subframes, each containing two time slots and represented by a resource
grid. Resource grid contains resource elements (REs), some designated for
downlink reference signals (DL-RS) like cell-specific RS (CRS) and UE-specific
RS (UE-RS). Subframes with a discovery reference signal (DRS) also contain
resource elements for PSS, SSS, and CSI-RS, with UE rate-matching around DRS
elements to transmit a transport block. Reference signals include PSS, SSS, CRS,
CSI-RS, and other signals to facilitate UE connection with a network entity.

138. Fig. 3B of Qualcomm US20170134148A1 is shown below. The
distributed type resources (identified above) are resources “in which a resource
unit defined in the frequency-time domain is divided in a time direction and

distributed at predetermined frequency intervals.”
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35\
376

378
12‘A56[123456 370

* Resource element (resource unit)

10
for exemplary distributed type IOI1I213 4I5]6]7IBI9| |0 &%’ i
resource CSI-RS (channel state A T ZIR[R RIPIS|R|R R 0 . §
information reference signal), 360 i ~ ,,/ P 1 f 2
labeled as “C” in resource grid 386 jesiot->i ™ SACIP|S clc 2
370, is (i) defined in the frequency- gn “{RB R|R RIP[s[RIRIR] |R (3 3
time domain and (i) divided in a e \ P1S (4L
time direction and distributedly Ll 2 L frequency domain (per
allocated at predetermined R|R R|P|S|R|R R 6 frequency subcarrier)
frequency intervals. PlS 7
3 CICHP|S ClC 8

* In the exemplary disclosure, CSI-RS <«—subframe—p "\. RIR i L i Li RIR] 9
(C) is divided in a time direction kY 1 i £ \ 10
across (i) indices 3 and 4 of slot 0 s _./’ e :,_ B - ‘1;74 =
and (ii) indices 2 and 3 of slot 1 OFDM symbol

——slot 0——p€¢——slot 1——»

* In the exemplary disclosure, CSI-RS ubfram
is distributedly allocated at time domdli ——p
predetermined frequency intervals
at subcarriers 2 and 8 FIG. 3B

139. Each of the identified LAA UE (each a radio reception apparatus)
includes a receiver that is configured to receive a DRS from a LAA SCell (i.e. to
receive a signal containing the second reference signal transmitted from the
transmission apparatus). For example, the Snapdragon mobile platform used by
exemplary LAA UE includes an LTE modem that contains an RF transceiver,
which comprises and transmitter and a receiver.

140. Zyxel 5G products feature Qualcomm’s Snapdragon x55 chipset.

5G technology partners

Zyxel’s 5G products are built on Qualcomm’s leading Snapdragon x55 chipset in conjunction with Quectel module technology.
We start releasing our 5G product portfolio with weather hardened outdoor units, ready to be easily mounted on the outside of
buildings or poles, yielding the best possible conditions for 5G FWA connectivity.

https://www.zyxel.com/service-provider/global/en/news/solutions-products/zyxel-

ready-5g-samples-august-2019.
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oG Modem-RF System

https://www.qualcomm.com/content/dam/qcomm-martech/dm-
assets/documents/snapdragon_750g 5g mobile platform product brief 0.pdf
141. Each of the identified LAA UE includes a channel quality measuring
section that 1s configured to measure a channel quality of a transmission channel
by using the received DRS from a LAA SCell (SCell’s DRS being a second
reference signal). For example, the Snapdragon mobile platform of exemplary

LAA UE includes contain components evidencing the presence of a channel
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quality measuring section.

Capabilities critical for
5G RF success

|

Modem-to-antenna portfolic
Power Amps - MMPA
Power Amps - PAMIDs
LNA/Filter modules
Power tracker
Antenna tuner
Filters - BAW/FBAR
Filters - SAW
Filters - TC-SAW
RF transceiver
Modem

Modem intelligence and SW
Full system-level solution

C\BESEC S S ESC IS

https://www.qualcomm.com/news/onq/2018/01/why-qualcomm-uniquely-

positioned-become-leader-rffe.

Qualcomm — =R

RF Front g AR EEd
End =
Multimode 3G/4G/5G poses o
immense challenge End-to-end approach needed to address growing complexity

Qualcomm Technologies
end-to-end system
uniquely positions us to
lead in 5G multimode RFFE

Next gen end-to-end system gdynamically unes REFE performance
: S plines
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https://www.qualcomm.com/media/documents/files/making-5¢g-nr-a-commercial-

reality.pdf (slide 31)
142. Each of the identified LAA UE includes a channel quality measuring

section that is configured to measure a channel quality of a transmission channel
by using the received DRS from a LAA SCell (SCell’s DRS being a second
reference signal). Qualcomm’s US20170134148A1 is illustrative of the identified

radio reception apparatuses including a channel quality measuring section.

. “A user equipment (UE) may use a DRS to identify, select, and synchronize with a cell (e.g. of a base station such as an evolved

Node B). Other physical-layer reference signals may include, but are not limited to, a channel state information reference signal
(CSI-RS) and/or a channel-state information—interference measurement (CSI-IM) signal. such as for radio resource management
(RRM) measurements and/or channel estimation (e.g., channel quality indicator (CQIl)) measurements.” [0031]

“In another aspect, reference signal identification component 420 may include channel state determination component 444,
which may be configured to determine channel state information (CSI) resources based on a received reference signal. In an
aspect, for example, UE 402 may receive a DRS in the form of a cell-specific resource signal (CRS). UE 402 may use relative
position determination component 440 to determine the relative position of the CRS in relation to the discovery window. UE 402

may, in an aspect, use channel state determination component 444 to determine whether CSl resources are present. In an

aspect, the determination may be based on the relative position of the subframe including the CRS in relation to the discovery
window.” [0072]

. “For example, UE 402 may use CSI-RS resources for different processes, such as for periodic CSI-RS transmission configuration
for radio resource management (RRM) measurements, and/or, for channel estimates. In an aspect, the CSI-RS resources may be
configured for each of these processes independently. In order to avoid collisions, UE 402 and/or network entity 404 may restrict
the processes that by access and/or use the CSI-RS resources. For example, UE 402 may be restricted to use CSI-RS for only one
of RRM measurements or channel determinations (e.g., channel measurements for determining a channel quality indicator (CQl),
channel estimates, and/or determining reference signal received power (RSRP)). In an aspect, UE 402 may also use the CSI-RS
for channel state information when processing a DRS (e.g., a CRS). In such instances, the CSI-RS resources used for the DRS and
for other processes (e.g.. RRM measurement, etc.) may be identical. In an aspect, this may prevent UE 402 from configuring CSI-

RS resources using the last two symbols in a subframe.” [0073]

Representation of identified LAA UE

100 (radio reception apparatus)
R 404
402 ~

Transoever 428 | N
1% RAT Radio
L

438
428 368

[ Processorts) 424 | 2" RAT Radio 432
Modem 434
36b

Reference Signal Identification Companent 420

I

I

! !

I

! S

I _ T

I Relative Position Determination Component 440 I I REFERENCE SIGNAL

|
I
I
I

[ Scrambiing Sequence Selection Component 442 |

I Channel State Determination Component 444 I
A\

\\ /llustrative of the identified LAA UE each including

a channel quality measuring section

FIG. 4 https://patents.google.com/patent/US20170134
. 148A1/en?0q=US20170134148A1
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143. The identified LAA UE each contain a RF transceiver, which includes
a transmitter—the transmitter is configured to transmit feedback information
containing channel quality information to a transmission apparatus such as an LAA
small cell operating co-located LAA PCell and SCell.

144. The transmitter (a feedback information transmitter) is the identified
LAA UE being configured to send RRM measurement reports to the transmission
apparatus, with the RRM measurement reports containing channel quality feedback
information such as the channel quality indicator (CQI)) measurements discussed
in Qualcomm US20170134148A1.

145. Additionally, Qualcomm US20160338118A1 (Nov. 17, 2016), titled
“RRM measurement and reporting for license assisted access,” discloses a “RRM
measurement and reporting manager” that interfaces with a LAA UE’s transmitter,

as shown in Fig. 9 (depicted below).

i :
: Configuration : |
Manager ' | © a .
: : I “Wireless device 900 may
940 | § P
: \ 943 | include a receiver 905, a
03§ easuremen | 060
cd v Pl § 50 RRM measurement and
A—VI Receiver Transmitter —"LVI reporting manager 91()v Or
I H ”
| 7 \ 950 7 : a transmitter 915.
| ois S— I ! [0098] (emphasis added)
| H 0S5
I
: 930 : hitps.//pstents google.com/patent/US201603381 183A1/en
I
! ~ !
I J

146. A LAA UE’s transmitter transmits channel quality feedback
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information to LAA small cells.

3GPP TS 36.331 version 13.8.1 Release 13 29 ETSITS 136 331 V13.8.1 (2018-01)

42 Architecture

421 UE states and state transitions including inter RAT
A UE is m RRC_CONNECTED when an RRC comnection has been established. If this is not the case, 1.2 no RRC
comection 15 established, the UE 15 m RRC_IDLE state. The RRC states can further be characterised as follows:
- RRC_CONNECTED:
- Transfer of uicast data to/from UE.
- At lower layers, the UE may be configured with a UE specific DRY.
S - For UEs supporting CA use of one or more SCells, aggregated with the PCell, for increased bandwadth:
- For UEs supporting DC, use of one SCG, aggregated with the MCG, for increased bandwidth;

- Network controlled mobility, 1.e. handover and cell change order with optional network assistance (NACC)
to GERAN (not applicable for NB-IoT);
Default operating

- - The UE:
condition for )
" s o - Montors a Paging channel and’ or System Information Block Type 1 contents to detect system
identified LAA UE information change, for ETWS capable UEs, ETWS notification, and for CMAS capable UEs, CMAS

notification (not applicable for NB-IoT);

- Montors control chamels associated wath the shared data channel to determine if data 15 scheduled for it:
—_— - Provides channel Elm' and feedback information (not applicable for NB-IoT);

- Performs ney, wing cell measwements and measwement 1 ingz (not applicable for NB-IoT);

- Acquures system mformation (not applicable for NB-IoT)

http://www.etsi.org/deliver/etsi ts/136300 136399/136331/13.08.01 60/ts 13633

1v130801p.pdf.

147. CSI-RS is used by the identified LAA UE (radio reception apparatus)
to estimate the channel being measured and report its channel quality information
(CQI) to the radio transmission apparatus (e.g. LAA small cell). The identified

LAA UE are configured to measure CSI-RS based discovery reference signals.
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3GPP TS 26.331 version 13.8.1 Release 13 420 ETSITS 136 331 V13.8.1 (2018-01)

- MeasResults

The IE MeasResults covers measwred results for mtra-frequency, mter-fraquency and mter- RAT mobility.

measResultCSI-RS-List
Measurad results of the CSI-RS resources in discovery signals measurement.

3GPP TS 36.331 version 13.8.1 Release 13 464 ETSITS 136 331 V13.8.1 (2018-01)
UE-EUTRA-Capability field descriptions FDD/
. TDD diff
crs-DiscoverySignalsMeas FFS

Indicates whether the UE supports CRS based discovery signals|measurement, and
PDSCH/EPDCCH RE mapping with zero power CSI-RS configured for discovery signals.

csi-RS-DiscoverySignalsheas FFS
Indicates whether the UE supports CSI1-RS based disoove_rx signalg measurement. If this field
is included, the UE shall also include crs-DiscoverySignalshess.

discove%i%nalslnDeactSCell FFS
ndicates whether supports the behaviour on DL signals and physical channels when
SCell is deactivated and discovery signals measurement is configurad as specified in TS

28.211 [21, 8.11A]. This field is included only if UE s: s carmer a ation and includes
cre-DiscoverySignalsMeas. AN
A Including LAA

http://www.etsi.org/deliver/etsi_ts/136300 136399/136331/13.08.01 60/ts_13633

1v130801p.pdf.

148. CSI measurements involve measuring RSRP and RSRQ.
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3GPP TS 36.331 version 13.8.1 Release 13 132 ETSI TS 136 331 V13.8.1 (2018-01)

553 Performing measurements

5531 General

For all measurements, except for UE Rx~Tx time difference measuwements, RSSI, UL PDCP Packet Delay per QCI
measuwrement, channel occupancy measwements, and except for WLAN measwements of Band, Camer Info, Available
Adnussion Capacity, Backhaul Bandwidth, Channel Utihization, and Station Count, the UE applies the layer 3 filtermg
as specified in 5.5.3.2, before using the measurad results for evaluation of reporting criteria or for measwement
reporting.

The UE shall:

1= whenever the UE has a measConfig, perform RSRP and RSRg measwements for each serving cell as follows:

2= for the PCell, apply the time domam measwement resowrce restriction in accordance with
meazoubirame PatternPCell, if confizured;
5= ifthe UE 5

1ts CSI-RS based discovery signals measwement; and

5= if the eventld in the associated reportConfig 15 set to evenrCl or evenrC2, or if reportSrongestCSI-
RSs 1s mcluded in the associated reportConfig:
CSI-RS = Channel State Information Reference Signal
6> perform the comesponding measwements of CSI-RS resowces on the fequency mdicated in
the concermed measObject, applymng the discovery signals measwement timung configwation
in accordance with measDS-Tornfig m the concemned meas Object,

6 1f reportCRS-Meas 13 included i the associated reportConfig. perform the comesponding
measwements of neighbowng cells on the frequencies indicated n the concemed mea:Objecr
as follows:

http://www.etsi.org/deliver/etsi_ts/136300 136399/136331/13.08.01 60/ts_13633

1v130801p.pdf.

149. CSI-RS measurements are based on RSRP, RSRQ, and RSSI, as

measured by the LAA UE via RRM measurements.
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6.3.6 Other information elements

- UE-EUTRA-Capability

The [E UE-EUTRA-Capability 15 usad to convey the E-UTRA UE Radio Access Capakel:ty Paranseters, zee TS 36.306
[5). and the Feature Group Indicatess for mandatory features (defined m Asmexes B 1 and C 1) to the network. The [E
UE-EUTRA-Capability is wassfeved in E-UTRA or in another RAT,

crossCarrierSchedulingLAA-DL
Indicates whether the UE supports cross-carrier scheduling from a licensed carrier for LAA
cell(s) for downlink. This fizld can be included only if downinkLAA is included.

csi-RS-DRS-RRM-MeasurementsLAA
Indicates whether the UE supports performing RRM measuraments on LAA cell(s) based on

CSI-RS-based DRS. This field can be included only if downiinkLAA is included.

downlinkLAA
Bresence of the field indicates that the UE supports downlink LAA operation including
identification of downlink transmissions on LAA cell(s) for full downlink subframes, decoding of

common downlink control signalling on LAA cells), TSI feadback for LAA cell!s?, RRM
measurements on LAA cell(s) basedon C )

rssi-AndChannelOccupancyReporting
Indicates whether the UE supports performing measurements and ing of RSSI and
channel cccupancy. This field can be included only if downlinkLAA 1s included.

ETSI TS 136 331V13.8.1 (2018-01)

http://www.etsi.org/deliver/etsi_ts/136300 _136399/136331/13.08.01 60/ts_13633

1v130801p.pdf.
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3GPP TS 26.214 version 12.5.0 Release 13 8 ETSITS 136 214 V13.5.0 (2017-10)

511 Reference Signal Received Power (RSRP)

Definition [Reference signal recewved power (RSRP), is defined as the linear average over the power
contributions (in [W]) of the resource elements that carry cell-specific reference signals within the
considered measurement frequency bandwidth.

For RSRP determination the cell-specific reference signals Ra according to TS 38.211 [3] shall
be used. If the UE can reliably detect that Ry is available it may use R in addition to Ry to
determine RSRP.

If higher layers indicate measurements based on discovery signals, the UE shall measure RSRP
in the subframes in the configured discovery signal occasions. For frame structure 1 and 2, if the
UE can reliably detect that cell-specific reference signals are present in other subframes, the UE
may use those subframes in addition to determine RSRP.

The reference point for the RSRP shall be the antenna connector of the UE.

If recsiver diversity is in use by the UE. the reported value shall not be lower than the
RSRP of any of the individual diversity branches.
Applicable for RRC_IDLE intra-frequency,
RRC_IDLE inter-frequency,
RRC_CONNECTED intra-frequency,
RRC_CONNECTED inter-frequency

NOTE 1: The number of e el within the 1dered frequency bandwidth and within the
measwrement period that are used by the UE to deternune RSRP 15 left up to the UE implementation with
the linutation that corresponding accwracy requi have to be fulfilled.

NOTE 2: The power per resource element 15 deternuned from the energy received dunng the useful part of the
symbol, excluding the CP.

3GPP TS 26.214 version 13.5.0 Release 13 9 ETSITS 136 214 V13.5.0 (2017-10)

513 Reference Signal Received Quality (RSRQ)

Definition Reference Signal Received Quality (RSRQ) is defined as the ratio NxRSRP/AE-UTRA camier
RSSI), where N is the number of RB's of the E-UTRA carrier RSSI measurement bandwidth. The
measurements in the numerator and denominator shall be made over the same sat of resource
blocks.

E-UTRA Camier Received Signal Strength Indicator (RSSI), comprises the linear average of the
total received power (in [W]) ocbserved only in certain OFDM symbols of measurement
subframes, in the measurement bandwidth, over N number of resource blocks by the UE from all
sources, including co-channel serving and non-serving cells, adjacent channel interference,
thermal noise etc.

Unless indicated otherwise by higher layers, RSSI is measured only from OFDM symbols
containing reference symbols for antenna port 0 of measurement subframes. If higher layers
indicate all OFDM symbols for performing RSRQ measurements, then RSSI is measured from
all OFDM symbols of the DL part of measurement subframes. If higher-layers indicate certain
subframes for performing RSRQ measurements, then RSSI is measured from all OFDM symbols
of the DL part of the indicated subframes.

If higher layers indicate measurements based on discovery signals, RSSI is measured from all
OFDM symbols of the DL part of the subframes in the configured discovery signal occasions.

The reference point for the RSRQ shall be the antenna connector of the UE.

If receiver diversity is in use by the UE. the reported value shall not be lower than the
RSRQ of any of the individual diversity branches.
Applicable for RRC_IDLE intra-frequency,

RRC_IDLE inter-frequency,

RRC_CONNECTED intra-frequency,

RRC_CONNECTED inter-frequency

http://www.etsi.org/deliver/etsi ts/136300 136399/136331/13.08.01 60/ts 13633
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1v130801p.pdf.

150. Identified LAA UEs are configured to measure discovery reference
signals, including CSI-RS.
3GPP TS 36.331 version 13.8.1 Release 13 a1 ETSI TS 136 331 V13.8.1 (2018-01)

- MeasDS-Config
The IE Mea:DS-Config specifies mformation applicable for discovery signals measuwrement.

MeasDS-Confiq field descriptions

csi-RS-IndividualOffset
indivicua applicable to a specific CSI-RS resource. Value dB-24 comresponds to -24 dB, dB8-22

corresponds to -22 dB and so on.
dmte-PeriodOffset
Indicates the discovery signals measureament timing configuration (DMTC) periodicity (dmitc-Penodicity) and offset
(dmtc-Offset) for this frequency. For DMTC periodicty, value ms40 corresponds to 40ms, ms80 corresponds to 80ms
and so on. The value of DMTC offset is in number of subframe(s). The duration of a DMTC occasion is 8ms.
ds-OccasionDuration
Indicates the duration of discovery signal occasion for this frequency. Discovery signal occasion duration is common
for all cells transmittng discovery signals on one frequency. If the carmerFrag in the measurement object is on an
unlicensed band as specified in [42], the UE shall ignore the field ds-OccasionDuration for the camer frequency and

measCSI-RS-ToAddModList

List of CSI-RS resources to add/ modify in the CSI-RS resource list for discovery signals measurement.
measCSI-RS-ToRemovelList

List of CSI-RS resources to remove from the CSI-RS resource list for discovery signals measurament.

physCellid

Indicates the physical cell identity where UE may assume that the CSI-RS and the PSS/SSS/CRS corresponding to
the indicated physical cell identity are quasi co-located with respect fo average delay and doppler shift.
resourceConfig

Parameter: CS| reference signal configuration, see TS 26211 [21. table §.10.5.2-1 and £.10.5 2-2]. If the camerfreq

in the measurement object is on an unliicensed band as specified in [42]. E-UTRAN does not configure the values {0,
4,5 90, 1. 13.'1'$—.

scramblingldentity

Parameter: Pseudo-random sequence generator parameter, "D ,see TS 36.213 [23, 7.2.5).

subframeOffset

Thoicates the subframe offset between SSS of the cell indicated by physCellld and the CSI-RS resource in a discovery
ignalloccasion. The field subframeOffset is set to values 0 if the camierFreg in the measurement object 1s on an

unlicen as fied in [42].

http://www.etsi.org/deliver/etsi_ts/136300 _136399/136331/13.08.01 60/ts_13633

1v130801p.pdf.
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3GPP TS 36.331 version 13.8.1 Release 13 321 ETSITS 136 331 V13.8.1 (2018-01)

- CSi-Process
The IE CSI-Process 15 the CSI process confizuration that E-UTRAN may confizure on a serving Sequency.

CSI-Process information elements

CSlI-Process field descriptions
alternativeCodebookEnabledFord TXProc

Indicates whether code book in TS 38.213 [22] Table 7.2.4-0A to Table 7.2.4-0D is being used for deriving CSI
feedback and reporting for a CSI process. EUTRAN may configure the field only if the number of CSI-RS ports for
non-zero power transmission CSI-RS configuration is 4.

If w-MeasStbframeSer&rQ is configured for the same frequency as the CSI| process, cqi-ReportApenodicFProc
apphes for CSI subframe set 1. If cai-MeasSubframeSet1-r10 or coi-MeasSubframe Set2-r10 are configured for the
same frequency as the CSl process, cqi-ReportApenodicProc applies for CSI subframe set 1 or CSI subframe set 2.
Otherwise, ogi-ReportApenodicProc applies for all subframes. E-UTRAN configures cgi-ReportApenodicProc-v1310
only if cgi-ReportAperiodicProc-r11 is configured

cqi-ReportAperiodicProc2

cqi-ReportApeniodicProc2 is configured only if cai-MeasSubframeSets-r12 is configured for the same frequency as the
CSl process. cqt-RepodApenodachcZ is for CSl subframe set 2. E-UTRAN shall set cgi-ReportModeAperiodic-r11 in
oqv-RepodApenochmc2 the same as in cq:-ReportApenod«:Proc E-UTRAN configures ogi-ReportAperiodicProc2-

cqueportBothProc

Includes CQI configuration parameters applicable for both aperiodic and pericdic CSI reporting, for which CSI process

spectfoc values may be eonﬁgured E UTRAN conf-gures the field if and only if cgi-ReportPenodicProcid is included
_R =

cqi-ReportPeriodicProcld

Refers to a periodic CQI reporting configuration that is configurad for the same frequency as the CSI process. Value 0
refers to the set of parameters defined by the REL-10 CQI reporting configuration fields, while the other values refer to
the addrbonal oonfnguratlons E-UTRAN assigns by CQI-ReportPeniodicProcExt-r11 (and as covered by CQJ-

Refersto a CSl-IM configuration that is configured for the same frequency as the CSI process. If cei-IM-Configid-

v1250 or cei-IM-Configid-v1210 is configured, the UE only considers this extension (and ignores cei-IM-Configld-r11

or csi-IM-Configld-r12).

csi-IM-ConfigldList

Refers to one or two CSI-IM configurations that are configured for the same frequency as the CSl process. coi-iM-

ConfigidList can include 2 entries only if ca-MeasSubframe Sets-r12 is configured for the same frequency as the CSI

process. _

csi-RS-ConfigNZPId

Refers to a CSI RS configuration using non-zero power transmission that is configured for the same frequency as the
| CSl process.

eMIMO-Type

Parameter: eMiMO-Type, see TS 36.213 [23], TS 36.211 [21]. If eMIMO-Type is set to nonPrecoded, the codebooks

used for deriving CSI feedback are in TS 38.212 [23, Table 7.2.4-10 to Table 7.2.4-17]. Choice values nonPrecoded

and beamformed correspond to ‘“CLASS A" and ‘CLASS B’ respectively. see TS 28212 [22) and TS 36.213 [23].

p-C-AndCBSRList

The UE shall ignore p-C-AndCBSRList-r11 if configured with eMiMO-Type unless it is set to beamformed,

altemativeCodebookEnabledBeamformed is set to FALSE and cai-RS-ConfigZPldListExt is not configured,
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3GPP TS 36.321 version 132.8.1 Release 13 322 ETSITS 136 331 V13.8.1 (2018-01)

N CSI-RS-Config
The IE CSI-RS-Config 1= wsed to specify the CSI (Channel-State Information) reference s1 confizuration.

CSI-RS-Config information elements

CSI-RS-Config field descriptions

ace-For4Tx-PerResourceConfigList

The field indicates the alfemative CodeBookEnabledFord TX-r12 per CSI-RS resource. E-UTRAN configures the field
only if csi-RS-ConfigNZPIdListExt is configured.

antennaPortsCount

Parameter represents the number of antenna ports used for transmission of CSI reference signals where value ant
corresponds to 1 antenna port. an2 to 2 antenna ports and so on. see TS 256211 [21. 6.10.5].
ds-ZeroTxPowerCSI-RS

Parameter for additional zero TxPowerCSI-RS for a serving cell. concermning the CSI-RS included in discovery signals.

p-C
Parameter: P, see TS 25.213 [23, 7.2.5]. The UE shall ignore p-C-r10 if configured with eMIMO-Type unless it is set

to beamformed, altermativeCodebookEnabledBeamformed is set to FALSE and c¢si-RS-ConfigNZFPldListExt is not

resourceConfig
Parameter: CS| reference signal configuration, see TS 28.211 [21, table 8.10.5.2-1 and 6.10.5.2-2].
subframeConfig

. see TS 36.211 [21, table 6.10.5.23-1).

Parameter for additional zero TxPowerCSI-RS for a serving cell. E-UTRAN configures the field only if coi-
MeasSubframeSets-r12 and TM 1 - 9 are configured for the serving cell.

zeroTxPowerResourceConfigList
Parameter: ZeroPowerCSI-RS, see TS 36.213 23 7.2.7].
zeroTxPowerSubframeConfig

Parameter: Irgr_gs. see TS 36.211 [21, table 6.10.5.2-1].

CSl is determined based on CSI measurements, per CSI-RS-Config, as
part of discovery reference signal (DRS) measurements by LAA UE
CSI-Process configures Channel Quality Information (CQl) reporting for
a LAA UE (this config is received by LAA UE from the LAA small cell)
The LAA UE’s feedback information transmitter reports CQl
(information containing channel quality information indicative of the
channel quality) to the transmission apparatus as part of the CS/-
Process

http://www.etsi.org/deliver/etsi_ts/136300 _136399/136331/13.08.01 60/ts_13633

1v130801p.pdf.
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ZYXEL INFRINGES U.S. PATENT NO. 8,467,723.

151. The Patent Office issued U.S. Patent No. 8,467,723, titled “Base
Station Apparatus, Mobile Apparatus, and Communication Method,” on June 18,
2013, after a thorough examination and determination that the subject matter
claimed is patentable.

152. Zyxel Accused Products with respect to the 723 patent include the
Zyxel devices that are enabled to perform inter-RAT handover, which commonly
occurs when e.g. a 3GPP user equipment’s (UE’s) LTE signal becomes weak
enough to result in a handover to 3G. On information and belief, Zyxel’s 5G
NR/4G LTE CPE (under its Service Provider products) and its Mobile Broadband
4G LTE products (under its Business products) are enabled to perform inter-RAT
handover including, at least, the following:

e AGLTE

o LTE7461-M602 / 4G LTE-A Outdoor Router
LTE7480-S905 / 4G LTE-A CBRS Outdoor Router

LTE7485-S905 / 4G LTE-A CBSD Category B Outdoor Router
LTES5388-S905 / 4G LTE-A CBRS Indoor Router

o O O

NR5201 / 5G NR Indoor Router
NR5203 / 5G NR Indoor Router
R7201 / 5G NR Outdoor Router
NR7203 / 5G NR Outdoor Router
NR7223 / 5G NR Outdoor Router

O O O O O
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5G NR/4G LTE CPE

LTE5388-5905

4G LTE-A CBRS Indoor Router

e 4G Cat. 16/DL 580 /,,.\\\ Gl 4 A RATRAL

LTE CBRS TE Mhnc wy DL

Hardware specifications

LTE interface

¢ Standard-compliant: 3GPP UE Category 16
e Supports LIE band 48 (CBRS) (LIE DD 3550-3700 MHz)

e Supports DLTM1/2/3/4/6/7/8/9

https://service-provider.zyxel.com/na/en/products/5g-nr4g-lte-cpe/4g-lte-

cpe/idus/Ite5388-s905#specifications.

Mobile Broadband

Zyxel LTE7480-S905 4G LTE-A Outdoor

Router supports Cat. 16 and 3.5 GHz

CBRS band by sharing their spectrums ZYXEL
across legacy and new users. This

provides your subscribers with a high-

speed internet service and enables fast

customer service without the
reconstruction of wires '

LTE interface

e Standard-compliant: 3GPP UE Category 16
e Supports LTE band 48 (CBRS) (LTE TDD 3550-3700 MHz)

e Supports DL TM1/2/3/4/6/7/8/9

https://www.zyxel.com/us/en/products_services/4G-LTE-Advanced-Outdoor-
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Router-LTE7480-S905/specifications.

153. The Evolved Packet Core (EPC), the core network of the LTE system,
supports multiple access technologies and allows for handover between these
accesses. It focuses on accommodation of LTE and 3G as shown in Figure 1
below. In EPC, the Serving Gateway (SGW) (i) transports IP data traffic between
the User Equipment (UE) and the external networks, and (ii) is the point of
interconnect between the radio side and the EPC. Importantly, the SGW is the

anchor point for the inter RAT mobility (i.e. in case of handover between LTE and

RNC lu

other 3GPP).
HSS
e ——————————————— ~ ) S6d/G r"_."‘:x'SGa
: “second area which / 3G radio access network —,._\ PCRF
is covered by a host _ —

station employing a

-= second RAT
different from the
first RAT”

Gxc” Gx T RX  i-mode,
; SGi
saw | pow
S5

---------- Control signal interfaces
User data transport and control
signal interfaces

“first area which is
covered by a base
station apparatus
employing a first
Radio Access
Technology (RAT)”

* Labels such as “S1-U" indicate interface names in the standards

Figure 1 EPC network architecture

https://www.cultofmac.com/421369/https:/www.nttdocomo.co.jp/english/binary/pd

f/corporate/technology/rd/technical journal/bn/volll 3/volll 3 004en.pdf.

154. The 3GPP specification addresses inter RAT handover of a UE

between LTE radio access networks ( E-UTRAN ) and radio access networks using
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older generation radio access technologies such as UTRAN (3G), UMTS (3G
GSM), GPRS (GSM 2G, 3G packet mobile data), and
GERAN (3G GSM EDGE RAN). The information below depicts features of the

different RAN and how they coexist and are arranged.

GSM PR UMTS EPS
Core Circust Packet Packet
Switched | | Switched Switched
- EPC
Controller T Controller
Access<  TOMA ; coma 1 | OFDMA ;
4 " ‘ A\ .
GERAN UTRAN E-UTRAN
Figure 1

http://www.techplayon.com/lte-overview/

Gb

GERAN SGSN
/ \“7& Y
aS
U
/ / “'ps
U

Uu UTRAN lu-cs MSC

\ S3 /
lTE-Uu\

/SGS
E-UTRAN |—51-MME— MME

/

UE
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https://upload.wikimedia.org/wikipedia/en/a/af/LTE-CSFB-E-UTRAN-UTRAN-

GERAN-Interfaces.svg

Below figure shows the architecture comparison of GERAN vs UTRAN vs E-UTRAN

‘ GSM (Rel 98) l {WCDMA(ReI”)J ‘ LTE (Rel8) |
= =
BSC RNC
BIS Node-8 eNB

GERAN vs UTRAN vs E-UTRAN

Design Comparison
Refer the below mentioned table for design comparison GERAN vs UTRAN vs E-UTRAN

Comparision GERAN UTRAN LTE
Bandwidth 200KH;

Data Rate 14.4Kbps ~ 1.89M
Mobility (KM/Hr) 100 120
Latency

Services
Architecture

Design Comparison

https://know-Ite.blogspot.com/2016/09/geran-utran-comparison-with-1te.html

155. The Zyxel Accused Products are “mobile station apparatuses” and
3GPP user equipment (UE). These UEs perform Inter RAT handover, where the

mobile station’s radio connection is switched from the first base station (e.g. LTE
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eNB) employing a first RAT (LTE) to a second base station (e.g. RNC/ NodeB)
employing a second (different) RAT (GERAN/UTRAN).
RAT handover scenarios include: (i) between E-UTRAN (LTE) and UTRAN or

GERAN (both 3G), (ii) between UMTS (3G UTRAN) and GERAN (3G).

Inter-RAT handover: indicates the transfer of the connection, under the control of the network, between the MS and
two different radio access technologies (e.g. UMTS to GERAN Iu mode).

3GPP TS 44.118 version 15.0.0 Release 15

R

“MS” =
“mobile station”

5.5.2.1 E-UTRAN to UTRAN lu mode Inter RAT handover
5.5.2.1.1 General

1. The source eNodeB decides to initiate an Inter-RAT handover to the target access network. UTRAN Iu mode. At
this point both uplink and downlink user data is transmitted via the following: Bearer(s) between UE and source
eNodeB, GTP tunnel(s) between source eNodeB, Serving GW and PDN GW.

If the UE has an ongoing emergency bearer service the source eNodeB shall not initiate PS handover to a
UTRAN cell that is not IMS voice capable.

3GPP TS 23.401 version 15 6.0 Release 15
156. For each carrier operating in a given area, the areas covered by
different RAT overlap with one another according to where carriers’
eNB/NodeB/RNC are. For economies of scale and cost savings, many carriers
deploy their eNB/ NodeB /RNC from the same physical location (e.g. cell tower),
thus resulting in a direct overlapping RAT area in the vicinity of the deployment

(as shown in below diagram).
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MOVING 8

EUTRAN é SRVCC
4G VOD
X

UTRAN _

https://www.prismatelecomtesting.com/solutions/network-equipment-

manufacturers/ran-testing/inter-rat-ho-testing/
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157. By way of example, Qualcomm’s U.S. Patent No. 8,792,365, issued
July 29, 2014, and titled “Service-based inter-radio access technology (inter-RAT)
handover,” exemplifies a given geographic area being covered by multiple

overlapping radio access technologies.

T

WCDMA

T

FIG. 4illustrates a geographical area with coverage from three radio access
technologies according to one aspect

Deployment of a2 TD-SCDMA network may not provide complete geographic
coverage in certain areas during the migration from 2G fo 3G Radio Access
Technologles (RATS). In areas where TD-SCDMA networks are deployed,
other networks (such as WCDMA and Global System for Mobile
Communications (GSM)) may also have 3 geographical presence. FIG 4
illustrates a geographical area with coverage from three radio access
technologies according to one aspect

FI1G. 4

158. For each carrier operating in a given area, the areas covered by
different RAT overlap with one another according to wherecarriers’
eNB/NodeB/RNC are. For economies of scale and cost savings, many carriers
deploy their eNB/ NodeB /RNC from the same physical location (e.g. cell tower),

thus resulting in a direct overlapping RAT area in the vicinity of the deployment.
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Elg=aedOr are all of them on the same tower?

Q

O | 0Kudos | Metoo | =& Srore vk

L
- Lelii-gosl g eer Tl E ko Rl g Some towers have 2G/3G/LTE radios and some are just 2G/3G.

Re: Question /
m *l am an AT&T employee, and the postings on this site are my own and don't necessarily represent AT&T's po

https://forums.att.com/t5/Network-Coverage/Question-about-3G-4G-4GLTE-

Towers/td-p/4734190.

159. E-UTRAN UE includes a transmitter to transmit notification
information, e.g., measurement information, to the E-UTRAN eNB (“base

station’’) while using the first RAT (LTE).

5.5 Measurements

5.5.1 Introduction

The UE reports measurement information in accordance with the measurement configuration as provided by E-
UTRAN. E-UTRAN provides the measurement configuration applicable for a UE in RRC_CONNECTED by means of
dedicated signalling, i.e. using the RRC ConnectionReconfiguration message.

3GPP TS 36.331 version 11.19.0 Release 11

555  Measurement reporting

UE EUTRAN

MeasurementReport_

Figure 5.5.5-1: Measurement reporting

2EPD TS 3@ 321 vercinn 11 1Q 0 D 11

160. In the 4G to 3G use case, E UTRAN UEs report measurement
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information for multiple types of RAT cells according to UE’s measurement
configuration. For example, when a E-UTRAN UE “detects that [it] is located in
the second area while using the first RAT” (within a 3G radio cell while still
connected to its LTE eNB) the UE will procure measurement data for the cells of

the second area.

5.5 Measurements

5.5.1 Introduction

The UE reports measurement information in accordance with the measurement configuration as provided by E-
UTRAN. E-UTRAN provides the measurement configuration applicable for a UE in RRC_CONNECTED by means of
dedicated signalling, i.e. using the RRCConnectionReconfiguration message.

3GPP TS 36.331 version 11.19.0 Release 11

The measurement procedures distinguish the following types of cells:

1. The serving cell(s)- these are the PCell and one or more SCells, if configured for a UE supporting CA.

2. Listed cells - these are cells listed within the measurement object(s).

3. Detected cells - these are cells that are not listed within the measurement object(s) but are detected by the UE on
the carrier frequency(ies) indicated by the measurement object(s).

3GPP TS 36 331 version 11 19 O Release 11

161. In the 4G to 3G use case, the UE belongs to an LTE macro cell
covered by an LTE eNB (“a first area which is covered by a base station apparatus
employing a first Radio Access Technology (RAT)”). As E-UTRAN UEs measure
and report on multiple cells of base/host stations employing various RATs, overlap
exists in base/host station cell coverage as explained, and the first area that the E-
UTRAN UE belongs to (covered by 4G LTE eNB, “base station”) includes part or
the entirety of a second area covered by a host station (3G NodeB or RNC). This

cell coverage overlap is present during a UE inter-RAT handover. The 3GPP TS
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excerpt below explains the types of cells (e.g. serving, listed, detected, and within

range) measured and reported on under the various inter-RAT scenarios.

For E-UTRA, the UE measures and reports on the serving cell(s), listed cells and detected cells. For inter-RAT UTRA,

the UE measures and reports on listed cells and optionally on cells that are within a range for which reporting is allowed
by E-UTRAN. For inter-RAT GERAN, the UE measures and reports on detected cells. For inter-RAT CDMA2000, the
UE measures and reports on listed cells.

NOTE 2: For inter-RAT UTRA and CDMA2000, the UE measures and reports also on detected cells for the
purpose of SON.

3GPP TS 36.331 version 11.19.0 Release 11

162. The diagram below illustrates how a UE moving from the area of a
serving cell (“first area” with eNB “base station apparatus”) into a separate area
covered by a target cell (“second area” with a NodeB or RNC “host station’) will
experience changing RF signal conditions from each cell (illustrated by the orange
and green plotted curves in the diagram). As the diagram indicates, these changing
signal conditions (i.e. the serving cell’s signal becoming weaker as the target cell ’s
signal becomes stronger) will trigger the UE handing over from the serving cell
(“first area”) to the target cell (“second area”). The UE is aware of the changing RF

signal conditions based on its measuring of the cells’ RF signals as explained.
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Signal
Level of
RSRP (dB)

Serving Target
Cell Cell
: C(ms) :
HO HO .
Initiation Command Time (sec)

Principle of the LTE hard handover process

Is it possible to get 3G signals from a 2G tower?

5 Answers

™ Balakrishnan Vasudevan, 3 years as a Telecommunications Engineer for Ericsson
Answered Jun 20, 2016 - Author has 611 answers and 2.1m answer views

As Mukesh Bhakar rightly mentions, the tower has nothing to do with the class of
signals you receive. Towers hold equipment designed to operate at a particular
frequency in the spectrum and provide services for whatever technology the
equipment can handle.

A mobile phone keeps track of atleast S towers in its vicinity, these towers have a
signal strength that exceeds a particular threshold. This list keeps getting updated
dvnamically as the user keeps moving around and even when the user is stationary. If
the phone is using a 3G compatible SIM, then the phone would try and latchon to a
3G base station. If the strength of the signals from the 3G base stations is below the
threshold, the mobile phone would trv and latch on to the 2G tower that provides the
highest signal strength. So even though there are two 2G rowers in vour vicinity, your
phone gets a 3G signal from another tower with enough strength to latch on to. You
can use an app to find the ID of the tower that vou are currently connected to and
then use Airtel’s network status page to find where the tower is.

2.8k Views - View 4 Upvoters
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163. In the 4G-to-3G use case, the trigger for the E-UTRAN UE to send
notification information (measurement results) to its connected eNB is based on
the UE’s measurement configuration, which configures the types of inter-RAT
neighbor cells to measure and other variables such as thresholds and timing for
measurement events. Measurement Event B1, which relates to Inter-RAT
handover, is shown below (Event B2 is also applicable). When a UE is within
range (in the second area) of the inter RAT neighbor cell, the UE will take
measurements, the results of which, if meeting a configured measurement process,
will trigger a handover to the inter-RAT neighbor or cell. As such, the notification
information is transmitted when a UE detects that it is located in the second area

while using the first RAT.

554 Measurement report triggering
5.5.4.7 Event B1 (Inter RAT neighbour becomes better than threshold)

The UE shall:

1> for UTRA and CDMA?2000, only trigger the event for cells included in the corresponding measurement object;
1> consider the entering condition for this event to be satisfied when condition B1-1, as specified below, is fulfilled:

1> consider the leaving condition for this event to be satisfied when condition B1-2, as specified below, is fulfilled:
Inequality B1-1 (Entering condition)
Mn+Ofn— Hys > Thresh
————

The variables in the formula are defined as follows:

Mn is the measurement result of the inter-RAT neighbour cell, not taking into account any offsets. For CDMA 2000
Inequality B1-2 (Leaving condition) measurement result, pilorStrength is divided by -2.

Mn+Ofn+Hys <Thresh Ofn is the frequency specific offset of the frequency of the inter-RAT neighbour cell (i.e. offsetFreq as defined
within the measObject corresponding to the frequency of the neighbour inter-RAT cell).

Hys is the hysteresis parameter for this event (i.e. hysteresis as defined within reportConfiginterRAT for this event).

Thresh is the threshold parameter for this event (i.c. bI-Threshold as defined within reportConfignterRAT for this
event). For CDMA2000, b1-Threshold is divided by -2.

3GPP TS 36.331 version 11.19.0 Release 11

164. The UE’s controller is implemented via a combination of hardware

and software within the UE’s mobile platform. High level, functional information
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regarding exemplary UE with controllers (as part of mobile platforms, for example,

supplied by Qualcomm) is shown below.

Capabilities critical for
5G RF success

Modem-to-antenna portfolio
Power Amps - MMPA
Power Amps - PAMIDs
LNA/Filter modules

Power tracker

Qualcomm
RF Front
End

Multimode 3G/4G/5G poses
immense challenge End-to-end approach needed to address growing complexity

Antenna tuner

Filters - BAW/FBAR

Filters - SAW

Filters - TC-SAW

RF transceiver

Modem
Modem intelligence and SW
Full system-level solution

Qualcomm Technologies
end-10-end system
uniquely positions us to
lead in 5G multimode RFFE

/—\IIE!

- 5 EEH"
EEE)

Rffm[m

Next gen end-to-end system dynamically tunes RFFE performance
using modem intelligence and network information

https://www qualcomm com/media/documents/files/making-Sg-nr-a-commaercial-reality pdf (slide 31)

&\K\&&\\&\&\K‘g

https://wwew.qualcomm. (om/ncws/onq/zoxalouoslwhy -qualcomm-
uniquely leader-rffe

165. The UE’s controller is implemented via a combination of hardware
and software within the UE’s mobile platform. As an example, Qualcomm’s U.S.
Patent No. 8,792,365, issued July 29, 2013, titled “Service based inter radio access
technology (inter-RAT) handover,” is exemplary of a UE having a controller
configured to perform handover; ‘365 discloses that UE architecture includes a
“Receive Processor” and a “Controller/Processor” (370 & 390 in FIG. 3) that

enables handover according to a HO command from its serving eNB.
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At the UE 350, a receiver 354 receives the downlink transmission through
an antenna 352 and processes-lﬂe—tr_aﬁs'rn‘ls’smmc recover the information _ _—
modulated onto the carrier. The information recovered by the receiver 354 T T T m==eeee o __ -
is provided to a receive frame processor 360, which parses each frame, and & 0 ETTTTTTETTeSEmmcess |
provides the midamble 214 (FIG. 2) to a channel processor 394 and the e ™ e P 50 . . »
data, control, and reference signals to a receive processor 370. Thereceive_ _ _ _ _ T
- - “I* 3 15| Trrem = {:;{31_;‘ ) N li:turve Recewe Data
processor 370 then performs the inverse of the processing performed by Source| 7| Processor Processor e, ssor [ Sink
the transmit processor 320 in the Node B 310. More specifically, the receive
£

processor 370 descrambles and despreads the symbols, and then M tomory Midambie P, 3 I—l

- 340 4 Y 4 3% 392
determines the most likely signal constellation points transmitted by the 1 = f P 2L

Controllor/ Channel Channe! Centrolerf
Node B 310 based on the modulation scheme. These soft decisions may 46 Procassor "] Procsssor Processor [ pProcessar [ Memory
be based on channel estimates computed by the channel processor 394, Scheduler ==
i " Processor] - Midambi
The soft decisions are then decoded and deinterleaved to recover the data, T_l o s
control, and reference signals. The CRC codes are then checked to 3 3% i P i » _» * i
- Trans

determine whether the frames were successfully decoded. The data carried g;: :;c:s; ‘_’m' Rocolve Transmitter :,:,::" ;rg‘:;r:y“ sg::e
by the successfully decoded frames will then be provided to a data sink == =] | Processor Processor [+—
372, which represents applications running in the UE 350 and/or various e
user interfaces (e.g., display). Gontrol Sianals carried by im - . FIG.3
decoded frames will be provided to a controller/processor 390 whien
frames are unsuccessfully decoded by the receiver processor 370, the
controller/processor 390 may also use an Acknowledgement (ACK) and/or
Negative Acknowledgement (NACK) protocol to support retransmission
requests for those frames

166. The UE’s controller is implemented via a combination of hardware
and software within the UE’s mobile platform. In the 4G-to-3G use case, the UE’s
controller is responsive to (“configured to””) a HO (handover) message received
from its LTE eNB (“perform handover based on traffic control by the base station
apparatus using the notification information”), based on the UE’s measurement

configuration and its reported measurement results.

5.5.2.1 E-UTRAN to UTRAN |u mode Inter RAT handover
5.5.2.1.3 Execution phase

|E—E| Kl [TargetANG| [Source MME| [Target SGSN| Sesr%r;er Seﬁﬂ%mew [PON GW” Hs

Uplink and Dowglink User Plane PDUs
———————————— P o e e e

4a. Handovpr to UTRAN Gomplete
'

2. The source eNodeB will give a command to the UE to handover to the target access network via the message HO
from E-UTRAN Command. This message includes a transparent container including radio aspect parameters that
the target RNC has set-up in the preparation phase. The details of this E-UTRAN specific signalling are
described in TS 36.300 [5].

3GPP TS 23.401 version 15.6.0 Release 15
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167. In the 4G-to-3G use case, the base station performs traffic control for
the UE by sending the UE a HO message, which triggers a handover by causing
the UE to detach from 4G E-UTRAN and attach to 3G (UTRAN in the diagram

below) according to the parameters provided in the HO message.

5.5.2.1 E-UTRAN to UTRAN lu mode Inter RAT handover
55213 Execution phase

Uplink and Downlink User Plane PDUs
——————————————————————— D — == — = —

1. Handoverl Command
£ 2.:HO fron} E-UTRAN Cofnmand
3. RAN Usagd data reporf,

Source Source Target
IUE LNOdeB ’Targe( RNCl | Source MMEl ITarget SGSNI Serving GW [Serving GW |PDN GW” HSS |
l<—

e — ——

'4 UTRAN lufAccess Procedlures

4a. Handovgr to UTRAN.C omplete

3GPP TS 23.401 version 15.6.0 Release 15

4. The UE moves to the target UTRAN Iu (3G) system and executes the handover according to the parameters
provided in the message delivered in step 2. The procedure is the same as in step 6 and 8 in clause 5.2.2.2 in
TS 43.129 [8] with the additional function of association of the received RABs and existing Bearer Id related to
the particular NSAPI.

3GPP TS 23.401 version 15.6.0 Release 15

ZYXEL INFRINGES U.S. PATENT NUMBER 8,792,453.

168. The Patent Office issued U.S. Patent No. 8,792,453, titled “Secure
Tunnel Establishment Upon Attachment or Handover to an Access Network,” on
July 29, 2014, after a thorough examination and determination that the subject
matter claimed is patentable.

169. Zyxel Accused Products with respect to the *569 patent include Zyxel
“mobile nodes” (4G/5G devices, a/k/a user equipment (UE)) that establish a secure
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tunnel to a trusted packet data gateway upon initially attaching to or performing a
handover to a target access network. This occurs when the UE establishes an IPsec
tunnel with an evolved packet data gateway (ePDG) in a target access network..
On information and belief, Zyxel’s 5G NR/4G LTE CPE (under its Service
Provider products) and its Mobile Broadband 4G LTE products (under its Business

products) are enabled to perform this method by connecting to a 4G or 5G

network. Exemplary Accused Products shown below.

5G NR/4AG LTE CPE

LTES388-5905

4G LTE-A CBRS Indoor Router

Hardware specifications

LTE interface

e Standard-compliant: 3GPP UE Category 16

= ——1
e Supports LTE band 48 (CBRS) (LTE TDD 3550-3700 MHz)
e Supports DLTM1/2/3/4/6/7/8/9

https://service-provider.zyxel.com/na/en/products/5g-nrd4g-lte-cpe/4g-lte-

cpe/idus/Ite5388-s905#specifications.
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Mobile Broadband

Zyxel LTE7480-S90S5 4G LTE-A Outdoor

Router supports Cat. 16 and 3.5 GHz

CBRS band by sharing their spectrums p
across legacy and new users. This "ok
provides your subscribers with a high

speed internet service and enables fast

customer service without the

reconstruction of wires '

LTE interface

e Standard-compliant: 3GPP UE Cotegorx 16
e Supports LTE band 48 (CBRS) (LTE TDD 3550-3700 MHz)
e Supports DL TM1/2/3/4/6/7/8/9

https://www.zyxel.com/us/en/products_services/4G-LTE-Advanced-Outdoor-

Router-LTE7480-S905/specifications

170. 3GPP UE’s (“a mobile node,” e.g. the implicated Datalogic devices)
establish a secure tunnel to a trusted packet data gateway upon the UE initially
attaching to or performing a handover to a target access network. This occurs when
a UE establishes an IPsec tunnel with an evolved packet data gateway (ePDG) in a

target access network.
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- Architecture Model and Concepts

4.1 Concepts

4.1.0 General Concepts
The EPS supports the use of non-3GPP [P access networks to access the EPC.

4.4 Reference Points

441 List of Reference Points

The description of the refarence points:

SWu Ths 15 the reference pomt between the UE and the ePDG aad supports handlinz of [PSec tupnels. The

fuactionality of SWu meludes UEinitsatad tunnel establishment. user data packet transmassion wathun the
IPSec tunnel and tear down of the munnel and support for fast update of [PSec tnapels durins handover
berweea two uatrusted non-3GPP 1P accesses.

4.5.4 ePDG Selection

If the ePDG needs to be dynamcally selected when the UE roams in a VPLMN which VPLMN 1D is known by the UE,
the procedure is as follows:

T'he UE constructs an FQDN using the VPLMN 1D as the Operator Identifier and employs the DNS server
function to obtain the [P address(es) of the ePDG(s) in the VPLMN.

The UE selects an ¢PDG address from the list returned in the DNS response and initiates the IPsec tunnel
establishment

Otherwise if the ¢PDG needs to be dynamically selected the procedure is as follows

I'he UE constructs an FQDN using the HPLMN 1D and employs the DNS server tunction to obtain the IP
address(es) of the ePDG(s).

I'he UE selects an ¢PDG address from the list returned in the DNS response and imitiates the [Psec tunnel
estabhishment

A UE connected 10 one or multiple PDN GWs uses a single ¢PDG. [0 case of handover between ¢PDGs, the UE may be

temporarily connected to two ¢PDGs.

3GPP TS 23.402 version 12.10.0 Release 12

171. 3GPP UE has a pre-configured list (reachability list) of non-3GPP
access technologies, access networks, or serving network operators that allow for
trusted non-3GPP IP Access. The UE also receives an indication of whether the
non-3GPP IP access is trusted (the received indication takes precedence if there is

conflict with the pre-configured information). The UE may obtain a reachability
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list from a DNS server prior to establishment of the IPsec tunnel.

6 Authentication and key agreement procedures
6.1 General

The non-3GPP access networks, which are trusted, can be pre-configured in the UE. The UE can e.g. have a list with
non-3GPP access technologies, or access networks, or serving network operators that allow procedures for trusted non-
‘; access 1t P, 1 "; ased access ¢ > '..') > P ""V" 1 '-.') whe 5 >
non-3GPP IP access is trusted or not. If such an indication is sent it shall be sent by the 3GPP AAA server as part of an
EAP-AKA or EAP-AKA' request. If no such indication is received by the UE, and there is no pre-configured
information in the UE, the UE shall consider the non-3GPP IP access as untrusted. In case of pre-configured
information and indication received as part of an EAP-AKA or EAP-AKA' request are in conflict, the received

3GPP TS 33.402 version 14.2.0 Release 14

172. 1If a reachability list is not pre-configured, the UE dynamically selects
an ePDG using a DNS server function to obtain IP addresses of reachable ePDGs,
the UE then selects an ePDG from the returned list. The ‘453 specification
supports data path indication by various indications including e.g. access point
name (e.g., [P address) as well as receiving the reachability list from another

network node as a replacement for the UE’s maintained reachability list.

454 ePDG Selection

Otherwise if the ePDG needs to be dynamically selected the procedure is as follows:

- The UE constructs an FODN using the HPLMN ID and employs the DNS server function to obtain the IP
address(es) of the ePDG(s).

- The UE selects an ePDG address from the list returned in the DNS response and initiates the IPsec tunnel

stablishment

A UE connected to one or multiple PDN GWs uses a single ePDG. In case of handover between ePDGs, the UE may be
temporarily connected to two ePDGs.

3GPP TS 23.402 version 12.10.0 Release 12
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In some of the exemplary embodiments discussed above, 65

the mobile node has been updating and building up its reach-
ability list based on the successful and failed connection
attempts to trusted packet data gateways. In another embodi-

ment, the reachability list of the mobile node may hg receiv cd
from _another mobile node or petwork

ode i

network or core network connected thereto. The receiv cd
reachability list could be used to update the already existing

“local™ reachability list of the mobile node or as a replace-

8,792,453 Specification, Col 5 65-70, Col 6 1-7

In another embodiment of the invention, the reachability
list is listing data sets. The data sets indicate data paths and the
reachability status of respective known trusted packet data
gateways for each respective data path. The way a respective
datapathis indicated in the reachability listis implementation

specific. For example the data paths could be indicated by 2

combinations of access network identifiers, core network
identifiers and access point names, combinations of core net-

work identifiers and access point names or simply by access

point names.
8.792.453 Specification, Col 5 20-29

20

173. The 3GPP UE establishes a secure IPsec tunnel to the trusted data

packet gateway (ePDQG) determined from the reachability list maintained in the UE

(mobile node) prior to attaching to the target access network.

454

Otherwise if the ePDG needs to be dynamically selected the procedure is as follows:

ePDG Selection

The UE constructs an FQDN using the HPLMN ID and employs the DNS server function to obtain the IP

address(es) of the ePDG(s).

The UE selects an ePDG address from the list returned in the DNS response and initiates the IPsec tunnel

s‘\h!hll\l““&'“ll

3GPP TS 23.402 version 12.10.0 Release 12

A UE connected to one or multiple PDN GWs uses a single ePDG. In case of handover between ePDGs, the UE may be
temporarily connected to two ePDGs.

ZYXEL INFRINGES SPV’s PATENTS

174. Zyxel infringes, directly and indirectly, certain claims of U.S. Patent

Nos. 7,796,512, 8,045,531, 8,270,384, 8,442,569, 8,467,723, and 8,792,453.

COUNT 1
INFRINGEMENT OF U.S. PATENT NO. 7,796,512

175. SPV realleges and incorporates by reference the allegations set forth

above as if restated verbatim here.

SPV’S COMPLAINT AND JURY DEMAND — ZYXEL

176. SPV is the owner, by assignment, of U.S. Patent No. 7,796,512. The
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’512 Patent was issued by the United States Patent and Trademark Office on
September 14, 2010.

177. As the owner of the *512 Patent, SPV holds all substantial rights in
and under the ’512 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

178. The ’512 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

179. Zyxel has infringed, and continues to infringe, at least claim 1 of the
’512 Patent by making, using, selling, offering to sell, and/or importing into the
United States the accused products and services, which include Zyxel Access
Points enabled for compliance with 802.11k/r and related software and mobile
applications.

180. The Zyxel Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the ’512 Patent and feature
functionality that meets each and every limitation of at least claim 1.

181. Zyxel has used and tested the Zyxel Accused Products in the United
States.

182. Zyxel’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) have infringed and continue to infringe the

asserted claims including under 35 U.S.C. § 271(a) by using the Zyxel Accused
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Products in accordance with instructions and direction from Zyxel.

183. Zyxel has, since at least as early as May 13, 2022, known or been
willfully blind to the fact that the third-party infringers’ use of the Zyxel Accused
Products directly infringes the *512 Patent.

184. Zyxel’s knowledge of the *512 Patent and how the function, structure,
and operation of the Zyxel Accused Products practice the ’512 Patent demonstrates
Zyxel’s intent for the third-party infringers to use them to infringe.

185. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the Zyxel Accused Products in their intended manner such that
all limitations of the asserted claims of the *512 Patent are met directly infringes
the ’512 Patent, Zyxel has actively encouraged the third-party infringers to directly
infringe the ’512 Patent by making, using, testing, selling, offering for sale,
importing and/or licensing the accused products by, for example: marketing
Zyxel’s Access Point 802.11 k/r switching capabilities to the third-party infringers;
supporting and managing the third-party infringers’ use of the Zyxel 801.11 k/r
functionalities; and providing technical assistance to the third-party infringers
during their continued use of the Zyxel Accused Products such as by, for example,
publishing instructional information on the Zyxel websites (including, without
limitation, the knowledge center, instructional videos and on the Zyxel branded

websites) directing and encouraging third-party infringers how to make and use the
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802.11 k/r switching features of the Zyxel Accused Products.

186. Zyxel specifically intends to induce, and did induce, the third-party
infringers to infringe the’512 Patent by, for example, providing instructions,
encouragement, and direction through publications and materials intended to
encourage, aid, and abet infringing use. Exemplary publications include:

e https://www.zyxel.com/us/en-us/support;

e https://community.zyxel.com/en:

e https://mysupport.zyxel.com/hc/en-us:

e https://www.zyxel.com/us/en-us/support/download;

e https://info.zyxel.com/infographic:

e https://www.zyxel.com/global/en/support/security-advisories; and

e www.zyxel.com (including help documentation).

187. Zyxel has induced and continues to induce infringement of the
asserted claims of the *512 Patent under 35 U.S.C. § 271(b).

188. Zyxel has sold, provided and/or licensed to the third-party infringers
and continues to sell, provide and/or license the Zyxel Accused Products that are
especially made and adapted—and specifically intended by Zyxel—to be used as
components and material parts of the inventions claimed in the ’512 Patent. For
example, these include the Zyxel Accused Products include 802.11 k/r switching

features identified above which the third-party infringers used in a manner such
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that all limitations of the asserted claims are met, and without which the third-party
infringers would have been unable to use and avail themselves of the intended
functionality of the accused products.

189. The 802.11 k/r switching features are not a staple article or
commodity of commerce, and, because the functionality is designed to work solely
in a manner that is covered by the ’512 Patent, it has no substantial non-infringing
use. Zyxel knew of or was willfully blind to the fact that such functionality was
especially made and adapted for—and was in fact used in—the accused products in
a manner that is claimed in the *512 Patent.

190. Zyxel has contributorily infringed and continues to contributorily
infringe the asserted claims of the *512 Patent under 35 U.S.C. § 271(c).

191. Zyxels’ acts of infringement of the ’512 Patent are ongoing and have
continued since notice and have been, therefore, carried out with knowledge of
the’512 Patent and how the Zyxel Accused Products infringe them. Rather than
take a license to the 512 Patent, Zyxel’s ongoing infringing conduct reflects a
business decision to “efficiently infringe” the asserted claims and in doing so
constitutes willful infringement under the standard of Halo Elecs., Inc. v. Pulse
Elecs., Inc., 136 S. Ct. 1923 (2016).

192. Zyxel’s acts of direct and indirect infringement have caused and

continue to cause damage to SPV for which SPV is entitled to recover damages
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sustained as a result of Zyxel’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest

and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

COUNT 2
INFRINGEMENT OF U.S. PATENT NO. 8,045,531

193. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

194. SPV is the owner, by assignment, of U.S. Patent No. 8,045,531. The
’531 Patent was issued by the United States Patent and Trademark Office on
October 25, 2011.

195. As the owner of the *531 Patent, SPV holds all substantial rights in
and under the ’531 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

196. The *531 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

197. Zyxel has infringed, and continues to infringe, at least claim 1 of the
’531 Patent by making, using, selling, offering to sell, and/or importing into the
United States the accused products and services, which include Zyxel Nebula
products and the Nebula platform, NebulaFlex/NebulaFlex Pro functionality, cloud

controllers, Nebula Access Points, including those enabled for compliance with
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802.11k/r, Zyxel wireless LAN controllers (including, for example, the Zyxel
NXC2500 and NXC 550) and Access Points utilizing the CAPWAP protocol,
Zyxel products featuring TR-069 remote management protocol including, for
example Zyxel Band Pilot Remote Management System and MPro Mesh
Solutions, and related software and mobile applications. These products include,
without limitation, the Zyxel Nebula WiFi system comprising, by way of example,
Zyxel Nebula cloud controller devices that interface with Zyxel APs to provide
WLAN service. Infringing Zyxel WiFi Systems also comprise one or more Nebula
APs (WAPs) managed by a Nebula Controller including, without limitation, Zyxel
Access Points Models NWAS0AX, NWA9OAX, NWASSAXE, NWA110AX,
NWA210AX, NWA1122ACv2, NWA1123-AC PRO, WAXS510D, WAX610D,
WAX6305, WAX5505, NWAS5123-AC HD, WAC6302D-5v2, WACS50D,
WACS500H, WAC6103D-1, WAC6302D-5, WAC6503D-S, WAC6553D-5, and
WAC6552D-E. Additional Zyxel Accused Products with respect to the 531
patent include the Zyxel Systems featuring Zyxel APs and Zyxel access controllers
(ACs including, for example, Zyxel NXC2500 and NXC5500 wireless controllers)
that support configuration using the CAPWAP protocol to provide service in a
WLAN

198. The Zyxel Accused Products are designed, manufactured, and

intended to be used in normal operation to practice the *531 Patent and feature
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functionality that meets each and every limitation of at least claim 1.

199. Zyxel has used and tested the Zyxel Accused Products in the United
States.

200. Zyxel’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) have infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the Zyxel Accused
Products in accordance with instructions and direction from Zyxel.

201. Zyxel has, since at least as early as May 13, 2022, known or been
willfully blind to the fact that the third-party infringers’ use of the Zyxel Accused
Products directly infringes the *531 Patent.

202. Zyxel’s knowledge of the 531 Patent and how the function, structure,
and operation of the Zyxel Accused Products practice the 531 Patent demonstrates
Zyxel’s intent for the third-party infringers to use them to infringe.

203. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the Zyxel Accused Products in their intended manner such that
all limitations of the asserted claims of the 531 Patent are met directly infringes
the ’531 Patent, Zyxel has actively encouraged the third-party infringers to directly
infringe the *531 Patent by making, using, testing, selling, offering for sale,
importing and/or licensing the accused products by, for example: marketing

Zyxel’s product capabilities to the third-party infringers; supporting and managing
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the third-party infringers’ use of the infringing Zyxel functionality; and providing
technical assistance to the third-party infringers during their continued use of the
Zyxel Accused Products such as by, for example, publishing instructional
information on the Zyxel websites (including, without limitation, the knowledge
center, instructional videos and on the Zyxel branded websites) directing and
encouraging third-party infringers how to make and use the Zyxel Accused
Products to practice the *531 Patent.

204. Zyxel specifically intends to induce, and did induce, the third-party
infringers to infringe the’531 Patent by, for example, providing instructions,
encouragement, and direction through publications and materials intended to
encourage, aid, and abet infringing use. Exemplary publications include:

e https://www.zyxel.com/us/en-us/support;

e https://community.zyxel.com/en:

e https://mysupport.zyxel.com/hc/en-us:

e https://www.zyxel.com/us/en-us/support/download:

e https://info.zyxel.com/infographic:

e https://www.zyxel.com/global/en/support/security-advisories; and

e www.zyxel.com (including help documentation).

205. Zyxel has induced and continues to induce infringement of the

asserted claims of the *531 Patent under 35 U.S.C. § 271(b).
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206. Zyxel has sold, provided and/or licensed to the third-party infringers
and continues to sell, provide and/or license the Zyxel Accused Products that are
especially made and adapted—and specifically intended by Zyxel—to be used as
components and material parts of the inventions claimed in the 531 Patent. For
example, these include the Zyxel Accused Products hardware and software for
performing communication and switching functionality identified herein that the
third-party infringers used in a manner such that all limitations of the asserted
claims are met, and without which the third-party infringers would have been
unable to use and avail themselves of the intended functionality of the accused
products.

207. These features are not a staple article or commodity of commerce,
and, because the functionality is designed to work solely in a manner that is
covered by the *531 Patent, it has no substantial non-infringing use. Zyxel knew of
or was willfully blind to the fact that such functionality was especially made and
adapted for—and was in fact used in—the accused products in a manner that is
claimed in the 531 Patent.

208. Zyxel has contributorily infringed and continues to contributorily
infringe the asserted claims of the 531 Patent under 35 U.S.C. § 271(c).

209. Zyxels’ acts of infringement are ongoing and have continued since

notice and have been, therefore, carried out with knowledge of the’531 Patent and
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how the Zyxel Accused Products infringe them. Rather than take a license to the
’531 Patent, Zyxel’s ongoing infringing conduct reflects a business decision to
“efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.
Ct. 1923 (2016).

210. Zyxel’s acts of direct and indirect infringement have caused and
continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of Zyxel’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest
and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

COUNT 3
INFRINGEMENT OF U.S. PATENT NO. 8,270,384

211. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

212. SPV is the owner, by assignment, of U.S. Patent No. 8,270,384. The
’384 Patent was issued by the United States Patent and Trademark Office on
September 18, 2012.

213. As the owner of the *384 Patent, SPV holds all substantial rights in
and under the *384 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

214. The ’384 Patent is valid, enforceable and was duly issued in full
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compliance with Title 35 of the United States Code.

215. Zyxel has infringed, and continues to infringe, at least claim 1 of the
’384 Patent by making, using, selling, offering to sell, and/or importing into the
United States the accused products and services, which include Zyxel Nebula
products and the Nebula platform, NebulaFlex/NebulaFlex Pro functionality, cloud
controllers, Nebula Access Points, including those enabled for compliance with
802.11k/r, Zyxel wireless LAN controllers (including, for example, the Zyxel
NXC2500 and NXC 550) and Access Points utilizing the CAPWAP protocol,
Zyxel products featuring TR-069 remote management protocol including, for
example Zyxel Band Pilot Remote Management System and MPro Mesh
Solutions, and related software and mobile applications. These products include,
without limitation, the Zyxel Nebula WiFI system comprising, by way of example
Zyxel Nebula cloud controller devices that interface with Zyxel APs to provide
WLAN service. Accused Zyxel WiFi Systems also comprise one or more Nebula
APs (WAPs) managed by a Nebula Controller including, without limitation, Zyxel
Access Points Models NWAS0AX, NWA9OAX, NWASSAXE, NWA110AX,
NWA210AX, NWA1122ACv2, NWA1123-AC PRO, WAXS510D, WAX610D,
WAX6305, WAX5505, NWAS5123-AC HD, WAC6302D-5v2, WACS50D,
WACS500H, WAC6103D-1, WAC6302D-5, WAC6503D-S, WAC6553D-5, and

WAC6552D-E. Additional Zyxel Accused Products with respect to the 531
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patent include the Zyxel Systems featuring Zyxel APs and Zyxel access controllers
(ACs including, for example, Zyxel NXC2500 and NXC5500 wireless controllers)
that support configuration using the CAPWAP protocol to provide service in a
WLAN.

216. The Zyxel Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the 384 Patent and feature
functionality that meets each and every limitation of at least claim 1.

217. Zyxel has used and tested the Zyxel Accused Products in the United
States.

218. Zyxel’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) have infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the Zyxel Accused
Products in accordance with instructions and direction from Zyxel.

219. Zyxel has, since at least as early as May 13, 2022, known or been
willfully blind to the fact that the third-party infringers’ use of the Zyxel Accused
Products directly infringes the *384 Patent.

220. Zyxel’s knowledge of the *384 Patent and how the function, structure,
and operation of the Zyxel Accused Products practice the 384 Patent demonstrates
Zyxel’s intent for the third-party infringers to use them to infringe.

221. With knowledge of or willful blindness to the fact that the third-party
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infringers’ use of the Zyxel Accused Products in their intended manner such that
all limitations of the asserted claims of the 384 Patent are met directly infringes
the ’384 Patent, Zyxel has actively encouraged the third-party infringers to directly
infringe the *384 Patent by making, using, testing, selling, offering for sale,
importing and/or licensing the accused products by, for example: marketing
Zyxel’s product capabilities to the third-party infringers; supporting and managing
the third-party infringers’ use of the infringing Zyxel functionality; and providing
technical assistance to the third-party infringers during their continued use of the
Zyxel Accused Products such as by, for example, publishing instructional
information on the Zyxel websites (including, without limitation, the knowledge
center, instructional videos and on the Zyxel branded websites) directing and
encouraging third-party infringers how to make and use the Zyxel Accused
Products to practice the *384 Patent.

222. Zyxel specifically intends to induce, and did induce, the third-party
infringers to infringe the *384 Patent by, for example, providing instructions,
encouragement, and direction through publications and materials intended to
encourage, aid, and abet infringing use. Exemplary publications include:

e https://www.zyxel.com/us/en-us/support;

e https://community.zyxel.com/en:

e https://mysupport.zyxel.com/hc/en-us:
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e https://www.zyxel.com/us/en-us/support/download;

e https://info.zyxel.com/infographic:

e https://www.zyxel.com/global/en/support/security-advisories; and

e www.zyxel.com (including help documentation).

223. Zyxel has induced and continues to induce infringement of the
asserted claims of the *384 Patent under 35 U.S.C. § 271(b).

224. Zyxel has sold, provided and/or licensed to the third-party infringers
and continues to sell, provide and/or license the Zyxel Accused Products that are
especially made and adapted—and specifically intended by Zyxel—to be used as
components and material parts of the inventions claimed in the >384 Patent. For
example, these include the Zyxel Accused Products hardware and software for
performing communication and switching functionality identified herein that the
third-party infringers used in a manner such that all limitations of the asserted
claims are met, and without which the third-party infringers would have been
unable to use and avail themselves of the intended functionality of the accused
products.

225. These features are not a staple article or commodity of commerce,
and, because the functionality is designed to work solely in a manner that is
covered by the *384 Patent, it has no substantial non-infringing use. Zyxel knew of

or was willfully blind to the fact that such functionality was especially made and
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adapted for—and was in fact used in—the accused products in a manner that is
claimed in the 384 Patent.

226. Zyxel has contributorily infringed and continues to contributorily
infringe the asserted claims of the 384 Patent under 35 U.S.C. § 271(c).

227. Zyxels’ acts of infringement are ongoing and have continued since
notice and have been, therefore, carried out with knowledge of the’531 Patent and
how the Zyxel Accused Products infringe them. Rather than take a license to the
’384 Patent, Zyxel’s ongoing infringing conduct reflects a business decision to
“efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.
Ct. 1923 (2016).

228. Zyxel’s acts of direct and indirect infringement have caused and
continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of Zyxel’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest
and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

COUNT 4
INFRINGEMENT OF U.S. PATENT NO. 8,442,569

229. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

230. SPV is the owner, by assignment, of U.S. Patent No. 8,442,569. The
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’569 Patent was issued by the United States Patent and Trademark Office on May
14,2013.

231. As the owner of the *569 Patent, SPV holds all substantial rights in
and under the ’569 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

232. The ’569 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

233. Zyxel has infringed, and continues to infringe, at least claim 1 of the
’384 Patent by making, using, selling, offering to sell, and/or importing into the
United States the accused products and services, which include Zyxel Datalogic
devices that support License-Assisted Access (LAA), Zyxel’s 5G NR/4G LTE
CPE products (under its Service Provider products), its Mobile Broadband 4G LTE
products (under its Business products) are enabled for LAA, and related software
and mobile applications.

234. The Zyxel Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the *569 Patent and feature
functionality that meets each and every limitation of at least claim 1.

235. Zyxel has used and tested the Zyxel Accused Products in the United
States.

236. Zyxel’s users, customers, agents and/or other third parties
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(collectively, “third-party infringers”) have infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the Zyxel Accused
Products in accordance with instructions and direction from Zyxel.

237. Zyxel has, since at least as early as September 20, 2024, known or
been willfully blind to the fact that the third-party infringers’ use of the Zyxel
Accused Products directly infringes the *569 Patent.

238. Zyxel’s knowledge of the *569 Patent and how the function, structure,
and operation of the Zyxel Accused Products practice the *569 Patent demonstrates
Zyxel’s intent for the third-party infringers to use them to infringe.

239. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the Zyxel Accused Products in their intended manner such that
all limitations of the asserted claims of the 569 Patent are met directly infringes
the *569 Patent, Zyxel has actively encouraged the third-party infringers to directly
infringe the *569 Patent by making, using, testing, selling, offering for sale,
importing and/or licensing the accused products by, for example: marketing
Zyxel’s product capabilities to the third-party infringers; supporting and managing
the third-party infringers’ use of the infringing Zyxel functionality; and providing
technical assistance to the third-party infringers during their continued use of the
Zyxel Accused Products such as by, for example, publishing instructional

information on the Zyxel websites (including, without limitation, the knowledge

SPV’S COMPLAINT AND JURY DEMAND — ZYXEL Page 127



Case 2:24-cv-00840-JRG-RSP Document 1 Filed 10/18/24 Page 128 of 143 PagelD #: 128

center, instructional videos and on the Zyxel branded websites) directing and
encouraging third-party infringers how to make and use the Zyxel Accused
Products to practice the *569 Patent.

240. Zyxel specifically intends to induce, and did induce, the third-party
infringers to infringe the 569 Patent by, for example, providing instructions,
encouragement, and direction through publications and materials intended to
encourage, aid, and abet infringing use. Exemplary publications include:

e https://www.zyxel.com/us/en-us/support;

e https://community.zyxel.com/en:

e https://mysupport.zyxel.com/hc/en-us:;

e https://www.zyxel.com/us/en-us/support/download;

e https://info.zyxel.com/infographic:

e https://www.zyxel.com/global/en/support/security-advisories; and

e www.zyxel.com (including help documentation).

241. Zyxel has induced and continues to induce infringement of the
asserted claims of the *569 Patent under 35 U.S.C. § 271(b).

242. Zyxel has sold, provided and/or licensed to the third-party infringers
and continues to sell, provide and/or license the Zyxel Accused Products that are
especially made and adapted—and specifically intended by Zyxel—to be used as

components and material parts of the inventions claimed in the 569 Patent. For
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example, these include the Zyxel Accused Products hardware and software
enabling LAA functionality and compliance identified herein that the third-party
infringers used in a manner such that all limitations of the asserted claims are met,
and without which the third-party infringers would have been unable to use and
avail themselves of the intended functionality of the accused products.

243. These features are not a staple article or commodity of commerce,
and, because the functionality is designed to work solely in a manner that is
covered by the *569 Patent, it has no substantial non-infringing use. Zyxel knew of
or was willfully blind to the fact that such functionality was especially made and
adapted for—and was in fact used in—the accused products in a manner that is
claimed in the 569 Patent.

244. Zyxel has contributorily infringed and continues to contributorily
infringe the asserted claims of the *569 Patent under 35 U.S.C. § 271(c).

245. Zyxels’ acts of infringement are ongoing and have continued since
notice and have been, therefore, carried out with knowledge of the *569 Patent and
how the Zyxel Accused Products infringe them. Rather than take a license to the
’569 Patent, Zyxel’s ongoing infringing conduct reflects a business decision to
“efficiently infringe” the asserted claims and in doing so constitutes willful

infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.

Ct. 1923 (2016).
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246. Zyxel’s acts of direct and indirect infringement have caused and
continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of Zyxel’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest
and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

COUNT 5
INFRINGEMENT OF U.S. PATENT NO. 8,467,723

247. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

248. SPV is the owner, by assignment, of U.S. Patent No. 8,467,723. The
’723 Patent was issued by the United States Patent and Trademark Office on June
18,2013.

249. As the owner of the 723 Patent, SPV holds all substantial rights in
and under the *723 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

250. The *723 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

251. Zyxel has infringed, and continues to infringe, at least claim 5 of the
’723 Patent by making, using, selling, offering to sell, and/or importing into the
United States the accused products and services enabled to perform Inter-RAT

handover. These products include, without limitation, Zyxel’s 5G NR/4G LTE
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CPE (under its Service Provider products) and its Mobile Broadband 4G LTE
products (under its Business products) that are enabled to perform Inter-RAT
handover such as the LTE7461-M602 / 4G LTE-A Outdoor Router, LTE7480-
S905 /4G LTE-A CBRS Outdoor Router, LTE7485-S905 / 4G LTE-A CBSD
Category B Outdoor Router, LTE5388-S905 / 4G LTE-A CBRS Indoor Router,
NR5201 / 5G NR Indoor Router, NR5203 / 5G NR Indoor Router, R7201 / 5G NR
Outdoor Router, NR7203 / 5G NR Outdoor Router, the NR7223 / 5G NR Outdoor
Router, and related software and mobile applications.

252. The Zyxel Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the *723 Patent and feature
functionality that meets each and every limitation of at least claim 5.

253. Zyxel has used and tested the Zyxel Accused Products in the United
States.

254. Zyxel’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) have infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the Zyxel Accused
Products in accordance with instructions and direction from Zyxel.

255. Zyxel has, since at least as early as May 13, 2022, known or been
willfully blind to the fact that the third-party infringers’ use of the Zyxel Accused

Products directly infringes the 723 Patent.
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256. Zyxel’s knowledge of the *723 Patent and how the function, structure,
and operation of the Zyxel Accused Products practice the 723 Patent demonstrates
Zyxel’s intent for the third-party infringers to use them to infringe.

257. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the Zyxel Accused Products in their intended manner such that
all limitations of the asserted claims of the *723 Patent are met directly infringes
the *723 Patent, Zyxel has actively encouraged the third-party infringers to directly
infringe the *723 Patent by making, using, testing, selling, offering for sale,
importing and/or licensing the accused products by, for example: marketing
Zyxel’s product capabilities to the third-party infringers; supporting and managing
the third-party infringers’ use of the infringing Zyxel functionality; and providing
technical assistance to the third-party infringers during their continued use of the
Zyxel Accused Products such as by, for example, publishing instructional
information on the Zyxel websites (including, without limitation, the knowledge
center, instructional videos and on the Zyxel branded websites) directing and
encouraging third-party infringers how to make and use the Zyxel Accused
Products to practice the *723 Patent.

258. Zyxel specifically intends to induce, and did induce, the third-party
infringers to infringe the *723 Patent by, for example, providing instructions,

encouragement, and direction through publications and materials intended to
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encourage, aid, and abet infringing use. Exemplary publications include:
e https://www.zyxel.com/us/en-us/support;

e https://community.zyxel.com/en:

e https://mysupport.zyxel.com/hc/en-us:;

e https://www.zyxel.com/us/en-us/support/download;

e https://info.zyxel.com/infographic:

e https://www.zyxel.com/global/en/support/security-advisories; and

e www.zyxel.com (including help documentation).

259. Zyxel has induced and continues to induce infringement of the
asserted claims of the 723 Patent under 35 U.S.C. § 271(b).

260. Zyxel has sold, provided and/or licensed to the third-party infringers
and continues to sell, provide and/or license the Zyxel Accused Products that are
especially made and adapted—and specifically intended by Zyxel—to be used as
components and material parts of the inventions claimed in the *723 Patent. For
example, these include the Zyxel Accused Products featuring hardware and
software enabling Inter-RAT handover herein that the third-party infringers used in
a manner such that all limitations of the asserted claims are met, and without which
the third-party infringers would have been unable to use and avail themselves of
the intended functionality of the accused products.

261. These features are not a staple article or commodity of commerce,
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and, because the functionality is designed to work solely in a manner that is
covered by the *723 Patent, it has no substantial non-infringing use. Zyxel knew of
or was willfully blind to the fact that such functionality was especially made and
adapted for—and was in fact used in—the accused products in a manner that is
claimed in the *723 Patent.

262. Zyxel has contributorily infringed and continues to contributorily
infringe the asserted claims of the *723 Patent under 35 U.S.C. § 271(c).

263. Zyxels’ acts of infringement are ongoing and have continued since
notice and have been, therefore, carried out with knowledge of the 723 Patent and
how the Zyxel Accused Products infringe them. Rather than take a license to the
’723 Patent, Zyxel’s ongoing infringing conduct reflects a business decision to
“efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.
Ct. 1923 (2016).

264. Zyxel’s acts of direct and indirect infringement have caused and
continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of Zyxel’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest

and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.
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COUNT 6
INFRINGEMENT OF U.S. PATENT NO. 8,792,453

265. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

266. SPV is the owner, by assignment, of U.S. Patent No. 8,792,453. The
’453 Patent was issued by the United States Patent and Trademark Office on July
29,2014.

267. As the owner of the *453 Patent, SPV holds all substantial rights in
and under the *453 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

268. The *453 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

269. Zyxel has infringed, and continues to infringe, at least claim 1 of the
’453 Patent by making, using, selling, offering to sell, and/or importing into the
United States the accused products and services enabled to establish a secure
tunnel to a trusted packet data gateway and include, without limitation, Zyxel 5G
NR/4G LTE CPE (under its Service Provider products) and its Mobile Broadband
4G LTE products (under its Business products), for example the Zyxel LTE7480-
S905 4G LTE-A Outdoor Router and Zyxel LTE5388-S905 4G LTE-A CBRS
Indoor Router, and related software and mobile applications that are enabled to

perform this method by connecting to a 4G or 5G network.
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270. The Zyxel Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the *453 Patent and feature
functionality that meets each and every limitation of at least claim 5.

271. Zyxel has used and tested the Zyxel Accused Products in the United
States.

272. Zyxel’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) have infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the Zyxel Accused
Products in accordance with instructions and direction from Zyxel.

273. Zyxel has, since at least as early as September 20, 2024, known or
been willfully blind to the fact that the third-party infringers’ use of the Zyxel
Accused Products directly infringes the *453 Patent.

274. Zyxel’s knowledge of the *453 Patent and how the function, structure,
and operation of the Zyxel Accused Products practice the 453 Patent demonstrates
Zyxel’s intent for the third-party infringers to use them to infringe.

275. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the Zyxel Accused Products in their intended manner such that
all limitations of the asserted claims of the ’453 Patent are met directly infringes
the ’453 Patent, Zyxel has actively encouraged the third-party infringers to directly

infringe the ’453 Patent by making, using, testing, selling, offering for sale,
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importing and/or licensing the accused products by, for example: marketing
Zyxel’s product capabilities to the third-party infringers; supporting and managing
the third-party infringers’ use of the infringing Zyxel functionality; and providing
technical assistance to the third-party infringers during their continued use of the
Zyxel Accused Products such as by, for example, publishing instructional
information on the Zyxel websites (including, without limitation, the knowledge
center, instructional videos and on the Zyxel branded websites) directing and
encouraging third-party infringers how to make and use the Zyxel Accused
Products to practice the 453 Patent.

276. Zyxel specifically intends to induce, and did induce, the third-party
infringers to infringe the *453 Patent by, for example, providing instructions,
encouragement, and direction through publications and materials intended to
encourage, aid, and abet infringing use. Exemplary publications include:

e https://www.zyxel.com/us/en-us/support;

e https://community.zyxel.com/en:

e https://mysupport.zyxel.com/hc/en-us:

e https://www.zyxel.com/us/en-us/support/download;

e https://info.zyxel.com/infographic:

e https://www.zyxel.com/global/en/support/security-advisories; and

e www.zyxel.com (including help documentation).
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277. Zyxel has induced and continues to induce infringement of the
asserted claims of the ’453 Patent under 35 U.S.C. § 271(b).

278. Zyxel has sold, provided and/or licensed to the third-party infringers
and continues to sell, provide and/or license the Zyxel Accused Products that are
especially made and adapted—and specifically intended by Zyxel—to be used as
components and material parts of the inventions claimed in the 453 Patent. For
example, these include the Zyxel Accused Products featuring hardware and
software enabling Inter-RAT handover herein that the third-party infringers used in
a manner such that all limitations of the asserted claims are met, and without which
the third-party infringers would have been unable to use and avail themselves of
the intended functionality of the accused products.

279. These features are not a staple article or commodity of commerce,
and, because the functionality is designed to work solely in a manner that is
covered by the *453 Patent, it has no substantial non-infringing use. Zyxel knew of
or was willfully blind to the fact that such functionality was especially made and
adapted for—and was in fact used in—the accused products in a manner that is
claimed in the ’453 Patent.

280. Zyxel has contributorily infringed and continues to contributorily
infringe the asserted claims of the ’453 Patent under 35 U.S.C. § 271(c).

281. Zyxels’ acts of infringement are ongoing and have continued since
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notice and have been, therefore, carried out with knowledge of the 453 Patent and
how the Zyxel Accused Products infringe them. Rather than take a license to the
’453 Patent, Zyxel’s ongoing infringing conduct reflects a business decision to
“efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.
Ct. 1923 (2016).

282. Zyxel’s acts of direct and indirect infringement have caused and
continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of Zyxel’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest

and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

NOTICE OF REQUIREMENT OF LITIGATION HOLD

283. Zyxel is hereby notified it is legally obligated to locate, preserve, and
maintain all records, notes, drawings, documents, data, communications, materials,
electronic recordings, audio/video/photographic recordings, and digital files,
including edited and unedited or “raw” source material, and other information and
tangible things that Zyxel knows, or reasonably should know, may be relevant to
actual or potential claims, counterclaims, defenses, and/or damages by any party or
potential party in this lawsuit, whether created or residing in hard copy form or in

the form of electronically stored information (hereafter collectively referred to as
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“Potential Evidence”).

284. Asused above, the phrase “electronically stored information” includes
without limitation: computer files (and file fragments), e-mail (both sent and
received, whether internally or externally), information concerning e-mail
(including but not limited to logs of e-mail history and usage, header information,
and deleted but recoverable e-mails), text files (including drafts, revisions, and
active or deleted word processing documents), instant messages, audio recordings
and files, video footage and files, audio files, photographic footage and files,
spreadsheets, databases, calendars, telephone logs, contact manager information,
internet usage files, and all other information created, received, or maintained on
any and all electronic and/or digital forms, sources and media, including, without
limitation, any and all hard disks, removable media, peripheral computer or
electronic storage devices, laptop computers, mobile phones, personal data
assistant devices, Blackberry devices, iPhones, video cameras and still cameras,
and any and all other locations where electronic data is stored. These sources may
also include any personal electronic, digital, and storage devices of any and all of
Zyxel’s agents, resellers, distributors or employees if Zyxel’s electronically stored
information resides there.

285. Zyxel is hereby further notified and forewarned that any alteration,

destruction, negligent loss, or unavailability, by act or omission, of any Potential
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Evidence may result in damages or a legal presumption by the Court and/or jury
that the Potential Evidence is not favorable to Zyxel’s claims and/or defenses. To
avoid such a result, Zyxel’s preservation duties include, but are not limited to, the
requirement that Zyxel immediately notify its agents, distributors, and employees
to halt and/or supervise the auto-delete functions of Zyxel’s electronic systems and
refrain from deleting Potential Evidence, either manually or through a policy of

periodic deletion.

NOTICE

286. SPV does not currently distribute, sell, offer for sale, or make
products embodying the Asserted Patents.

287. SPV provided actual notice of infringement of the *512, *°531, ’384,
and 723 Patents to Zyxel on or about May 13, 2022, and SPV provided actual
notice of infringement of the *569 and 453 Patents to Zyxel on or about
September 20, 2024.

288. SPV has complied with all notice requirements of 35 U.S.C. § 287.

JURY DEMAND

SPV hereby demands a trial by jury on all claims, issues, and damages so triable.

PRAYER FOR RELIEF

SPV prays for the following relief:

a. That Zyxel be summoned to appear and answer;
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b. That the Court enter judgment that Zyxel has infringed the *512, 531,
’384, °569, °723 and 453 Patents.

c. That the Court grant SPV judgment against Zyxel for all actual,
consequential, special, punitive, increased, and/or statutory damages,
including, if necessary, an accounting of all damages; pre- and post-
judgment interest as allowed by law; and reasonable attorney’s fees,
costs, and expenses incurred in this action;

d. That Zyxel’s infringement be found to have been willful;

e. That this case be found to be exceptional under 35 U.S.C. § 285; and

f. That SPV be granted such other and further relief as the Court may

deem just and proper under the circumstances.

Dated: October 18, 2024 Respectfully submitted,

CONNOR LEE & SHUMAKER PLLC

By: (%/M éﬂ/taz;//

Cabrach J. Connor
Cab@CLandS.com
Texas Bar No. 24036390
Jennifer Tatum Lee
Jennifer@CLandS.com
Texas Bar No. 24046950
John M. Shumaker
John@CLandS.com
Texas Bar No. 24033069

609 Castle Ridge Road, Suite 450
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Austin, Texas 78746
512.646.2060 Telephone
888.387.1134 Facsimile
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